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Computer System from Malicious Software,” issued on Jan. 27, 2009, and is related to reissue applications designated U.S. patent application Ser. No. 12/720,147from U.S. Pat. No. 7,484,247, and U.S. patent application Ser. No. 12/720, 207from U.S. Pat. No. 7,484,247, both?led on Mar 9, 2010, and is also related to reissue application designated U.S. patent application Ser. No. 12/854, 149 (now, U.S. Pat. No. Re. 43,103)from U.S. Pat. No. 7,484,247, filed on Aug. 10, 2010 and a continuation application therefrom designated U.S. patent application Ser. No. 13/015, 186,?ledon Jan. 2 7, 201 1. All of the above reissue applications are incorporated herein



6,199,181



Method and system for maintaining restricted operating environments for application programs or operating



Rechef, et al.



systems. 6,275,938



Security enhancement for untrusted



Bond, et al.



executable code.



6,321,337 6,351,816



Method and system for protecting operations of trusted internal networks. System and method for securing a



Reshef, et al. Mueller, et al.



program’s execution in a network environment.



6,546,554



Browser-independent and automatic apparatus and method for receiving,



Schmidt, et al.



installing and launching applications from a browser on a client computer.



6,658,573



by reference.



Protecting resources in a distributed



Bischof, et al



computer system. 6,507,904



TECHNICAL FIELD



Executing isolated mode instructions in



Ellison, et al.



a secure system running in privilege



rings.
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The present invention relates generally to computer hard



6,633,963



Controlling access to multiple memory



Ellison, et al.



Zones in an isolated execution



ware and software, and more particularly to a system and method for protecting a computer system from malicious software.



6,678,825



environment. Controlling access to multiple isolated



Ellison, et al.



memories in an isolated execution



environment.



CROSS REFERENCE TO RELATED PATENTS AND APPLICATIONS



5,751,979



applications: 40



6,581,162



Method for securely creating, storing Angelo, et al. and using encryption keys in a computer system.



6,134,661



Computer network security device



Topp



6,578,140



and method. Personal computer having a master



Policard



computer system and in internet computer system and monitoring a



U.S. patent or



condition of said master and internet



PUB Application Number



Title



Inventor(s)



5,826,013



Polymorphic virus detection module.



Nachenberg



5,978,917



Detection and elimination of macro viruses.



Chi



6,735,700



Fast virus scanning using session



Flint, et al



computer systems



stamping. Validating components of a malware



Muttik, et al.



PUB Application # 20040054588



E-mail software and method and system Jacobs, Paul for distributing advertisements to client E., et al. devices that have such e-mail software installed thereon.



PUB Application #



System and method for comprehensive Mayer, Yaron; general generic protection for computers et al.



50 20040034794



scanner.



6,553,377



System and process for maintaining a plurality of remote security applications



Eschelbeck, et al.



using a modular framework in a



distributed computing environment. 6,216,112



Method for software distribution and



Fuller, et al.



compensation with replenishable 4,890,098



advertisements. Flexible window management on a



Dawes, et al.



computer display. 5,555,364 5,666,030



Windowed computer display. Multiple window generation in



5,995,103



Window grouping mechanism for



Goldstein Parson



computer display.
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PUB



System and method for providing



Skrepetos,



security to a remote computer over a



Nicholas C.



20040006715 PUB



network browser interface. Virus protection in an internet



Samrnan, Ben



Application #



environment.



20030177397



PUB



System and method for protecting



Pham, Khai; et



Application # 20030097591



computer users from web sites hosting computer viruses.



al.



PUB Application #



Malware infection suppression.



Hinchliffe, Alexander



60 20030023857



creating, manipulating and displaying windows and window groups on a



20020066016



Video graphics display system with adapter for display management based upon plural memory sources.



Goddard, et al.



against malicious programs that may steal information and/or cause damages



Application #



PUB Application #



Ashe



display screen of a computer system.



5,502,808



McCrory



multiprocessing systems.



This application is related to the following U.S. patents and



6,663,000



Video hardware for protected,



PUB Application # 65 20020174349



Access control for computers.



James; et al. Riordan, James



Detecting malicious alteration of stored computer ?les.



Wolff, Daniel Joseph; et al.
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The above-listed US. Patents and US. patent applications are incorporated by reference as if reproduced herein in their



defeat the user’s attempts to reset the broWser settings to their original values. In another example, some malWare programs



entirety.



secretly record user input commands (such as keystrokes), then send the information back to a ho st computer. This type



of malWare is capable of stealing important user information,



BACKGROUND



such as passWords, credit account numbers, etc.



The very popular and ubiquitous rise of the ‘personal’



Many existing computers rely on a special set of instruc tions Which de?ne an operating system (0/ S) in order to provide an interface for computer programs and computer components such as the computer’s memory and central pro cessing unit (CPU). Many current operating systems have a



computer system as an essential business tool and home



appliance, together With the exponential growth of the Inter net as a means of providing information ?oWs across a Wide



variety of connected computing devices, has changed the Way



multi-tasking capability Which alloWs multiple computer pro



people live and Work. Information in the form of data ?les and executable software programs regularly ?oWs across the



grams to run simultaneously, With each program not having to Wait for termination of another in order to execute instruc tions. Multi-tasking O/S’s alloW programs to execute simul



planetary Wide system of interconnected computers and data storage devices. Popular and ubiquitous computer hardWare and softWare architectures have typically been designed to alloW for open interconnection via, for example, the internet, a VPN, a LAN, or a WAN, With information often capable of being freely shared betWeen the interconnected computers. This open interconnection architecture has contributed to the adoption and mainstream usage of these computers and the subsequent interconnection of vast netWorks of computers. This easy to



use system has given rise to the explosive popularity of appli cations such as email, internet broWsing, search engines, interactive gaming, instant messaging, and many, many more. Although there are de?nite bene?ts to this open intercon nection architecture, a lack of security against unWanted incursions into the computers main processing and non-vola tile memory space has emerged as a signi?cant problem. An



taneously by alloWing programs to share resources With other programs. For example, an operating system running mul tiple programs executing at the same time alloWs the pro grams to share the computer’ s CPU time. Programs Which run 20



age medium. Programs Which are executing simultaneously



25



are presently able to place binaries and data in the same physical memory at the same time, limited to a certain degree by the O/ S restrictions and policy, to the extent that these are



properly implemented. Memory segments are shared by pro grams being serviced by the O/S, in the same manner. O/S resources, such as threads, process tables and memory seg 30



aspect of some current computer architectures that has con



tributed to the security problem is that by default programs



ments, are shared by programs executing simultaneously as Well. While alloWing programs to share resources has many



bene?ts, there are resulting security related rami?cations, particularly regarding malWare programs. Security problems



are typically alloWed to interact With and/ or alter other pro



grams and data ?les, including critical operating system ?les, such as the WindoWs registry, for example. Current open



on the same system, even if not simultaneously With other programs, share space on the same nonvolatile memory stor



include alloWing the malWare program: to capitaliZe CPU 35



time, leaving other programs With little or no CPU time; to



interconnection architectures have opened the door to a neW



read, forge, Write, delete or otherWise corrupt ?les created by



class of unWanted malicious softWare generally knoWn a mal Ware. This malWare is capable of in?ltrating any computer system Which is connected to a network of interconnected



other programs; to read, forge, Write, delete or otherWise corrupt executable ?les of other programs, including the O/ S itself; and to read and Write memory locations used by other programs to thus corrupt execution of those programs.



computer systems. MalWare is comprised of, but not limited



40



to, classes of softWare ?les knoWn as viruses, Worms, Trojan



In the case of a computer connected to the Internet, the computer may run an O/S, With several user applications,



horses, broWser hijackers, adWare, spyWare, pop-up Win



together comprising a knoWn and trusted set of programs,



doWs, data miners, etc. Such malWare attacks are capable of stealing data by sending user keystrokes or information stored on a user’s computer back to a host, changing data or destroy



concurrently With an Internet broWser, possibly requiring the 45



ing data on personal computers and/or servers and/or other



execution of doWnloaded code, such as Java applets, or EXE/



COM executables, With the latter programs possibly contain



computerized devices, especially through the Internet. In the



ing malWare. Many security features and products are being



least, these items represent a nuisance that interferes With the



built by softWare manufacturers and by O/ S programmers to prevent malWare in?ltrations from taking place, and to ensure the correct level of isolation betWeen programs. Among these



smooth operation of the computer system, and in the extreme, can lead to the unauthorized disclosure of con?dential infor



50



mation stored on the computer system, signi?cant degrada tion of computer system performance, or the complete col lapse of computer system function. MalWare has recently become much more sophisticated and much more dif?cult for users to deal With. Once resident on a computer system, many malWare programs are designed



are architectural solutions such as rings-of-protection in Which different trust levels are assigned to memory portions



and tasks, paging Which includes mapping of logical memory 55



into physical portions or pages, alloWing different tasks to have different mapping, With the pages having different trust



levels, and segmentation Which involves mapping logical



to protect themselves from deletion. For example, some mal Ware programs comprise a pair of programs running simul



memory into logical portions or segments, each segment hav



taneously, With each program monitoring the other for dele tion. If one of the pair of programs is deleted, the other



different set of segments. Since the sharing capabilities using



ing its oWn trust level Wherein each task may reference a 60



traditional operating systems are extensive, so are the security



another example, some malWare Will run as a WindoWs pro



features. HoWever, the more complex the security mechanism is, the more options a malWare practitioner has to bypass the



gram With a .dlls extension, Which WindoWs may not alloW a user to delete While it is executing. MalWare may also reset a



itself, sometimes using these very features that alloW sharing



program installs a replacement Within milliseconds. In



user’ s broWser home page, change broWser settings, or hijack search requests and direct such requests to another page or



search engine. Further, the malWare is often designed to



security and to hack or corrupt other programs or the O/S 65



and communication betWeen programs to do so.



Further, regarding malWare programs, for virtually every softWare security mechanism, a malWare practitioner has
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found a Way to subvert, or hack around, the security system,



vented by malWare practitioners Who are determined to pass their ?les through the screen. NeWly discovered malWare leads to the development of additional screens, Which lead to more malWare, etc., thus creating an escalating cycle of mea sure, countermeasure. The basic ?aW is that all incoming executable data ?les must be resident on the computers main processor to perform their desired function. Once resident on that processor, access may be gained to non-volatile memory



allowing a malWare program to cause harm to other programs



in the shared environment. This includes every operating system and even the Java language, Which Was designed to create a standard interface, or sandbox, for Internet doWn loadable programs or applets.



Maj or vulnerabilities of existing computer systems lies in the architectures of the computer system and of the operating system itself. A typical multi-tasking O/S environment



and other basic computer system elements. MalWare exploits



includes an O/ S kernel loaded in the computer random access



this key architectural ?aW to in?ltrate and compromise com



memory (RAM) at start-up of the computer. The O/ S kernel is



puter systems. The majority of these applications rely upon a scanning



a minimal set of instructions Which loads and off-loads resources and resource vectors into RAM as called upon by



engine Which searches suspect ?les for the presence of pre determined malWare signatures. These signatures are held in a database Which must be constantly updated to re?ect the most recently identi?ed malWare. Typically, users regularly doWnload replacement databases, either over the Internet,



individual programs executing on the computer. Sometimes, When tWo or more executing programs require the same



resource, such as printer output, for example, the O/ S kernel leaves the resource loaded in RAM until all programs have ?nished With that resource. Other resources, such as disk read



from a received e-mail, or from a CDROM or ?oppy disc.



Users are also expected to update their softWare engines every



and Write, are left in RAM While the operating system is running because such resources are more often used than



20



so often in order to take advantage of neW virus detection



others. The inherent problem With existing architectures is



techniques (e. g. Which may be required When a neW strain of



that resources, such as RAM, or a hard disk, are shared by programs simultaneously, giving a malWare program a con duit to access and corrupt other programs, or the O/S itself



malWare is detected).



through the shared resource. Furthermore, as many applica



Many of the aforementioned applications are also not 25



tion programs are of a general nature, many features are



enabled by default or by the O/ S, thus in many cases bypass ing the O/S security mechanism. Such is the case When a device driver or daemon is run by the O/S in kernel mode, Which enables it unrestricted access to many if not all the



effective against security holes, for example, in broWsers or e-mail programs, or in the operating system itself. Security holes in critical applications are discovered quite often, and just keeping up With all the patches is cumbersome. Also,



Without proper generic protection against, for example, Tro 30



jan horses, even VPNs (Virtual Private NetWorks) and other forms of data encryption, including digital signatures, are not



resources.



totally safe because information can be stolen before or beloW



The most common state-ofthe-art solutions for preventing malWare in?ltration are softWare based, such as blockers,



the encryption layer. Even personal ?rewalls are typically



sWeepers and ?reWalls, for example, and hardWare based



Internet, there are often feW limitations on What ?les may be accessed and transmitted back to a host.



solutions such as router/?reWalls. Examples of softWare designed to counter malWare are Norton Systems Works,



limited, because once a program is alloWed to access the 35



A major problem faced by computer users connected to a netWork is that the netWork interface program (a broWser, for



distributed by the Symantec Corporation, Ad-aWare, distrib uted by the Lavasoft Corporation of SWeeden, Spy SWeeper, distributed by the Webroot SoftWare Corporation, SpyWare Guard, distributed by Javacool SoftWare LLC, among others.



example) is resident on the same processor as the O/S and other trusted programs, and shares space on a common 40



Currently there are a plethora of freeWare, shareWare and purchased softWare programs designed to counter malWare



in circumventing softWare security measures to create mal Ware capable of corrupting critical ?les on the shared memory storage medium. When this happens, users are often faced



by a variety of means. Such anti-malWare programs are lim



ited because they can only detect knoWn malWare that has



already been identi?ed (usually after the malWare has already



memory storage medium. Even With security designed into the O/ S, malWare practitioners have demonstrated great skill



attacked one or more computers).



With a lengthy process of restoring their computer systems to the correct con?guration, and often important ?les are simply



NetWork ?reWalls are typically based on packet ?ltering, Which is limited in principle, since the rules determining Which packets to accept and Which to reject may contain



lost because no backup exists. Therefore, What is needed in the art is a means of isolating the netWork interface program from the main computer sys



subjective decisions based on trusting knoWn sites or knoWn applications. HoWever, once security is breached for any rea



45



50



tem such that the netWork interface program does not share a common memory storage area With other trusted programs.



son (for example, due to a softWare or hardWare error, a neW



The netWork interface program may be advantageously given



piece of malWare unrecogniZed by the anti-malWare program



access to a separate, protected memory area, While being unable to initiate access to the main computer’s memory storage area. With the netWork interface program constrained in this Way, malWare programs are rendered unable to auto matically corrupt critical system and user ?les located on the



or ?reWall, or an intended deception), a malicious application may take over the computer or server or possibly the entire



55



netWork and create unlimited damages (directly or indirectly by opening the door to additional malicious applications). The methods in the prior art are typically comprised of



main memory storage area. If a malWare infection occurs, a



embedded softWare countermeasures that detect and ?lter unWanted intrusions in real time, or scan the computer system



user Would be able to completely clean the malWare infection from the computer using a variety of methods. A user could



60



either at the direction of a user or as a scheduled event. TWo



simply delete all ?les contained in the protected memory area,



problems arise from these methods. In the ?rst instance, a comprehensive scan, detect, and elimination of malWare from desired incoming data streams could signi?cantly sloW or preclude the interactive nature of many applications such a



and restore them from an image residing on the main memory



area, for example. Other discussions of malWare, its effects on computer sys



gaming, messaging, and broWsing. In the second instance,



tems, techniques used by malWare practitioners to install malWare, and techniques for detection and removal, may be



neWly implemented softWare screens may be quickly circum



found in the published literature, and in some of the patents



65
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and applications previously incorporated by reference. Ref



residing on the second memory space may be restored from an image residing on the ?rst memory space. It is another object of the present invention to provide a



erence to malware may be found in a technical white paper



entitled “Spyware, Adware, and Peer-to-Peer Networks: The



computer system con?gured such that data ?les residing on the second memory space may be automatically deleted when the second logical process is terminated. It is another object of the present invention to provide a



Hidden Threat to Corporate Security”, by Kevin Townsend, @ Pest Patrol Inc. 2003. Pest Patrol is a Carlisle; Pa. based



developer of software security tools. Another reference is a technical white paper entitled “Beyond Viruses: Why antivi rus software is no longer enough.” by David Stang, PhD, @



computer system con?gured such that the second electronic data processor and the video processor are co-located on a



Pest Patrol Inc. 2002. Yet another reference is “The Web: Threat or Menace?” from “Firewalls and Internet Security:



circuit card, the circuit card being communicatively coupled to the ?rst electronic data processor.



Repelling the Wily Hacker”, Second Edition, Addison-Wes ley. ISBN 0-20l-63466-X, Copyright 2003. The foregoing



These objects and other advantages are provided by a pre ferred embodiment of the present invention wherein a com



references are incorporated by reference as if reproduced herein in their entirety.



puter system comprising a ?rst electronic data processor is communicatively coupled to a ?rst memory space and to a second memory space, a second electronic data processor is



SUMMARY OF THE INVENTION



Embodiments of the present invention achieve technical advantages as a system and method for protecting a computer system from malicious software attacks via a network con nection. It is an object of the present invention to provide a com



puter system capable of preventing malware programs from automatically corrupting critical user and system ?les.



communicatively coupled to the second memory space and to a network interface device, wherein the second electronic data processor is capable of exchanging data across a network 20



25



It is another object of the present invention to con?ne any malware infection that may occur to a separate, protected part



of the computer system. It is another obj ect of the present invention to provide a user with an easy and comprehensive method of removing the



30



of one or more computers via the network interface device, a



video processor is adapted to combine video data from the ?rst and second electronic data processors and transmit the combined video data to a display terminal for displaying the combined video data in a windowed format, wherein the computer system is con?gured such that a malware program downloaded from the network and executing on the second electronic data processor is incapable of initiating access to the ?rst memory space. TERM DESCRIPTION



malware infection, even if the user’ s anti-malware software is



incapable of detecting and/ or removing the malware infec tion. It is another obj ect of the present invention to provide a user with an easy and comprehensive method of restoring critical system and user ?les that may have been corrupted by a malware infection. It is another object of the present invention to provide a



computer system con?gured such that attempts by malware to record and report data entry by the computer user via input



Advertisement(s)iThis term is intended to broadly encompass any secondary content that is delivered or distrib uted to client devices in addition to the primary content, e. g., 35



e-mail messages, which the software product instantiated by the client device is designed to receive, transmit, process, display, and/or utilize. For example, this term is intended to



cover, without limitation, paid advertisements, community 40



service messages, public service announcements, system information messages or announcements, cross-promo spots,



devices such as keyboards, mouse clicks, microphones, or



artwork, and any other graphical, multimedia, audio, video,



any other data input devices are effectively blocked. It is another object of the present invention to provide a computer system capable of executing instructions in a ?rst



text, or other secondary digital content.



logical process, wherein the ?rst logical process is capable of



Client DeviceiIhis term is intended to broadly encom 45



pass any device that has digital data processing and output, e.g., display, capabilities, including, but not limited to, desk



accessing data contained in a ?rst memory space and a second memory space.



top computers, laptop computers, hand-held computers, notebook computers, Personal Digital Assistants (PDAs),



It is another object of the present invention to provide a computer system capable of executing instructions in a sec ond logical process, wherein the second logical process is capable of accessing data contained in the second memory



palm-top computing devices, intelligent devices, information



space, the second logical process being further capable of exchanging data across a network of one or more computers.



It is another object of the present invention to provide a computer system capable of displaying, in a windowed for



50



appliances, video game consoles, information kiosks, wired and wireless Personal Communications Systems (PCS) devices, smart phones, intelligent cellular telephones with built-in web browsers, intelligent remote controllers for cable, satellite, and/or terrestrial broadcast television, and any other device that has the requisite capabilities.



55 lnformationiThis term is intended to broadly encompass mat on a display terminal, data from the ?rst logical process any intelligibleform ofinformation which can be presented and the second logical process, wherein a video processor is bya client device, i.e., an information client device, including, adapted to combine data from the ?rst and second logical without limitation, text, documents, ?les, graphical objects, processes and transmit the combined data to the display ter data objects, multimedia content, audio/sound?les, video minal 60 files, MPEG?les, JPEG files, GIF?les, PNG?les, HTML It is another object of the present invention to provide a documents, applications, formatted documents (e. g., word computer system con?gured such that a malware program processor and/or spreadsheet documents or?les), MP3?les, downloaded from the network and executing as part of the animations, photographs, and any other document,?le, digi tal, or multimedia content that can be transmitted over a second logical process is incapable of initiating access to the 65 communications network such as the Internet. ?rst memory space. E-Mail MessagesiThis term is intended to broadly It is another object of the present invention to provide a computer system con?gured such that corrupted data ?les encompass the e-mail message and any attachments thereto,
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including, without limitation, text, documents, ?les, graphical objects, data objects, multimedia content, audio/sound?les,



computer system according to the principles of the present



video ?les, MPEG ?les, JPE G ?les, GIF files, PNG files, HTML documents, applications, formatted documents (e. g.,



invention;



word processor and/or spreadsheet documents orfiles), MP3



computer system according to the principles of the present



files, animations, photographs, and any other document, file,



invention;



FIG. 8 illustrates a preferred embodiment of an exemplary



FIG. 9 illustrates a preferred embodiment of an exemplary



FIG. 10 illustrates a preferred embodiment of an exem



digital, or multimedia content that can be transmitted over a



plary protected process How according to the principles of the present invention.



communications network such as the Internet.



MemoryiThis term is intended to broadly encompass any



device capable of storing and/or incorporating computer DETAILED DESCRIPTION OF THE ILLUSTRATED EMBODIMENTS



readable code for instantiating the client device referred to immediately above. Thus, the term encompasses all types of recording medium, e.g., a CD-ROM a disk drive (hard or



The making and using of the presently preferred embodi



soft), magnetic tape, and recording devices, e. g., memory



devices including DRAM SRAM EEPROM FRAM and



ments are discussed in detail beloW. It should be appreciated,



Flash memory. It should be noted that the term is intended to



hoWever, that the present invention provides many applicable



include any type of device which could be deemed persistent storage. To the extent that an Application Specific Integrated



inventive concepts that can be embodied in a Wide variety of speci?c contexts. The speci?c embodiments discussed are merely illustrative of speci?c Ways to make and use the inven tion, and do not limit the scope of the invention. A computer system, constructed in accordance With a pre



Circuit (ASIC) can be considered to incorporate instructions for instantiating a client device, anASIC is also considered to be within the scope ofthe term r‘memory.” It is also know that the state ofthe artfor advertising on



20



ferred embodiment of the present invention, is illustrated in FIG. 1. Computer system 100 may represent, for example, a personal computer (PC) system, a server, a portable com



personal computers (PCs) currently consists of Internet advertising that is displayed using World Wide Web (or Inter net) browser software. As users browse the Internet, the vari ous sites they visit display advertisements ofa random nature



puter, such as a notebook computer, or any data processing



or advertisements that are related to the content of the Web



device such as a cell phone, or device that is capable of being



pages being browsed. Although this method ofadvertisement



connected to a netWork of one or more computers. System



is growing rapidly it is not ideal in several respects. Web page based advertisements are easy to ignore. They generally occupy a small area ofthe computer monitor ’s display and are inconsistent in appearance with the material that hosts



coupled to a ?rst memory and data storage area 110 (M1). P1 100 may comprise, for example, a microprocessor, such as a



Pentium® 4 processor, manufactured by the Intel Corpora



them. Internet users quickly adjust and typically ignore



tion, or a PoWer PC® processor, manufactured by the IBM



advertisements. To solve this problem, Web based advertise



Corporation. Other electronic data processors manufactured



system, a personal digital assistant (PDA), a communication



100 comprises a ?rst processor 120 (P1) communicatively



ments are becoming more striking in appearance and are 35 by other companies, including but not limited to electronic



making use ofanimation. However, the advertisement ’s ani mation requires additional time when loading a Web page



data processors realiZed in Application Speci?c Integrated Circuits (ASICs) or in Field Programmable Gate Arrays (FP



into a user ’s browser and ultimately detracts from the mate rial that hosts the advertisement.



GAs), are Within the spirit and scope of the present invention. The ?rst memory and data storage area 110 may comprise 40



both volatile and nonvolatile memory devices, such as



DRAMs and hard drives, respectively. Any memory structure



BRIEF DESCRIPTION OF THE DRAWINGS



and/or device capable of being communicatively coupled to For a more complete understanding of the present inven tion, and the advantages thereof, reference is noW made to the following descriptions taken in conjunction With the accom



P1 may be advantageously used in the present invention. M1 may be used to store, for example, critical operating system ?les, user data and applications, interim results of calcula



panying drawings, in Which:



tions, etc. The many uses of computer memory are Well



understood by those skilled in the art, and Will not be dis cussed further here. One may refer to several of the afore



FIG. 1 illustrates a preferred embodiment of an exemplary



computer system according to the principles of the present



mentioned patents and applications incorporated by refer



invention; FIG. 2 illustrates a preferred embodiment of an exemplary



50



protected process How according to the principles of the



existing computer architectures and uses of computer memory. Also part of system 100 is user interface 150, Which may comprise, for example, a keyboard, mouse or other



present invention; FIG. 3 illustrates a preferred embodiment of an exemplary



pointing device, microphone, pen pad, etc. Any device or



?le doWnload process according to the principles of the



present invention;



55



FIG. 4 illustrates a preferred embodiment of an exemplary



memory restoration process according to the principles of the



play device 180, Which is vieWed by user 160. Video proces 60



ing to the principles of the present invention; FIG. 6 illustrates a preferred embodiment of an exemplary



interactive netWork process How according to the principles of the present invention; FIG. 7 illustrates a preferred embodiment of an exemplary



computer system according to the principles of the present



invention;



method capable of inputting commands and/or data from a user 160 to computer system 100 may be used to advantage. A video processor 170 is used to format information for display and transmit the display information to a video dis



present invention; FIG. 5 illustrates a preferred embodiment of an exemplary automatic memory restoration and cleaning process accord



ence, in addition to other references, for a discussion of



sor 170 typically includes an associated video memory area, Which may be dedicated to the video processor, or shared With other resources. It is understood in the art that the video



processor 170 may be part of processor P1 120, in that it may



be integrated onto the microprocessor chip. Video processor 65



170 may also comprise a processor IC located on a video



graphics card, Which is communicatively coupled to a com puter motherboard. Additionally, video processor 170 may
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comprise circuitry located on the computer motherboard. Further still, functions of video processor 170 may be split betWeen the processor, motherboard, or separate video graph



tected process, such as broWsing the intemet or communica tion via e-mail. Second processor 140 and memory 130 act as



a separate computer system, interacting With netWork 195 While isolating netWork 195 from the ?rst processor 120 and memory 110. Memory 130 may store critical application and system ?les required by second processor 140 to execute the desired tasks. Memory 130 also stores data necessary to carry out the desired protected process. In the example of FIG. 2,



ics card. It is often desirable to connect computer system 100 to a netWork of one or more computer devices 195, such as the



Internet, a LAN, WAN, VPN, etc. This connection may be accomplished via netWork interface device 190, Which may comprise, for example, a telephone modem, a cable modem, a DSL line, a router, gateway, hub, etc. Any device capable of interfacing With the netWork 195 may be used, via a Wired



?rst processor 120 receives user interface data from user 160, and passes user interface data to second processor 140 When



the protected process WindoW is selected or active, illustrated at step 230. User interface data, such as keystrokes for



connection, a Wireless connection, or an optical connection, for example. Network interface device 190 may connect to



example, may be advantageously encrypted by P1 120 before



netWork 195 through one or more additional netWork inter



passing the data to P2 140, With netWork interface device 190



face devices (not shoWn). For example, netWork interface



possibly decrypting the data prior to transmitting the data to netWork 195. Encrypting, for example keystroke data, may



device 190 may comprise a gateWay or router, connected to a



cable modern, with the cable modem connected to netWork 195. Of course, other con?gurations are Within the spirit and



scope of the present teachings. In accordance With a preferred embodiment of the present invention, netWork 195 is isolated from the ?rst processor 120 and memory 110 by a second processor 140 (P2). Second processor 140 may comprise any electronic data processor, such as the devices previously described as applicable to ?rst processor 120. Communicatively coupled to P2 140 is second memory and data storage area 130 (M2), Which may comprise any memory device or devices, such as the devices previously described as applicable to ?rst memory 110. The architecture of computer system 100 is designed to be



20



capable of protecting memory 110 from malWare initiated



30



disrupt the efforts of spyWare programs designed to store user keystrokes for later transmission to a host computer. Second processor 140 generates video data for the protected process WindoW(s) and passes the video data to video processor 170, for eventual display on video display 180, shoWn at step 240. Video processor 170 then interleaves the video data from all



processes being executed by ?rst processor 120 and second 25



processor 140, at step 250. While there are many applicable methods for displaying video data from multiple sources, one such method Was described in US. Pat. No. 5,751,979,



entitled “Video hardWare for protected, multiprocessing sys



tems”, previously incorporated by reference. In accordance With a preferred embodiment of the present invention, if any malWare is doWnloaded from netWork 195, it



intrusions, and preventing malWare from initiating unWanted



is stored in memory 130, and/or run as a process on second



processes on ?rst processor 120. This is accomplished by



processor 140. In the con?guration of computer system 100,



using second processor 140 to isolate 110 and 120 from netWork 195. In a preferred embodiment, P2 140 is commu



ating access to memory 110 or ?rst processor 120, because



nicatively coupled to memory storage area M2 130, and may be con?gured such that P2 140 is incapable of initiating



any doWnloaded malWare is rendered incapable of self initi 35



second processor 140 is rendered incapable of initiating access to 110 and 120 Without a direct or stored command



access to memory storage area M1 110. For example, P2 140



from user 160. Any malWare infection is thus con?ned. If a



may be capable of accessing memory storage area M1 110 With the strict permission of user 160, either through a real



malWare attack corrupts ?les and/ or disrupts the operation of



time interaction or via stored con?guration or commands. Such a con?guration may be desirable in a multi-core or multi processor system, Where user 160 may Wish to use P2 140 in



either a protected mode or an unprotected mode, depending on the application. HoWever, user 160 is capable of denying P2 140 the capability of initiating access to memory storage



the 130-140 system, the user may easily shut doWn the cor 40



invention, the operating system controlling the 110-120 sys 45



area M1 110 Without the user’s permission. P1 120 is com



municatively coupled to both memory areas M1 110 and M2 130, thereby enabling P1 120 to access data doWnloaded from



A user 160 may ?nd it desirable to transfer ?les from the 50



system for further processing, modi?cation, etc. In this case, the computer system 100 may go through a process Whereby



110, or of automatically initiating an unWanted process on P1 120.



a ?le or other data is transferred from the 130-140 system to 55



invention, at step 310, user 160 selects one or more data ?les 60



example) at step 210. At step 220, 1“ processor 120 instructs 2'” processor 140 to initiate the protected process and open one or more process WindoWs. Second processor 140, in



conjunction With memory 130, then interacts With the net Work 195 via netWork interface device 190, receiving and transmitting the data necessary to execute the desired pro



the 110-120 system, exempli?ed by the process 300 illus trated in FIG. 3. In accordance With a preferred embodiment of the present



FIG. 2. Computer user 160 Wishes to connect to netWork 195



via for example, a broWser program such as Internet Explorer or Netscape Navigator. Of course, other methods of connect ing to netWork 195 may be used. User 160 inputs commands to open a protected process (eg a broWser program in this



may ?nd it necessary, for example, to transfer an attachment from an e-mail message stored on memory 130 to the 110-120



incapable of automatically corrupting data contained on M1 This and other features of the present teachings may be illustrated With reference to the example process How 200 of



tem may be different from an operating system controlling the protected 130-140 system. Conversely, a common operating system may control both the 110-120 system and the pro tected 130-140 system.



protected 130-140 system to the 110-120 system. User 160



the netWork 195. In the presently described embodiment, any malWare that has intruded the 130-140 system is thus con ?ned to the 130-140 system, and may be con?gured to be



rupted process and restore the corrupted ?les from a protected image stored on memory 110, for example. In accordance With a preferred embodiment of the present



65



to doWnload from netWork 195. The desired data is doWn loaded to the 130-140 system at step 320. The user 160 then directs computer system 100 to move the desired ?le(s) from the 130-140 system to the 110-120 system at step 330. P1 120 may then perform a malWare scan on the desired ?les, either in real time as the data is being transferred, or While the data



still resides in M2 130 (step 340). Alternatively, P2 140 may perform the malWare scan. At step 350, processor P2 140 (or P1 120) determines if malWare has been detected in the
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