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Abstract We present a system architecture to enable running a slice of a mobile app’s logic onto connected devices such as proximity beacons, body-worn sensors, and controllable light bulbs. These are normally black-boxes: their functionality is fixed by vendors and typically accessed only through low-level APIs. We overcome the limitations of this design by providing a generic programmable substrate on the connected device. Mobile apps can dynamically deploy arbitrary tasks implemented as loosely-coupled actor-like components. The underlying run-time support takes care of the coordination across tasks and of their real-time scheduling. Our current prototype indicates that our design is not only feasible, but incurs in very limited system overhead.
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Overview



Motivation. Wireless embedded sensing and personal mobile computing are blending. Emerging wireless technologies such as Bluetooth Low Energy are backing this trend by enabling seamless data exchange between energyconstrained embedded devices and, for example, mobile phones. As a result, networking stacks and interoperability frameworks [2] appear to implement applications using connected devices such as proximity beacons [4], body-worn sensors [10], and controllable light bulbs [5]. Most such efforts share the assumption of the connected device as a black-box. Manufacturers ship the devices preprogrammed with a generic low-level API that mainly enables extracting raw data from sensors and/or controlling basic actuator functionality. Changes to the on-board software are limited to firmware updates shipped by the manufacturers to improve protocol compatibility or to patch security flaws. Such a state of affairs entails that: i) even the simplest functionality requires intense wireless interactions across mobile and connected devices, affecting resource consump-
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tion; ii) mobile apps need to be developed based on vendorspecific APIs, preventing portability and seamless operation in heterogeneous settings; iii) app functionality are limited to the time of actual wireless connection, that is, disconnected operations are fundamentally hampered. Approach. To overcome these limitations, we design and implement a system architecture that allows connected device to i) run arbitrary app logic in an on-demand fashion, and ii) host data on behalf of applications. The problem strikingly differs from traditional sensor networking. Applications are supplied by third parties. Their characteristics, such as processing load and memory requirements, are difficult to anticipate. Multiple such applications with distinct requirements may need to operate concurrently. Processing is also expected to be largely event-driven; for example, being dictated by on-the-fly connections of mobile devices, rather than occurring periodically. These aspects shape the system challenge into a new form. Our answer to this challenge rests upon two pillars: a custom programming model and a dedicated run-time support that replaces the existing device firmware.



1.1



Programming Model



To tame heterogeneity and vendor lock-in, we shift the interactions across mobile and connected devices to data rather the devices themselves. Central to this is the notion of task as a programmer-defined relocatable slice of app logic. In a fitness app, for example, programmers may define a task that computes burned calories based on the range of sensors available on modern fitness trackers. The mobile phone may opportunistically deploy such a task on the fitness tracker itself, so to limit the data exchanges to a single semanticallyrich quantity rather raw data. To enable interactions among functionality supplied by different parties, tasks are decoupled w.r.t. each other both in time and data, in an actor-like fashion [1]. Tasks are fully defined by the data they consume, the processing they perform, and the data they produce. Their processing is meant to be entirely reactive. For example, we discourage the use of long-running threads whose fair scheduling may become difficult in the setting we target. The input data of a task may come from the sensors aboard the device, or be the result of a different task. For example, a health-monitoring app may employ the burned calorie information of the fitness app to augment the long-term time analysis it performs. Tasks that
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Table 1. Program memory and RAM requirements. Component



Program memory [Bytes]



RAM [Bytes]



8456 3912 112



876 584 564



154516



10076



Broker Scheduler Task manager Complete system



Figure 1. Overall architecture. provide vendor-independent interaction paradigms and data formats can be similarly developed. The execution of tasks is also decoupled from the connection to the mobile device. Tasks may, for example, reside on the connected device also whenever the mobile device that originally deployed them moves away, enabling disconnected operations. The same applies also to data. Tasks may produce data to be consumed by any mobile device, as long as a matching app is running on the latter. Data resides on the connected device according to programmer-defined criteria, rendering the device itself a general-purpose environmentimmersed data store. This is useful, for example, when implementing pervasive games [8].



1.2



Run-time Support



Fig. 1 shows the architecture of the run-time support underpinning the whole task lifecycle. It is composed of four components: i) a virtual machine (VM) layer, ii) a broker, iii) a scheduler, and iv) a task manager. The VM layer is in charge of the concrete execution of dynamically deployed tasks. Using a VM rather than some form of run-time binary linking has pros and cons. A VM detaches the implementation of tasks from the specific hardware. Further, a VM lessens the programming burden by supporting high-level languages such as Python and Java. On the downside, VMs suffer some unavoidable processing overhead due to code interpretation. Given the heterogeneous setting we target, the non-safety critical nature of most mobile apps, and the availability of powerful MCUs with reduced energy consumption, we argue that the use of a VM brings more advantages than disadvantages. The broker acts as a single intermediate point between tasks and the data they consume or produce. Data is output by physical sensors or by existing tasks along given topics. For example, “burned calories” may represent a topic for data output by the fitness app task, as much as “acceleration” is the topic that accelerometers employ for raw data. The broker matches data appearing on certain topics with the topics taken as inputs by existing tasks, triggering their execution. Topics are defined by tasks when installed on a device; each task carries a manifest that indicates the topics it consumes, the ones it produces, the rate of probing physical sensors if necessary, and the number of output values the tasks wants to make reside on the device. The broker may, in principle, trigger several tasks concurrently if they all consume the same topic. The question is then how to schedule these tasks. Our scheduler implements an Earliest Deadline First (EDF) [7] policy. Information on the absolute deadline of a task is part of the manifest. We choose an EDF policy because of its real-time optimality [6], which entails that if a schedule able to meet all task deadlines exist, EDF definitely finds one. The potential is-
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sue in applying EDF is, however, its processing overhead. We argue this should not pose scalability problems in our setting, given we are generally not expecting an extremely large number of tasks to be simultaneously triggered. Finally, a task manager takes care of the run-time deployment of tasks, handling operations such as the reception of the task bytecode over the network and its un-installation upon request from a mobile device.
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Ongoing Work



Our prototype targets the STM NUCLEO-F091RC board, equipped with an ARM Cortex M0 MCU. To enable the communication to/from a mobile device, we attach an X-NUCLEO shield that provides BTLE 4.0 connectivity. We realize custom implementations of broker, scheduler, and task manager. We port PyMite [9], a reduced Python interpreter, as VM support. We choose Python because, unlike languages such as JavaScript, it compiles to bytecode, which reduces network traffic when deploying tasks. Moreover, Python supports multiple programming paradigms, including object-oriented, imperative, and functional. Early results demonstrate the feasibility of our design with limited overhead. Table 1 reports on the memory overhead of the custom implementations of broker, scheduler, and task manager. The majority of the overhead is currently due to the PyMite port, which is however only meant to provide a working interpreter. Even with this limitation, our prototype leaves about 69% (41%) of RAM (program memory) available. The processing slow down due to interpretation is inline with existing results [3]. We plan to carry out a full assessment of the flexibility of our design against diverse requirements, and a careful system evaluation. We also intend to investigate how to arbitrate resources among different tasks. Next, we plan to conceive a dedicated data model to organize topics. This way, an app may dynamically gain knowledge on what data is possibly already produced by currently running tasks.



3



References



[1] G. Agha. Actors: a model of concurrent computation in distributed systems. PhD thesis, MIT Artificial Intelligence Laboratory, 1985. [2] Allseen Alliance. Alljoin. allseenalliance.org. [3] N. Brouwers et al. Darjeeling, a feature-rich vm for the resource poor. In ACM SENSYS, 2009. [4] easiBeacon. ibeacon. www.easibeacon.com. [5] Flux Smart Lighting. Smart LED light bulb. bluetoothlightbulb.com. [6] M. Kargahi and A. Movaghar. A method for performance analysis of earliest-deadline-first scheduling policy. The Journal of Supercomputing, 37(2), 2006. [7] C. L. Liu and J. W. Layland. Scheduling algorithms for multiprogramming in a hard-real-time environment. Journal of ACM, 20(1), 1973. [8] L. Mottola et al. Pervasive games in a mote-enabled virtual world using tuple space middleware. In ACM NETGAMES, 2006. [9] PyMite. code.google.com/p/python-on-a-chip/. [10] Xiaomi. Mi band. www.mi.com.



























[image: Policy Based Architecture for Active and Programmable ...]
Policy Based Architecture for Active and Programmable ...












[image: DESIGN OF A GRID CONNECTED PHOTOVOLTAIC SYSTEM FOR ...]
DESIGN OF A GRID CONNECTED PHOTOVOLTAIC SYSTEM FOR ...












[image: Configuration Synthesis for Programmable ... - people.csail.mit.edu]
Configuration Synthesis for Programmable ... - people.csail.mit.edu












[image: Data Warehouse System Architecture for a Typical ...]
Data Warehouse System Architecture for a Typical ...












[image: A System Architecture for Context-Aware Mobile ...]
A System Architecture for Context-Aware Mobile ...












[image: A System Architecture for Context-Aware Mobile ...]
A System Architecture for Context-Aware Mobile ...












[image: A distributed system architecture for a distributed ...]
A distributed system architecture for a distributed ...












[image: A system architecture for fault tolerance in concurrent ...]
A system architecture for fault tolerance in concurrent ...












[image: A System Architecture for Context-Aware Mobile ...]
A System Architecture for Context-Aware Mobile ...












[image: A system architecture for fault tolerance in concurrent ...]
A system architecture for fault tolerance in concurrent ...












[image: Architecture for an Artiï¬�cial Immune System]
Architecture for an Artiï¬�cial Immune System












[image: System architecture, processes, threads, memory ...]
System architecture, processes, threads, memory ...












[image: Greater Connected]
Greater Connected












[image: android operating system architecture pdf]
android operating system architecture pdf












[image: Programmable Solutions for Automotive Systems]
Programmable Solutions for Automotive Systems












[image: Programmable Controllers]
Programmable Controllers












[image: Computer programmable remote control]
Computer programmable remote control












[image: Connected Agriculture - Cisco]
Connected Agriculture - Cisco












[image: DBaaS - Connected Social Media]
DBaaS - Connected Social Media















System Architecture for Programmable Connected ...






International Conference on Embedded Wireless. Systems and Networks (EWSN) 2016 .... PhD thesis, MIT Artificial Intelligence Laboratory, 1985. [2] Allseen ... 






 Download PDF 



















 154KB Sizes
 4 Downloads
 177 Views








 Report























Recommend Documents







[image: alt]





Policy Based Architecture for Active and Programmable ... 

Phone: (0422) 2572177 ext. 4436. E-mail: ... Keywords: Active Networks, Policy Based Network Management, Service Level ... overall functioning of the system.














[image: alt]





DESIGN OF A GRID CONNECTED PHOTOVOLTAIC SYSTEM FOR ... 

There was a problem previewing this document. Retrying... Download. Connect more apps... Try one of the apps below to open or edit this item. Main menu.














[image: alt]





Configuration Synthesis for Programmable ... - people.csail.mit.edu 

Jun 17, 2016 - Compilers; C.1.3 [Processor Styles]: Analog Computers. Keywords Compilers, Analog Computing, .... Because Arco works with a hardware specification language that defines the capabilities of the ..... lows the programmer to describe the 














[image: alt]





Data Warehouse System Architecture for a Typical ... 

Special Issue: Conference Proceeding of i-CON-2016 ... These huge data and information are very useful for daily business transactions. ... intelligence techniques to detect trends and patterns from large data-sets, often represented as data ...














[image: alt]





A System Architecture for Context-Aware Mobile ... 

formation needs of applications, (2) where applications get various pieces of information ..... me excited once again about computer science. As the ... me through this experience in one piece, and stood by me during all those years. vi ..... Environ














[image: alt]





A System Architecture for Context-Aware Mobile ... 

Users might access their computing applications from wireless portables, via stationary ... The advantages of meeting these challenges can be illustrate by some ...














[image: alt]





A distributed system architecture for a distributed ... 

Advances in communications technology, development of powerful desktop workstations, and increased user demands for sophisticated applications are rapidly changing computing from a traditional centralized model to a distributed one. The tools and ser














[image: alt]





A system architecture for fault tolerance in concurrent ... 

mechanisms for concurrent systems are ... Our proposed system architecture ful- ...... Communication and Computer Networks, VLSl and Design Automation,.














[image: alt]





A System Architecture for Context-Aware Mobile ... 

store user, device, and, for each geographic region, context information. In order to ...... tracking a co-worker you wish to talk to and tracking the office coffee cart in order to .... One such approach is to employ an â€œopenâ€� system composed of














[image: alt]





A system architecture for fault tolerance in concurrent ... 

al acceptance test status and t ensure. 1x2 - yt < tolerable processes via cm. 24. COMPUTER. 1 ... Figure 1. Control flow between the application program and the Recovery ..... degree in Computer Engineering or related areas. ... each year with two m














[image: alt]





Architecture for an Artiï¬�cial Immune System 

classes of noisy traï¬�ic sources, such as web servers and ftp servers, ...... 0 Have storage capacities on any single node that are small compared to the amount of.














[image: alt]





System architecture, processes, threads, memory ... 

Amazon com Windows Internals, Part 1: System architecture, processes, threads .... integrate with the rest of the systemÂ· Go inside the Windows security model to ...














[image: alt]





Greater Connected 

I am very grateful for the support from my co-authors, Professor. Robin Mason, Dean .... places the region second in the UK, behind the East Midlands. This is a ...














[image: alt]





android operating system architecture pdf 

android operating system architecture pdf. android operating system architecture pdf. Open. Extract. Open with. Sign In. Main menu. Displaying android ...














[image: alt]





Programmable Solutions for Automotive Systems 

networking saw in FPGAs many years ago for bridging. Programmable logic is the ... control), and connection to entertainment systems such as audio and rear-seat ... as well as aid the driver in functions such as collision-free parking. Other .... The














[image: alt]





Programmable Controllers 

Due to the nature of this publication and because of the different applications of programmable controllers, the readers or users and those responsible for ...














[image: alt]





Computer programmable remote control 

Apr 3, 2001 - development software and used to prepare a screen object corresponding to the programmed remote control unit 200A of the multimedia ...














[image: alt]





Connected Agriculture - Cisco 

livelihood. More than 1.5 billion of these are smallholder farmers,1 defined by the ..... telecenter network to provide their services to rural citizens at a low cost.














[image: alt]





DBaaS - Connected Social Media 

It includes a variety of open source and commercial database solutions, supports .... Our open source architecture enables us to quickly and easily integrate new ... Setting Up. Disaster. Recovery. Automated. Capacity. Management. Automated. Self-Ser


























×
Report System Architecture for Programmable Connected ...





Your name




Email




Reason
-Select Reason-
Pornographic
Defamatory
Illegal/Unlawful
Spam
Other Terms Of Service Violation
File a copyright complaint





Description















Close
Save changes















×
Sign In






Email




Password







 Remember Password 
Forgot Password?




Sign In



















Information

	About Us
	Privacy Policy
	Terms and Service
	Copyright
	Contact Us





Follow us

	

 Facebook


	

 Twitter


	

 Google Plus







Newsletter























Copyright © 2024 P.PDFKUL.COM. All rights reserved.
















