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Introduction and Background



● ●



Protect data: Encryption Hide data: Steganography



Both? Dissident in a totalitarian state? ● ● ●



File encryption? Disk encryption? Steganography? Files in files?



Must also have plausible deniability. 2



Overview Innocent files already on native file system. Sensitive files will be XORed with these. Innocent files specific to dissident. Preferably compressed data like media files. Cryptographically secure random number generator for offsets. ‘/dev/random’ on FreeBSD, Linux and OS X. Offsets stored in a file-based database (BerkeleyDB) DB file also XORed the same way. DB’s offset determined from SHA512 of a passphrase. Written using FUSE, for most Unix-like/Unix-based system (OS X, Linux and FreeBSD) Must not change underlying native file system. 3



Evaluation Performance ● ●



dd & sync Bonnie++ (Preliminary results)



Analysis of Adversary and Threats Some attack vectors Tradeoffs 4



18 runs, dd & sync, 100k block size, 1000 blocks
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Adversary and Threats Adversary? Government: ● ●



Highly motivated Unlimited resources



Most powerful attack: Rubber hose. ●



File on your computer I cannot read? Hit you until you give me a satisfactory explanation.



Reverse-engineer passphrase? Break SHA512. Reverse-engineer offsets? Break Cryptographically Secure Random Number Generators (/dev/random) Brute-force offsets? Maybe… depends on how many innocent files and how many sensitive files there are.
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Tradeoffs and Future Work ● ● ●



XORed sensitive files still stored as files on the native file system. Data XORed with random data is also random, no matter what it is. Innocent files may not be truly random.



What could be done? ● ● ●



Store sensitive data in free space? Error correcting codes to prevent native file system from destroying data. Mark bad sectors, underlying file system won’t touch those. Generate random data on the fly? 7



Thank you Questions?
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Native bonnie++ (Preliminary results) {Extra Slide}
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DiFUSE bonnie++ (Preliminary results) {Extra Slide}



10



























[image: DiFUSE - A Dissident File System - GitHub]
DiFUSE - A Dissident File System - GitHub












[image: The Google File System]
The Google File System












[image: The Google File System]
The Google File System












[image: The Google File System - CiteSeerX]
The Google File System - CiteSeerX












[image: The Google File System - USC]
The Google File System - USC












[image: The Google File System - CiteSeerX]
The Google File System - CiteSeerX












[image: New PDF File - GitHub]
New PDF File - GitHub












[image: PDF file - GitHub]
PDF file - GitHub












[image: routine management system - GitHub]
routine management system - GitHub












[image: System Requirements Specification - GitHub]
System Requirements Specification - GitHub












[image: System Requirements Specification - GitHub]
System Requirements Specification - GitHub












[image: FreeBSD ports system - GitHub]
FreeBSD ports system - GitHub












[image: CodaLab Worker System - GitHub]
CodaLab Worker System - GitHub












[image: CBIR System - GitHub]
CBIR System - GitHub












[image: The summary of Tibbo Project System - GitHub]
The summary of Tibbo Project System - GitHub












[image: Distributed File System]
Distributed File System












[image: How to generate the INIT file for the DFU - GitHub]
How to generate the INIT file for the DFU - GitHub












[image: Open Vehicle Monitoring System - GitHub]
Open Vehicle Monitoring System - GitHub












[image: Historical Query/Response System - GitHub]
Historical Query/Response System - GitHub












[image: Open Vehicle Monitoring System - GitHub]
Open Vehicle Monitoring System - GitHub












[image: Event for file change #1 - GitHub]
Event for file change #1 - GitHub












[image: Grove - Tilt Switch v1.1 PDF File - GitHub]
Grove - Tilt Switch v1.1 PDF File - GitHub












[image: Specification on Image Data File Version - GitHub]
Specification on Image Data File Version - GitHub












[image: IMOS NetCDF File Naming Convention v1.3 - GitHub]
IMOS NetCDF File Naming Convention v1.3 - GitHub















The Dissident File System - GitHub






Preferably compressed data like media files. Cryptographically secure ... Analysis of Adversary and Threats. Some attack ... Store sensitive data in free space? 






 Download PDF 



















 203KB Sizes
 5 Downloads
 351 Views








 Report























Recommend Documents







[image: alt]





DiFUSE - A Dissident File System - GitHub 

Jun 6, 2016 - OS X, Linux, and FreeBSD [10]. The dissident file sys ..... ing bad areas in flash memory, July 10 2001. US Patent ... Analysing android's full disk.














[image: alt]





The Google File System 

Permission to make digital or hard copies of all or part of this work for personal or .... The master maintains all file system metadata. This in- ...... California, January 2002. [11] Steven R. ... on Mass Storage Systems and Technologies, College.














[image: alt]





The Google File System 

ABSTRACT. We have designed and implemented the Google File Sys- tem, a scalable distributed file system for large distributed data-intensive applications.














[image: alt]





The Google File System - CiteSeerX 

Fault tolerance, scalability, data storage, clustered storage. *. The authors ... repositories that data analysis programs scan through. Some ...... to a few TBs of data, transforms or analyzes the data, and writes the results back to the cluster. Cl














[image: alt]





The Google File System - USC 

We have designed and implemented the Google File Sys- tem, a scalable distributed file system for large distributed ... In this paper, we present file system interface extensions designed to support distributed applications, ...... 15th ACM Symposium














[image: alt]





The Google File System - CiteSeerX 

management, garbage collection of orphaned chunks, and chunk migration between chunkservers. ..... of course still corrupt or destroy data. GFS identifies failed.














[image: alt]





New PDF File - GitHub 

Waibhav Yadavdev. [f] /Vaiyadav. /Dev Vaibhav Yadav. [in] /devvaibhavyadav. Âº & Dev Vaibhav. Professional Skills. Software Skills. IntelliJ IDEA. Android Studio.














[image: alt]





PDF file - GitHub 

nimal Docker... 48 [OK] tutum/helloâ€�world Image to test docker deploymen ts. Has Apac... 19 [OK] marcells/aspnetâ€�helloâ€�world ASP.NET vNext â€� Hello World.














[image: alt]





routine management system - GitHub 

10. Figure 4 - Sample Data Set of Routine Management System . .... platform apps, conventional software architectural design patterns may be adopted and ...














[image: alt]





System Requirements Specification - GitHub 

This section describes the scope of Project Odin, as well as an overview of the contents of the SRS doc- ument. ... .1 Purpose. The purpose of this document is to provide a thorough description of the requirements for Project Odin. .... Variables. â€














[image: alt]





System Requirements Specification - GitHub 

System Requirements Specification. Project Odin. Kyle Erwin. Joshua Cilliers. Jason van Hattum. Dimpho Mahoko. Keegan Ferrett. Note: This document is constantly under revision due to our chosen methodology, ... This section describes the scope of Pro














[image: alt]





FreeBSD ports system - GitHub 

Search - make search (cont'd). Port: rsync-3.0.9_3. Path: /usr/ports/net/rsync. Info: Network file distribution/synchronization utility. Maint: [email protected].














[image: alt]





CodaLab Worker System - GitHub 

The worker system consists of 3 components: â€¢ REST server: ... a â€�check outâ€� call which is used to tell the server that a worker is shutting down and prevent it from.














[image: alt]





CBIR System - GitHub 

Final result was a Matlab built software application, with an image database, that utilized ... The main idea is to integrate the strengths of content- and keyword-based image ..... In the following we present some of the best search results.














[image: alt]





The summary of Tibbo Project System - GitHub 

To achieve an economical basic unit price, we kept the onboard circuitry to the necessary minimum. For example, there is no built-in power supply â€“ the boards directly accept only regulated +5V power. Real- world power processing (12V, 24V, PoE, et














[image: alt]





Distributed File System 

Hadoop file. System. Clustered- based, asymmetric. , parallel, object based. Statef ul ... File System http://hadoop.apache.org/core/docs/current/hdfs_de sign.html.














[image: alt]





How to generate the INIT file for the DFU - GitHub 

Mar 17, 2015 - The nRF Toolbox 1.12 Android application creates a ZIP file with the Heart Rate ... :10 F7D0 0 [data] 29 # Data record @ 63440 ... For the Intel HEX documentation check: http://www.interlog.com/~speff/usefulinfo/Hexfrmt.pdf.














[image: alt]





Open Vehicle Monitoring System - GitHub 

Aug 14, 2013 - 10. CONFIGURE THE GPRS DATA CONNECTION (NEEDED FOR ...... Using the OVMS smartphone App (Android or Apple iOS), set Feature ...














[image: alt]





Historical Query/Response System - GitHub 

Feb 12, 2010 - developer website. Tick Query Examples. In order to query all the ticks for Google between 9 am and 12 pm on February 3, 2009, execute:.














[image: alt]





Open Vehicle Monitoring System - GitHub 

Feb 5, 2017 - GITHUB. 10. COMPILE AND FLASH YOUR FIRST FIRMWARE. 10. CHIPS USED .... If your laptop already has a RS232 port, then you can ... download your own forked repository from github to your local computer. Detailed ...














[image: alt]





Event for file change #1 - GitHub 

Jun 6, 2017 - This is all Native swift, and there is no reliance on any apple ..... Ill try to compile on another computer as it may be the xcode version i'm ...














[image: alt]





Grove - Tilt Switch v1.1 PDF File - GitHub 

Page 1. SeeedStudio. TITLE: Grove â€” Tilt Switch v1.1. Design: Check: Date: 2814/7/11 17:85:12. Uision: Sheet: 1/2. 5. 6.














[image: alt]





Specification on Image Data File Version - GitHub 

5.4.10 ShootingRecord heap ... the JFIF file format[1], as described below), sample software shall be provided openly to player vendors. ... In the separate "Decisions Concerning Extension" section, we define how various companies.














[image: alt]





IMOS NetCDF File Naming Convention v1.3 - GitHub 

For many data types, IMOS uses the netCDF (network Common Data Form) system, ..... This file would contain raw Current Velocity radial data on 23rd of March ...


























×
Report The Dissident File System - GitHub





Your name




Email




Reason
-Select Reason-
Pornographic
Defamatory
Illegal/Unlawful
Spam
Other Terms Of Service Violation
File a copyright complaint





Description















Close
Save changes















×
Sign In






Email




Password







 Remember Password 
Forgot Password?




Sign In



















Information

	About Us
	Privacy Policy
	Terms and Service
	Copyright
	Contact Us





Follow us

	

 Facebook


	

 Twitter


	

 Google Plus







Newsletter























Copyright © 2024 P.PDFKUL.COM. All rights reserved.
















