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Abstract—According to the analysis of intrusion detection model based on the Bayesian theory, an intrusion detection evaluation method was proposed. After comparison with the former related work and the analysis of the key evaluation target result, difference and quality between the performances of various intrusion detection systems were obvious. It can be proved that this performance evaluation is precise.



Y —— Has not examined “the intrusion” the behavior Warning confidence level： P( X |Y ) = System safety：
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I.



INTRODUCTION



IDS (Intrusion Detection System) [1] defers to some certain security policy, surveillance to the network, system's movement condition, discoveres each kind of attack attempt, the aggressive behavior or the attack result as far as possible, guarantees the network system resources’s confidentiality, integrity and the usability. IDS develops rapidly, therefore it needs a comprehensive, rigorous method to carry on the fair and credible test and appraisal to the IDS. Bayesian theory method [2,3] is a essential method in statistical model recognition. The Bayesian decision-making judgment both had considered each kind of reference overall appears probability size, and also has considered the loss size which, because of wrong judgement, strong distinction ability. Therefore it definitely may apply in the intrusion detection system's evaluation. But the performance evaluation mechanism of the intrusion detection evaluation that based on the Bayesian theory. which regarding to the IDS essential performance target. It can explain the performance of IDS’s fit and unfit quality sciencely and accurately. II.



INTRUSION DETECTION METHOD BASED ON BAYESIAN THEORY



A. Intrusion detection model based on Bayesian theory The intrusion detection model based on Bayesian theory defined four tuples to express the intrusion and the non-intrusion conditions: < X , X ,Y ,Y > X ——Has the intrusion behavior



X ——The normal behavior (system has not received intrusion) Y ——Examines “the intrusion” the behavior
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B. Evaluation Use a few PC machines and switchboards, under the Windows XP, Windows 2000 operating systems, evaluate snort, BlackICE, eTrust this three kind of invasion detection systems. US's Lincoln laboratory and the Rome laboratory made the IDS test appraisal work [4]. Lincoln method uses massive various attack network flow rate sample and the audit data sample as IDS’s input, confirms IDS’s ability by this, and calculates the detection rate and the false alarm rate. It is as shown in Figure1



Figure 1.



Lincoln laboratory off-line testing environment



The Rome laboratory designs a real-time network environment to serve as evaluate IDS as shown in Figure2, its method is places IDS in the actual network environment, confirms IDS’s response condition and compatible in the real-time situation [5].



Figure 2.



Rome laboratory real-time testing environment



These two kinds of testing environments each have the respective shortcoming. The off-line test can only depend upon the data which has been collected to carry on the test, cannot real-timely manifest the IDS condition; Although the real-time test permits many real users to have the real background flow rate through each kind of network service like mail service and the ftp service. However its testing environment exposes under the inside and outside aggressor's attack, the background flow rate possibly includes the invasion data that affects the detection effect, moreover normal system operation may be possibly interruptted by simulated strike. Therefore, use the real-time simulated testing environment, namely use PC machine to carry on the actual attack to the system is the quite good method. Through verificate the attack source, it can be possibly remove the invasion data that influence detection effect, and solve the problem of the off-line test could not to be able to manifest the IDS condition real-timely. III.



EVALUATION REALIZATION



A. Simulation attack Figure3 has given the flow chart of simulation attack way.We choose the form of defensive action through the attack engine, carry on the attack to the goal: Attack engine



Choose forms of defensive action.



Attack way



The defensive action way of the goal, like ARP attack, port scanning and so on.



The goal mainframe accepting the attack target



Figure 3.



Rome laboratory real-time testing environment



Table1 demonstrated part of offensive examples used in the evaluation process TABLE I.



PART OF OFFENSIVE EXAMPLES USED IN THE EVALUATE PROCESS



Attack name



Serial



Attack name



number 1



ARP attack
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TCP/SYN
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PING attack
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ICMP unreachable ICMP redirection
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TCP no mark
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port scanning
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Backdoor
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message Deformity IP fragmentation
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Land
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Christmas tree attack
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Other attacks



9 10



IGMP packet attack UDP attack



B. Functionality evaluation Functionality evaluation primary cognizance weight invasion detection system its own function characteristic formidable degree, for example, system's construction whether can support the extendibility or not, whether can support the rule to have custom-made function or not, whether can examine the sample set’s all the attack samples or not, warning system's function is whether formidable or not, as well as whether can provide formidable and friendly report form function or not, etc. The main Evaluation flow: 1) First, starts the network’s invasion detection system, guarantee each system is in the normal work condition. 2) The inspection of network's connection condition, guarantee our transmit attack text is reachable to the mainframe attacked. 3) Start the simulated strike module, send out the attack data packet. 4) The inspection of invasion detection system deployed on the different machine to the specific aggressive behavior's response situation (for example warning occurrence, blocks occurrence, diary record). 5) Clear the invasion detection system's diary and the related information, return to third step, test IDS’s detection ability to other aggressive behavior. C. Performance evaluation Performance evaluation primary cognizance weight invasion detection system's operational condition under the high load condition, for example, data packet interception and the speed of filtration, whether to present the drop phenomenon, as well as how many examine engine's overall volume of goods can handle and so on. The evaluation flow as follows: 1) Under the normal network flow rate (that is existing laboratory network flow rate), starts each IDS. 2) Start attack simulation software, transmit certain amount of attack package (attack sample space needs to big enough as far as possible). 3) Examine IDS’s detection record, if transmits m pieces of attack information, if it has examined n pieces of attack information so that detection rate is n



m



× 100%



n



m



× 100%



, the rate of



. Calculate the corresponding missing report is 1detection rate and the rate of missing report. 4) Change the network background’s flow rate, here we act according to the laboratory network the special details, we set this stage's test's background flow rates are 25M,50M,75M,100M. 5) Clear each IDS’s diary and recorded information. 6) Return to the second step.



IV.



PERFORMANCE EVALUATION



A. Comparison with the former evaluation work
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D. Secure evaluation This evaluation demonstrates the invasion detection system can resist the degree of the aggressive behavior attacked by intruder. Evaluation flows: 1) First start the network’s the invasion detection system, guarantee each system is in the normal work condition. 2) Start each attack end of the distributional refuses to serve the attack, transmit massive data message to the goal mainframe. 3) After each attack end transmit certain amount of texts, start some kind of aggressive behavior of attack simulation software, inspect invasion detection system whether to have the detection ability to attack. 4) Stop distributed denial of service attack, return to third step, test IDS’s restoration ability after being rejection of serve attack. The following method selected in the evaluation: Transmit the massive non-attack data flow rate, these data quantities have surpassed the handling ability which IDS can withstand, because it has the quite great flow rate that needs to be processed, the IDS possibly discard the department subpackage, thus it may not examine the normal aggressive behavior. Transmit the massive data packet without aggressive behavior, but these data packet can match with the IDS detection rule, thus can produce the massive alarm message, at this time the massive alarm message will cause the reflection system malfunction or will be demonstrated the contact surface because of being unable refurbishing to be unable the visual display alarm behavior. Transmit massive data packet includes attack artificially to the IDS, thus cause the IDS administrative personnel’s attention to concentrate on this, by now, the aggressor under these attack smog's cover, started the true aggressive behavior.



Figure 5.



MIT/LL@1998 UCD@1997 MIT@1997



Comparison with the former evaluation work (2)



As Figure4 and Figure5 shows, compared with the former research, although the evaluation in the sole evaluation content is not the most outstanding, but it has covered the majority key indicator that formerly evaluated. B. Function evaluation result analysis
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Figure 6.
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Comparison with the former evaluation work (1)



BlackICE Snort



Part of attack detection results



Figure6 demonstrated Snort[6], BlackICE[7] and the eTrust[8] three kind of IDS part attack test results. From this , it may obtain their to these different detection ability of19 kind of attacks. Although received the unknown attack disturbance in the real-time network, this result analysis cannot do completely precise, but also sufficiently manifest three different responses of IDS under each kind of attack. The



evaluation can very accurately and intuitively demonstrate the different IDS’s response ability. C. Performance evaluation result and analysis We have paid emphasis attention to the IDS detection rate in the performance evaluation, the rate of missing report and the rate of false alarm, Figure7 and Figure8 separately gave succeed examine of IDS’s the attack quantity and the success detection rate under the general network, 20M, 50M, 70M, in the 100M network flow rate situation, what is needed to explainis that because of in BlackICE, eTrust, some warning information has been merged together, therefore it is unable to test the related data. In Figure7 and Figure8, it is that initiates the background attack quantity is 2000 times respectively. But the different background flow rate examines the attack quantity successful detection rate respectively is: General network - 1952 times (97.6%); 20M-1204 times (60.2%); 50M-881 times (44.1%); 70M-463 times (23.2%); 100M-24 times (1.2%). 2000 General network 20M
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normal user’s operation also was detected as the aggressive behavior, this is the reason why the detection rate is high, the rate of false alarm is also high.On the other hand, when the rule definition is pine, the detection rate is remarkable deduce, simultaneously the rate of false alarm also will reduce. Therefore it obtains the conclusion: When using the invasion detection system, it cannot pursue the height ofdetection rate unilaterally, but it should make a compromise between the two, take a best balance point, cause the detection rate and the rate of false alarm in the acceptable scope. D. Secure evaluation result and analysis Figure9 demonstrated after Snort, BlackICE as well as eTrust three kind of IDSes’ resiliency simultaneously after the DDOS attack. The moment of0 is the success detection rate of the three kind of IDS after receiving the DDOS saturation attack, the moment of Enough Time is the success detection rate when three kind of IDS restore to the normal level through enough time. But each moment of 1, 2, 3 are three times of resume period extraction, as well as success detections rate of these three kind of IDS at this three times.
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Figure 7.



Examination attack quantity Figure 9.
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Figure 8.



Success examination rate



The rate of false alarm is very difficult to test, in general the rate of false alarm occurrence is mainly because of the IDS rule is not very strict or wrong [9]. Generally speaking, the invasion detection system always paces back between the rate of false alarm and forth the detection rate, when the detection rate is high, the rate of false alarm also rise along with, when the rate of false alarm dropped, we saw the detection rate also fell along with it. Through analyzes, we are possibly know that the invasion detection system in the detection invasion is based on some kind of rule, when the rule definition is strict, by now detection rate is high, similarly because of the rule is over strict, some



Speed of Restoration



From Figure9 we may see, the Snort’s restoration speed is slightly superior than BlackICE and eTrust. The security detection may manifest IDS’s fully vigorous degree and the restoration speed after attack, is the important standard of performance evaluation. E. Performance evaluation subtotal Compared with the formerly related work, as well as the contrast and the analysis of the function evaluation result, the performance evaluation result, and the secure evaluation result, it might be intuitively and clearly obtain the difference and the fit and unfit quality of different IDS’s performance. It may see, based on the Bayesian theory's invasion detection evaluation method is effective and successful. Simultaneously, the article proposed the performance evaluation target and the evaluation way are also practical and feasible. V.



CONCLUSION



This article introduced based on the Bayesian theory's invasion detection evaluation method mechanism, and proposed the evaluation target. Using the Bayesian theory to analysis the performance detection's each target, portrays the invasion detection system's target situation through the concrete data. In the test procedure, it has built the



corresponding experimental environment according to the actual situation, evaluated the Snort, BlackICE, eTrust, and has given the dependence test result and the result analysis. The invasion detection system is a very complex system, test and the appraise the invasion detection system, not only relates with the invasion detection system itself, but also with the concerned invasion detection system's environment. In the test procedure, involves to the operating environment, network environment, tool, software, hardware,etc. We are not only need to consider the invasion detection effect, but also consider actual system's influence after applying this system. But the actual system is impossible to achieve the best value involves the each item of test, by now, we may consider to compromise these two factors, find the best valve balance point. REFERENCES [1] [2]
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