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Time is on your Side



Time is on your Side Username Guessing via Timing Attacks Eric Conrad, [email protected] http://ericconrad.com Twitter: @eric_conrad



Username Harvesting



• Password guessing attacks require two data sources: potential usernames and potential passwords: o Blindly fuzzing both may eventually work but is quite inefficient o Developing a list of known-good users will considerably speed up the attack



• Enter username harvesting: launched as a separate exercise before conducting a password guessing attack



• Public records research can offer a bonanza of potential usernames: o The company website, e-mail, Google, LinkedIn, Facebook, Twitter, and more SEC511 | Continuous Monitoring and Security Operations
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Harvesting Usernames from Authentication Pages



• Website authentication pages



can also be quite helpful • These pages usually lend themselves to fuzzing attacks: o Web servers are usually high performance o Account lockout is not common for web applications o Web servers are often poorly monitored



• Look for differences in these cases:



o Good username/bad password o Bad username/bad password



• The most common username format is:



o firstinitial lastname o Without the space o For example: Arthur Dent's username is: adent
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Results to Look For



• Different HTML responses: o "Incorrect Username…" – bad username o "Incorrect Password…" – bad password



• Different response variables: o example.com/logon.php?reason= 0 – bad username o example.com/logon.php?reason= 1 – bad password



• Forms that repeat a good



username on refresh, while a bad username is blank • There are sometimes subtle differences in the returned HTML: o Tools like Burp Comparer can discover these



• Response timing differences o Discussed next
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A Word on Account Lockout



• Account lockout has no



effect on most username enumeration attacks



o In the upcoming demos: only one password is attempted per account



• Account lockout can



mitigate password guessing attacks that follow successful username guessing attacks, however…



• Most account lockout designs



assume an attacker will guess many passwords on one account



o One account, 1000 passwords



• What if the attacker guesses one password on many accounts?



o One password, 1000 accounts o Then another password, 1000 accounts o With enough accounts and careful timing: we can often avoid account lockout this way SEC511 | Continuous Monitoring and Security Operations
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Side Channel Attacks



A side channel attack uses physical attributes to break a system:



•



Electromagnetic Interference (EMI), heat, sound, time, and such



For example: Monitoring CPU utilization (or simply measuring CPU heat) can indicate CPU load during encryption:



•



This can be used to break the encryption



Bruce Schneier on side channel attacks:



•



Some researchers have claimed that this is cheating. True, but in realworld systems, attackers cheat. Their job is to recover the key, not to follow some rules of conduct. Prudent engineers of secure systems anticipate this and adapt to it. It is our belief that most operational cryptanalysis makes use of side-channel information.1 SEC511 | Continuous Monitoring and Security Operations
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Practical Side Channel Attacks



• Side channel attacks sound a bit theoretical, so let's focus on a real-world example: timing attacks • Here is a *seemingly* well-designed login form: o Same error for good username/bad password, and bad username/bad password o Response page is identical in both cases, with no discernable difference



• In this case: What if the developer returns an immediate error for a bad username, but hashes the (bad) password for a good username before returning the error? o Solid logic: Why bother hashing the password if the username is bad? o This is our opportunity SEC511 | Continuous Monitoring and Security Operations
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Timing Attacks



Historically: Timing attacks based on hashing were difficult to measure because most hash algorithms were designed for both speed and cryptographic strength:



• MD5, SHA1, SHA2, and so on were built for speed In our world there are two basic uses for hashing: integrity and passwords:



• Integrity hashes should be fast and cryptographically strong • Password hashes should be slow and cryptographically strong SEC511 | Continuous Monitoring and Security Operations
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Slow Hashing You may be thinking: If my password hashing algorithm is slow, aren't my users/CPU penalized for each attempted authentication?



• •



Yes! The attacker cracking your hashes is penalized much more



Strong/slow hashing algorithms such as bcrypt and PBKDF2 are now gaining steam for this reason:



•



As of PHP version 5.5, bcrypt is PHP's default hashing algorithm



Recent cracking comparison1:



• • •



MD5: 180 billion password hashes cracked per second bcrypt: 71 thousand password hashes cracked per second ~2.5 million MD5 hashes could be cracked for every 1 bcrypt hash SEC511 | Continuous Monitoring and Security Operations
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Practical Side Channel Timing Attack



• Use of slow hashing algorithms such as bcrypt results in a measurable difference when the application uses this logic: o Good username: Hash the password; return error if wrong password o Bad username: Immediately return error



• This logic is common in web applications and often overlooked during mediocre web application penetration tests



• We will demonstrate this risk shortly
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CVE-2016-6210



• On Thu, 14 Jul 2016



Eddie Harari announced a user enumeration timing attack vs OpenSSH on the Full Disclosure mailing list



o By sending large passwords, a remote user can enumerate users on system that runs SSHD. This problem exists in most modern configuration due to the fact that it takes much longer to calculate SHA256/SHA512 hash than BLOWFISH hash. o http://seclists.org/fulldisclosure/2016/Jul/51



• The attack is *very* practical • Every Unix/Linux system I tested was vulnerable to this attack, including Ubuntu 12.04, 14.094 and 16.04 SEC511 | Continuous Monitoring and Security Operations
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CVE-2016-6210 part II



• This is a twist on the previously-discussed issue o A string is encrypted for both good usernames and bad o Bad username: OpenSSH uses Blowfish ($2) to encrypt a "fake password structure" hardcoded in the binary o Good username: OpenSSH hashes the password using the hash algorithm specified in /etc/shadow



• Most recent Unix/Linux systems use SHA512 ($6) by default, which is significantly slower than Blowfish
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Eddie Harari's Sample Code



http://seclists.org/fulldis closure/2016/Jul/51 SEC511 | Continuous Monitoring and Security Operations
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Standing on the Shoulders of Giants



• Announcing enumer8-ssh.py o Reads a list of potential usernames and tests an openssh server for the CVE-2016-6210 opensshd timing attack bug o Based on Eddie Harari's opensshd user enumeration POC. o Can append popular first initials to last names and loop accordingly o https://github.com/eric-conrad/enumer8



• I also created a related too called "pfi.pl" (popular first initial) to determine the most common first initials, based on the 1990 US census o 1990 was the last year the US census released easily searched first name information SEC511 | Continuous Monitoring and Security Operations
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My approach



• I created test shell accounts for Certified SANS instructors and other SANS folks • Tested the 22 most common first initials, followed by the 100 most common last names, per the US Census o Sorry, Zeke, Quincy, Uma and Xavier! o On the plus side: your accounts are fairly safe from my username guessing



• Enumer8-ssh.py made 2,200 connections in 1.5 hours o Connecting serially: updating the script to handle parallel connections would speed things up tremendously o Testing the top 1,000 last names (22,000 connections) is practical SEC511 | Continuous Monitoring and Security Operations
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Results



Enumer8-ssh.py found every valid account with a lastname in the US Census top 100 last names



• Valid accounts had times > 22 seconds # ./enumer8-ssh.py > enumer8-ssh.out #



wc -l enumer8-ssh.out



2200 enumer8-ssh.out # sort -n -k2 < enumer8-ssh.out
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Demo Time!
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Thank you!



• Please let me know if you have any questions o [email protected] o Twitter: @eric_conrad



• I posted a copy of this talk, and all links to: http://ericconrad.com • Also, please check out Security542 o http://sec542.org SEC511 | Continuous Monitoring and Security Operations
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