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Modified schemes for authentication based on shape and text M. SREELATHA and M. SHASHI Abstract— Textual passwords are more vulnerable to attacks like eves dropping, dictionary attacks, shoulder surf-



ing and hidden cameras. Simple graphical authentication schemes which are alternative to textual-based schemes are also vulnerable. Authentication schemes using both graphical and textual passwords are preferable than graphical schemes alone or textual schemes alone. The hybrid password authentication schemes are resistant to eves dropping, shoulder surfing and secret cameras. Some advanced schemes are proposed for hybrid authentication scheme which is based on shape and text to make it more secure.



Index Terms— Hybrid password authentication scheme , Shape and text, Shape based authentication, Textual



Passwords shape and text,



1 INTRODUCTION The user authentication is the first step of the security. Textual passwords are first choice for authentication by humans. Generally, users select short length passwords to remember easily. But, it is very easy to crack those passwords. Text-based strong passwords can be selected but, it is difficult to remember those passwords. Graphical authentication schemes are considered as alternatives to text-based passwords by considering the fact that humans remember images better than text. Graphical schemes use either images or shapes for authentication. But, simple graphical authentication schemes are vulnerable to shoulder surfing and secret cameras. User authentication schemes based on both images and text are resistant to those attacks. Users have to remember the shapes and strokes which is easier than remembering the text. Zheng et al proposed a hybrid password authentication scheme based on shape and text. The basic idea is to map shape to text with strokes of the shape and a grid with text. Users select some shapes and its strokes as their origin password and enter characters in the grid as the password for authentication. This paper discusses the authentication scheme proposed by Zheng et al[13] and proposes some advanced schemes for this authentication scheme to make the scheme more secure.
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This paper is organized as follows: Related work is discussed in section 2. in section 3, the authentication scheme based on shape and text is discussed. Advanced schemes are explored in section 4. in section 5, conclusion and future work are discussed.



2 RELATED WORK Graphical password schemes have been proposed as a possible alternative to text-based schemes, motivated partially by the fact that humans can remember pictures better than text. There exist various approaches that focus on graphical authentication schemes. Blonder [1] designed a graphical password scheme in which a password is created by having the user click on several locations on an image. During authentication, the user must click on the approximate areas of the locations. Dhamija and perrig [2] proposed a graphical authentication scheme in which the user selects a certain number of images from a set of random pictures. Later user has to identify the preselected images for authentication. Jansen [4], [5] proposed a graphical password scheme for mobile devices. During password creation, a user selects a theme consisting of photos in thumbnail size and set a sequence of pictures as a password. During authentication, user must recognize the images in the correct order. Each thumb nail image is assigned a numerical value, thus the sequence of the chosen images will create a numerical password. As the no. of images is limited to 30, the password space of this scheme is not large. Weinshall and Kirkpatrick [10] proposed several authentication schemes such as picture recognition, object recognition and pseudo word recognition and conducted user studies on these. The results declared that pictures are most effective than



the other two proposed schemes. Goldberg [3] designed a technique known as “passdoodle”. This is a graphical password authentication scheme using handwritten design or text usually drawn with a stylus onto a touch sensitive screen. Jermyn et al [6] proposed a technique called “ Draw A Secret”(DAS) where a user draws the password on a 2D grid. The coordinates of this drawing on the grid are stored in order. During authentication user must redraw the picture. The user is authenticated if the drawing touches the grid in the same order. All these graphical authentication schemes are vulnerable to shoulder surfing. To overcome the shoulder-surfing problem, many techniques were proposed. Zhao and Li [12] proposed a shoulder shoulder-surfing resistant scheme “S3PAS”. The main idea of the scheme is as follows. In the login stage, they must find their original text passwords in the login image and click inside the invisible triangle region. The system integrates both graphical and textual password scheme and has high level security. Man, et al, [8] proposed another shoulder-surfing resistant technique. In this scheme, a user chooses many images as the passobjects. The pass-objects have variants and each of them is assigned to a unique code. In the authentication stage, the user must type the unique codes of the pass-objects variants in the scenes provided by the system. Although the scheme shows perfect results in resisting hidden camera, it requires the user to remember code with the passobject variants. Luca, et al. [7] proposed a stroke based shape password for ATMs. They argued that using shapes will allow more complex and more secure authentication with a lower cognition load. More graphical password schemes have been summarized in a recent survey paper [9]. Zheng et al [13] designed a hybrid password scheme based on shape text. The basic concept is mapping shape to text with strokes of the shape and a grid with text. The user has to select a shape which can be a number, character, geometric shape or a random shape. But selecting simple and common shapes makes the process easy for the intruder. Though the random and arbitrary shapes are strong, it is difficult for the user to remember them. Naturally, users remember their native language passwords better than any other standard language. This paper focuses on authentication based on native language passwords.



2.3 Hybrid authentication scheme based on shape and text The authentication scheme consists of two steps: password creation step and the login step. Password creation : In the first step, the user creates a password for his authentication. User selects a shape S as his own original password. After



selection of the password shape, the user should click on the interface grid following the shape’s stroke sequence as in fig:1. The system stores the sequence of the cells as the shape of the user’s password.



Fig 1: password set interface



login step : During login, a grid is displayed on the



interface. The grid is displayed with some symbols such as {0,1} in each cell.



Fig 2: Interface grid For authentication, user has to enter the password. User follows the order of cells chosen for password and enters the symbols as password. Suppose the user enters {1100110110011} as password. The system checks whether the password entered matches with the symbols of the cells of the password selected. If the password is correct, the user is authenticated. For example, the interface grid is displayed as in fig:2. user has chosen character N as his shape for the password. Then, user has to enter {1100110110011} as his password. The shape S of the original password can be of different types. Users can select any type the geometric shape, the number shape or any arbitrary shape as password.



fig 5. Table 1 shows the list of grid cells for the possible strokes.



F ig 3 : original stroke on the interface



4 ADVANCED SCHEMES Instead of entering the password directly, we can make few modifications and we can make the authentication system more secure.



4.1 Inverted password Every bit of the password is inverted to misguide the intruder. For the actual password {1111} (fig:4) which consists of two strokes a & b , user enters {0000} after inverting every bit. . Some of the possible strokes are given in fig:5 (three possibilities i,ii and iii are shown). The authentication system converts the password to {1111} and then verifies the password.



Fig 5: possible strokes for password {0000} Sno



First stroke



Second stroke



1



(1,3),(1,2)



(2,1),(3,1)



2



(1,3),(2,4)



(3,4),(3,5)



3



(3,3),(4,3)



(5,3),(5,4)



Table 1: list of strokes for possible passwords



4.2 Alternate redundant bits: Redundant bits in



the password gives wrong information to the intruder which makes his efforts fail. In order to increase the password length, user can add a redundant bit after every bit in the password. For the actual password {1111}, user can enter {1010101} which increases the password space and which makes cracking the password difficult. Two possible shapes are given in fig:6 and fig:7



Fig 4 : strokes for password {1111} Suppose, the actual password for the user for this login interface is {1111}, and the grid sequence is {(1,1),(2,2),(4,2),(5,1)}. If the user enters the password as {1111}, then the intruder tries all possible combinations which includes the actual password. If the user inverts the password, then the password is {0000}. For this, the intruder verifies all possible combinations which do not contain the actual password. For the inverted password {0000}, many strokes are possible , some of the possible passwords are shown in



Fig 6 : A possible shape with {1010101} There are three strokes and the sequence of the strokes is { { (1,1),(1,2)}, {(2,5),(3,5),(4,5)}, {(5,2),(5,1)} }.



Fig 7:another possible shape with {1010101}



In this example, password consists of three strokes and the list of grid cells of these three strokes shown in fig 7 is { { (1,4),(24)}, {(2,3),(2,4),(2,5)}, {(3,4),(4,4)} }. Two other possibilities are listed in table 2.



Fig 9: Another possible shape for {1111001} for the password {1111} are given in fig 11. Without repetition of cells, the maximum length of the password is 25. But, with repetition of cells there is no limit on the length of the password.



S no



First Second Third stroke stroke stroke 1 (1,1),(1,2) (2,3),(3,4),(4,5) (5,2),(5,1) 2 (5,1),(5,2) (4,5),(3,5),(2,5) (1,2),(1,1) 3 (5,5),(5,4) (4,4),(3,3),(2,2) (1,2),(1,1) Table 2 : some other possible shapes



4.3 padding : user can increase the password length by adding redundant bits at the beginning or at the end. For the actual password {1111}, suppose {001} is added making the password as {1111001}. Two possible shapes are given in fig:8 and fig:9. Fig 10: Strokes for password {110010}



Fig 8 : : one possible shape for {1111001} The password in fig 8 consists of two strokes and the sequence is { {(1,1),(2,2),(2,3),(1,4)}, {(5,3),(5,4),(5,5)} }. The shape shown in fig 9 consists of three strokes and the sequence may be {{(4,1),(4,2)}, {(4,5),(4,4)},{(4,3),(3,3),(2,3)}} or {{(4,5),(4,4)}, {(4,1),(4,2)}, {(4,3),(3,3),(2,3)}}. 4.1 Repetition of cells : Cells can be repeated to represent a required shape, which complicates the detection of the password by increasing the password space. For the password {110010} the cell(2,2) occurred twice (fig:10). The possible shapes



Fig 11: Strokes for password {1111} The list of grid cells for the two possible shapes is given in table 3.



Sno 1 2



First stroke (3,2),(4,1)



Second stroke (4,1),(4,2)



(1,4),(1,5)



(1,5),(2,5)



Table 3: strokes for password {1111}



4.4 Fip-flops : If the shape of the character contains two strokes, then data of one stroke can be entered same as in the login interface grid and data of second stroke can be inverted to make the authentication scheme more secure. For the password {1111} , in fig:12 first stroke is inverted and in fig:13 second stroke is inverted. If intruder has information about inversion, he has no idea which part is inverted and he has to verify all the possibilities.



4.4 Column-wise/row-wise : Instead of following the shape of the character, bits in the password can be entered row-wise or column-wise which makes intruders activity difficult. For the password {0011}, the actual sequence of grid cells is { (5,3), (4,3), (4,2), (4,1) }(fig:16). But, with rowwise representation the sequence becomes { (4,1), (4,2), (4,3), (5,3) }. For the password {1100} (fig :17 ), the actual sequence of grid cells is { (2,2),(2,3), (1,3), (1,2) } But with column-wise representation, the sequence becomes { (1,2), (2,2), (1,3), (2,3) }.



Fig 12: Some of the possible strokes for {0011} The possible strokes for the password in fig 12 is shown in table 4 & for fig 13 is shown in table 5.



Sno 1 2 3 4



First stroke (1,3),(2,4) (2,4),(3,5) (3,3),(3,4) (5,3),(5,4)



Fig 16: password shape with {0011}



Second stroke



(4,2),(5,1) (4,2),(5,1) (4,2),(5,1) (4,2),(5,1)



Table 4 : possible strokes for {0011}



Fig 16: password shape with {0011}



Fig 13: Some of the possible strokes for {1100} S First Second no stroke stroke



1 2 3 4



(1,1),(2,2) (1,1),(2,2) (1,1),(2,2) (1,1),(2,2)



(1.2),(1,3) (2,4),(3,4) (4,3),(5.2) (5,3),(5,4)



Table 5 : possible strokes for {1100}



SERVER OPTIONS : The authentication server can provide these options to user for selection of the password. User can select one of the above discussed techniques for password creation. An internal intruder is having the complete knowledge of options, but he has no idea which option is selected by the user. Then he has to explore every option in order to break the system, which is a tedious job. An external may not be having an idea of options for password creation. Even if he has an idea of options, it is not easy to break the system.



4. Conclusion and future work : In this paper, for a hybrid authentication scheme which is based on shape and text, modifications are proposed. Modified schemes include inverting the bits in the password, padding or adding alternate redundant bits. The modified schemes are more secure than the original hybrid authentication scheme. The user may not be able to remember random and arbitrary shapes. So, authentication schemes should be developed for passwords where user can easily remember them
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