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Implementation and Enhancing the design of Signature-based Intrusion Detection Model Muna M. T. Jawhar and Monica Mehrotra



Abstract—Intrusion detection is an interesting approach that could be used to improve the security of network systems. Intrusion detection system detects suspected patterns of network traffic on the remaining open parts by monitoring user activities. In this paper we evolve a signature based intrusion detection system based on Neural Networks for recognizing attacks types in the network traffic packet. We use Hamming network to detect attacks in this model. The experimental results demonstrate that the designed models are promising in terms of accuracy and computational time of real word intrusion detection systems. Training and testing data we obtain from the real network traffic by using packet sniffer. Index Terms— Intrusion Detection system, Network security, Neural Network .
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1 INTRODUCTION



I



ncessant distribution of application of information technologies to all spheres of human activity constantly puts new requirements to a level of security of information system. The number of attacks and criminals attacking computer networks is increasing [11]. So network security has become a very important issue. Intrusion detection has become research focus for network security. The intrusion detection technology uses the trace information which are left by the intruder such as the failure records of attempt to log to find the illegal intrusion from the outsider or insider effectively. The intrusion detection system is the computer system which can realize the intrusion detection technology [5]. Intrusion detection systems (IDS) can be classified as network based and host-based according to the information source of the detection [10]. Network-based IDS monitors the network traffic and looks for network-based attacks, while host-based IDS is installed on host and monitors the host audit trail [2][4]. Intrusion detection systems can be roughly classified as anomaly detection and misuse detection. Anomaly detection is based on the normal behavior of a subject (e.g., a user or a system), any action that significantly deviates from the normal behavior is considered intrusive [1]. Misuse detection is based on the characteristics of known attacks or system vulnerabilities, which are also called signatures. Any action that matches the signature is considered intrusive. Misuse-base detection detects attacks based on signatures (known attacks signatures), at which the traffic pattern ————————————————
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compared with these signatures, if a match is found, then it is reported as an attack, otherwise it is not. So misuse detection cannot detect novel attacks. On the other hand, anomaly-based detection depends on monitoring system activity and classifying it as either normal or anomalous. The classification is based on heuristics or rules, rather than patterns or signatures, and will detect any type of misuse that falls out of normal system behavior. Thus, it is able to detect not only known intrusion but also unknown intrusion. In addition, this approach can detect the intrusion that is achieved by the abuse of legitimate users or masqueraders without breaking security policy [6][7]. However, the major problem of existing models is recognition of attacks in real time before the damage happens. In this paper, we propose a new method for a real time network intrusion detection system based on Neural Networks by using NDIS hooking program which works as internet packet sniffer. The paper is organized as follows section 2 describes the main component of the system model, the architecture of the hamming network and its experimental results, section 3 discusses the enhanced design of traditional hamming network and presents experimental results, and the conclusion is in section 4.



2 THE SYSTEM MODEL ARCHITECTURE The model of signature-based intrusion detection model design to detect known attack types, this model has three stages, as shown in the following Figure (1).
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C. Neural Network classification stage The architecture of Neural Network used in this model is Hamming network and MAXNET.



2.1 Hamming net and MAXNET



Fig. (1) : The architecture of the model



The components of the model are :



This network has two layers, in the first layer calculate the hamming distance between the input vector and the exemplar (which contain the signature of attacks). In MAXNET as the second layer of the network will strengthen the largest value and will eliminate the others. In other words, only one neuron will be the winner corresponding to the exemplar index that matches the input. This distance is equal to the number of elements in the input pattern which are different in value from the corresponding nodes in the exemplar pattern [8].



A. Data Provider The model is using data from Network Driver Interface Specification (NDIS) hooking program which work as packet sniffer. NDIS hooking sniffer controls, captures, and extracts appropriate features from the packet traveling in internet [9]. The features extracted from the packet headers of protocol IP,TCP and UDP which are used in this model are: source IP address, destination IP address, source port, destination port, SYN,ACK,FIN,RES flags, and protocol type. We used the simulation of some type of attacks to be classified in this model as listed in the table (1)[3].



2.2 Hamming net architecture The architecture of the hamming network is shown in figure (2).



TABLE 1 LIST OF ATTACKS NAMES, SIGNATURE AND THEIR PROTOCOLS



Fig. (2) : The architecture of the Hamming network



The input vector has 83 node after converting it to binary bipolar, and the output layer contains 8 nodes to be classified to one of the eight classes of attack types. The architecture consists of 83 input nodes in the lower net, with each input node connected to the 8 output nodes, these output nodes are connected to a upper net (i.e. MAXNET) which calculates the best exemplar match to the input vector. The output node represent the number of exemplar vectors stored in the net. For a given set of exemplar vectors, the hamming net, finds the exemplar vector that is closest to the input vector. B.



Preprocessor



The Preprocessor component gets traffic feature from data provider then converts to binary bipolar form in order to feed the neural net sensors in Neural Network based analyzer component. Therefore the following operation are applied to the feature. Normalization In normalization, each numerical value in the data set is normalized in form 1 and -1. All the features which have integer value or continuous convert to binary bipolar.



2.3 Hamming net Experiments Two experiments were done using Hamming and MAXNET networks. The first experiment used 798 records of input data set which contain normal records with attack records similar as exemplar records and the result is shown in table (2).
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TABLE (2)



TABLE (4 )



THE RESULT OF HAMMING AND MAXNET EXPERIMENT1



LIST OF EXEMPLARS USED IN ENHANCEMENT HAMMING ETWORK



As see from above table the detection rate of the hamming net for all attack types was 100% with no false negative.The second experiment used 5208 records of input data set contains normal records with attack records, and the result as shown in table (3).



Where (xx) no matter what the value is, because in comparison operation it will become zeros.



TABLE (3) THE RESULT OF HAMMING AND MAXNET EXPERIMENT2



3.1 The Enhance Algorithm First of all, we don’t need to convert the input vector to bipolar binary because it will convert automatically in the algorithm. The following are the steps of the algorithm: Step 1: specify the exemplar Step 2: calculate the HD between the input vector and exemplar. Step 3: compare HD with threshold (zero) for all nodes, if there are no any HD equal to zero, it means the packet is normal and the network stopped.



The detection rate for each type of the attack is shown above. The detection rate of Hamming network is 88.70% and false positive is 33.19%. As we see from above, in the first experiment the detection rate for all type of attacks is 100% with false negative 0. But in the second experiment, when the input data is increasing, the detection rate is decreasing as illustrated from the above tables.



Step 4: compute the net Step 5: calculate the output of hamming net as: y = f(net) Step 6: the node which have the zero value is the winner node.



3 HAMMING NETWORK ENHANCEMENT



3.2 Experimental Results



We make some changes in traditional hamming network for better performance of detection of attacks. The changes are:



We used the same data sets which we used in the first experiments. Two experiments has done using enhance Hamming network. The first experiment used 798 records of input data set which contain normal records with attack records and the result as shown in table (5).



1.



The number of exemplars are the probability of all attack signatures. 2. Use mask in exemplars for comparison between the input vector and exemplars. 3. Using threshold value for stopping the algorithm. The exemplars which we have used in the enhanced network are shown in table (4).
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TABLE (5)



old one.



THE RESULT OF ENHANCE HAMMING NET EXPERIMENT 1



REFERENCES [1]



As we see from above table the detection rate of the hamming net for all attack types was 100%, the detection rate of network is 100%, and false negative is 0%. The second experiment used 5208 records of input data set containing normal records with attack records, and the result is shown in table (6). TABLE (6) THE RESULT OF ENHANCE HAMMING NET EXPERIMENT 2



The detection rate for each type of attack is 100% as shown above table. The classification rate of enhancement Hamming network is 100%, and the false negative is 0%. As we see form the two experiments above, the detection rate for all type of attack is 100% with false negative 0. It means the new enhancement algorithm works better that the traditional hamming algorithm, it give the same detection rate (100%) for all data sets whatever the size of the data and values. Also it faster than the first one.



4. Conclusion We have designed a model using traditional hamming and MAXNET network and the second model used MLP network. We used two data sets, the first data set contain 798 records and the second data set contain 5208 records. The exemplar of hamming network is taken from the first data set after converting to binary bipolar. As we see from the experiments of hamming network, when we used the first data set the detection rate for all type of attacks is 100% with false negative is 0%. But when we used the second data set the detection rate of most type of attacks is decreasing and the false negative is increasing.We make some enhancement to the traditional hamming network, after testing the new network, we see it works better than the traditional network, the detection rate for all attacks type in all data sets which is used is 100% and the false negative is 0%. It is also faster than the
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