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Abstract The severe resource constraints and challenging deployment environments of wireless sensor networks (WSNs) pose challenges for the Security and reliability of data transmission for these networks. Limited by the energy storage capability of sensor nodes, it is crucial to jointly consider security and energy efficiency in data collection of WSNs. In this paper, our approach uses nodedisjoint routing and the selection mechanism of these paths depends on different application requirements in terms of security. The original data message is split into packets that are coded using Reed-Solomon (RS) codes and to provide diverse levels of security, different number of fragments is encrypted related to the requested security level before being transmitted along independent node-disjoint paths. However, in many-to-one WSNs, shares have high probability to traverse through the same link and to be intercepted by adversaries. We formulate the secret-sharing-based multipath routing problem as an optimization problem. Our objective aims at maximizing both network security and lifetime, subject to the energy constraints. To this end, a three-phase disjoint routing scheme called the Extended Security and Energy-efficient Disjoint Route (ESEDR) is proposed. Based on the secret-sharing algorithm, the ESEDR scheme depressively and randomly delivers shares all over the network in the first two phases and then transmits these shares to the sink node. Both theoretical and simulation results demonstrate that our proposed scheme has significant improvement in network security under both scenarios of single and multiple black holes without reducing the network lifetime.
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The original data message is split into packets that are coded using Reed-Solomon (RS) codes and to provide diverse levels of security, different number of fragments is encrypted related to the requested security level before being transmitted along independent node-disjoint paths. However, in many-to-one WSNs, shares ... 
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