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Universal Blind Quantum Computation Joe Fitzsimons



Based on joint work with Elham Kashefi and Anne Broadbent
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• Has a universal QC • Willing to help Alice



• Doesn’t trust Bob



• Won’t give Alice his QC



Blind Quantum Computation For a computation to be considered “blind” we require that Bob cannot determine: • Alice’s input • The output of Alice’s chosen computation • The computation Alice chose to perform



Alice must encrypt the computation



What is known?



Our approach: MBQC



• Raussendorf and Briegel (2001)



Our approach: MBQC
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2-Qubit Teleportation



θ 'i = θ i + riπ



Z Measurements



Brickwork States •The topology of the resource state must not leak information about the computation
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A Universal Gate Set
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Blindness Protocol P on input X leaks at most L(X) if the distribution of information obtained by Bob depends only on L(X).



Blindness Protocol P on input X leaks at most L(X) if the distribution of information obtained by Bob depends only on L(X). We wish to prove that the protocol leaks at most the circuit dimensions. Bob receives 3 pieces of information: 1) The parameters specifying the brickwork state 2) The qubits prepared by Alice 3) The classical measurement angles



Blindness 1) The parameters specifying the brickwork state •



These depend only on the circuit dimensions



Blindness 2) The qubits prepared by Alice •



Only qubit (i) depends on ri:



•



Tracing over secret ri: 1



iθ 'i



ρ i =  0 + e 4 



i (θ ' + r ) 1   0 + e i i 1 2



  



iθ '  −iθ 'i  I −iθ 'i  1   1  = 1  0 + e 1  +  0 − e i 1  0 − e  2   4 



Z-measured qubits: •



ψi =



ρi =



1 1 I 0 0 + 1 1= 2 2 2



Thus the qubit is always in the maximally mixed state, and hence independent of θ'i .



Blindness 3) The classical measurement angles



δ i = φ 'i +θ 'i depends on θ'i .



•



Only



•



Tracing over secret θ'i leaves δ i uniformly randomly distributed, and hence in a constant distribution.



•



Protocol leaks at most the circuit dimensions



Authentication Main idea: iθ Z • Create trap qubits in known states e i + which are unentangled and spread randomly through the resource state.



• Alice then knows what to expect for mi . • If Alice detects an incorrect measurement, then she knows Bob has cheated. • Use error correction to ensure that the computation yields the correct result unless errors occur on at least S sites.



Graph Transformations



A New Resource State Instead of brickwork states we introduce a new resource state:



A New Resource State Instead of brickwork states we introduce a new resource state:



By applying Y (edge) and Z (no edge) measurements to the red qubits we can obtain any graph state on the remaining black qubits.



Authentication



Authentication



Alice prepares Yellow qubits in random Z eigenstates.



Authentication



This splits the graph into 3 randomly chosen subgraphs.



Authentication



Black Traps



Red Traps



Computation This splits the graph into 3 randomly chosen subgraphs.



Authentication



Black Traps



Red Traps



Computation Alice prepares the yellow qubits in Z-eigenstates to create traps.



Authentication Alice runs computation on whole graph, checking the traps. Black Traps



Red Traps



Computation Computation is encoded using Rausendorf-Harrington-Goyal topological fault-tolerance scheme, which distance 2S-1.



Authentication Proof Sketch: • All errors of weight S-1 or less are corrected in RHG scheme.
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Authentication Proof Sketch: • All errors of weight S-1 or less are corrected in RHG scheme. • Final RHG state is composed of black qubits only. • Errors on red qubits correlated and count double! • Only errors of weigh S/5 or more can lead to an incorrect outcome • Errors occur on traps with effective probability1/3, and is detected with probability at least ½. Total probability of detection: 1/6. • Probability of Bob cheating and going undetected: (5/6)S/5



Experiments



Experiments Setup: • 4 photonic qubits • Produces linear cluster state • Allows arbitrary rotation of qubit 2 and 3 on Alice’s side • Different ordering of qubits allows for several different circuits to be implemented.



Experiments: Building blocks



Results: Algorithms



Results: Accuracy



up to 85%



constant oracle: 90%



average 72%



balanced oracle 89.5%



Results: Information leakage Model: Assume no side channels: Bob only receives quantum states prepared by Alice, graph + classical measurement angles.



We can use the Holevo bound to bound the information leakage: 







χ = −Tr  ∑ pi ρ i log 2 ∑ pi ρ i  − ∑ pi (− Tr (ρ i log 2 ρ i )) 



i



i







i



From tomography results for the single qubit rotation (3 bits): • Maximum of 0.169 ± 0.074 bits leaked perfect RNG. • Maximum of 0.185 ± 0.087 bits leaked by qubits if Bob has arbitrary additional information.



Thanks for listening! For more see: A. Broadbent, J. Fitzsimons and E. Kashefi, Universal Blind Quantum Computation, FOCS 2009 517, arXiv:0807.4154 J. Fitzsimons and E. Kashefi, Unconditionally Verifiable Blind Computation, arXiv:1203.5217 S. Barz, A. Broadbent, E. Kashefi, J. Fitzsimons, A. Zeilinger and P. Walther Demonstration of Blind Quantum Computing, Science 335 303, arXiv:1110.1381
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Universal Blind Quantum Computation






Blind Quantum Computation. For a computation to be considered â€œblindâ€� we require that Bob cannot determine: â€¢ Alice's input. â€¢ The output of Alice's chosen computation. â€¢ The computation Alice chose to perform. Alice must encrypt the computation ... 
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