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Acronyms and abbreviations



Acronym / abbreviation



Meaning



ADC



Analogue to digital converter



ADCS



Attitude determination and control subsystem



ALU



Arithmetic logic unit



ARM



Advanced RISC machine



BJT



Bipolar junction transistor



CDHS



Command and data handling subsystem



COM



Communication subsystem



COTS



Commercial off-the-shelf



CRC



Cyclic redundancy check



ECF



ESTEC Co-60 facility



ECSS



European cooperation for space standardization



EM



Engineering model



ENVI



Space environment subsystem



EPS



Electrical power system



ESD



Electrostatic discharge



ESTEC



European space research and technology centre



FSMC



Flexible static memory controller



GCR



Galactic cosmic radiation



GPIO



General purpose input / output



HSMCI



High speed multimedia card interface
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IC



Inter-integrated circuit



ICRU



International commission on radiation units and measurements



JEDEC



Joint electron devices engineering council



JESD



JEDEC standards



LEO



Low-Earth orbit



LET



Linear energy transfer
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Acronym / abbreviation



Meaning



LINAC



Linear accelerator



MOS



Metal oxide semiconductor



MOSFET



MOS field effect transistor



NMOS



N-channel MOSFET



PCB



Printed circuit board



PL



Payload



PWM



Pulse width modulation



RADEF



Radiation effects facility



RISC



Reduced instruction set computing



ROM



Read-only memory



RTC



Real-time clock



SD



Secure digital



SEE



Single event effect



SEL



Single event latch-up



SEU



Single event upset



SOI



Silicon on insulator



SPENVIS



Space environment, effects, and education system



SPI



Serial Peripheral Interface



SRAM



Static random access memory



SWIFT



Software implemented fault tolerance



TID



Total ionising dose



TPA



Two-photon absorption



UART



Universal asynchronous receiver / transmitter
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INTRODUCTION



Introduction



Different implementations of solar sail are becoming more popular, as they provide propellantless propulsion, which is a key ingredient of long-term missions to outer solar system or otherwise propellant-limited missions (e.g Sun hovering orbits, out of plane orbits etc). Electric solar wind sail with a web of charged tethers is one of the most promising solutions that is yet to be tested in space. The mission of the first Estonian student satellite, ESTCube-1, is to test the reeling out of one 10 m long tether and to measure the effect of upper atmospheric plasma acting on the tether, providing an effective enough simulation of solar wind to test the e-sail principle. The experiment is performed in polar Low Earth Orbit (LEO). On board of ESTCube-1, Command and Data Handling System (CDHS) coordinates the experiment and stores mission data. From the mission point of view, CDHS runs the software of payload, distributes received telecommands, executes schedules and offers memory for data storage. For most student satellites, radiation tolerance is not considered that much of a problem, as the intended lifespan of such satellites is usually rather short and mission is not considered critical enough. The mission of ESTCube-1 is considered critical and needs to be accomplished within a year of operation at most. Due to the launch taking place during high solar activity, measures must be taken to ensure radiation tolerance of the system. The goals of this work are stated as follows: • Provide a short overview of the radiation environment and its effects on semiconductors in Low Earth Orbit (LEO). • Outline a few of the most common methods for increasing the radiation tolerance of satellite data handling systems. • Design a radiation tolerant prototype for ESTCube-1 Command and Data Handling System. 9
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• List various methods for radiation testing of the prototype. • Compose a test plan for the radiation testing of ESTCube-1 Command and Data Handling System prototype.
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Overview



In Section 4, the radiation environment of Low Earth Orbit (LEO) is studied. Here, the most relevant types of radiation are listed and an overview of the most important radiation sources is given, followed by the effects of different types of radiation on semiconductor devices. In Section 5, typical methods for mitigating the radiation effects are listed and the method for radiation tolerance of ESTCube-1 Command and Data Handling System (CDHS) is shortly described. The radiation tolerant design of CDHS is further explained in the next section, 6 that lists the requirements for the CDHS prototype and describes the methods that were used to meet these requirements. Section 7 describes the tests needed for qualifying the prototype for flight in the LEO radiation environment. Here, the set of measured parameters are listed and a couple of suitable testing facilities are brought out.



Appendix 1 (section 12) provides an equation for converting between equivalent doses in different materials. In the next appendix section, 13, the choice of processors has been summarized with some of their features highlighted. In appendix 3 (section 14), the effectiveness of the preferred radiation tolerance method is evaluated by comparing the risks of the system before and after the method has been applied. 10
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Appendix 4, section 15 contains the testing procedures. The next appendix sections 16 and 17 are reserved for pictures and directory tree of the referenced files on the accompanying CD.
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Radiation Environment



4.1



Types of radiation



4.1.1



Alpha (α) radiation



Alpha particles are a by-product of the decay of heavy atomic nuclei. Although the alpha particles (He++ ) are highly ionising, their penetration depth is quite limited. Already a 2 mm thick sheet of aluminium (e.g. satellite structure) considerably decreases the received dose. See Figure 1. In a LEO, the primary source for alpha particles is secondary interactions with galactic cosmic rays. Heavy elements in electronic component packages also contribute a small amount. [1]



Figure 1: Penetration depth of protons and electrons in aluminium. [2]



4.1.2



Beta (β) radiation



With β decay, the number of protons in a nucleus changes by one: 12
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− →N Z−1 B + e + ν



or N ZA



+ →N Z+1 B + e + ν



Thanks to the low mass of β particles, their penetration ability is quite low and they pose a negligible threat to electronics. [1] See Figure 2 for differential and integral average electron flux estimates in a polar LEO.



Figure 2: Average electron flux in LEO at solar maximum. [2]



4.1.3



Gamma (γ) radiation



Gamma radiation is electromagnetic radiation of high energy (100 keV..1 GeV). The Sun is a major source of γ radiation, which is emitted during the fusion of 13
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Types of radiation
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hydrogen and deuterium: 1 1H



+11 H →21 H + e+ + ν



1 1H



+21 H →32 H + γ



Gamma radiation mainly contributes to the total ionising dose (TID) of electronic components. Months or years of exposure significantly degrades the performance of electronics and may eventually cause failure. [1]



4.1.4



Proton (H + ) radiation



Proton radiation is hydrogen nuclei (H + ) moving at high speed. Due to their high mass, high ionising potential and their relative abundance close to Earth, proton radiation is the main concern in LEO environment. Proton fluence can be predicted with AP8MIN and AP8MAX models, which provide the fluence according to solar minimum and maximum periods, respectively [3]. It has been predicted that at the time of the launch, there would be a solar maximum. Solar maximum model has been used for the estimate of proton flux for ESTCube-1 (Figure 3). According to [4, Chapter 8.1.2, page 200], atmospheric density increases at solar maximum, thus decreasing proton flux due to more collisions taking place between trapped protons and atmosphere atoms at low altitudes. This effect is most noticeable in an equatorial orbit. According to Space Environment Subsystem (ENVI) [2], there is negligible difference in proton and electron fluxes between solar minimum and maximum periods in low polar orbit. Figure 4 shows a typical outline of omnidirectional proton fluence in the inner Van Allen Belt, based on the AP8MIN model.
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Figure 3: Average proton flux in LEO at a solar maximum. [2] The linear energy transfer (LET) of protons is too low to induce direct Single Event Effects (SEEs) such as latch-ups, transistor burn-outs. Though, protons may undergo elastic or inelastic interactions with atoms and transfer energy to the recoil atoms. The greater mass of recoil atoms increases their LET and thus proton-induced SEEs are considered an indirect effect of radiation. [1] See Figure 5 (b) for an effect of a proton on a transistor.
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Figure 4: High energy protons in the inner zone as predicted by the AP8MIN model. The numbers on the contours represent the log10 of the integral flux in protons/(cm2 · s). The horizontal axis is the magnetic equator marked in Earth radii. Only protons with energies above 100 MeV are considered. The approximate range of LEO satellites has been shaded. Source [1], Figure 2.3.
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Figure 5: A heavy-ion cosmic ray (a) or a proton (b) entering a transistor’s sensitive region causes errors by inducing a state change. Adapted from [5].



Figure 6: An illustration of upset and latch-up in a CMOS inverter. Figure 5.23 from The Space Environment, [6].
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Neutron radiation



Neutrons are emitted on radioactive decay. They are the primary source of nonionising radiation that cause displacement damage and secondary radiation. [1] The collision of neutrons and a semiconductor causes the displacement of atoms in the crystal lattice. It alters minority carrier densities and decreases the lifetime of minority carriers. The current gain of bipolar transistors is affected by neutron radiation due to them being minority carrier devices. MOS transistors are majority carrier devices and remain mostly unaffected. [1]



4.1.6



X-rays



X-rays are photons in a specific range of energy (100 eV..200 keV) and corresponding wavelength (0.03 nm..3 nm). Characteristic X-rays are emitted when an electron falls into the vacancy of n = 1 or n = 2 energy levels of an atom. Bremsstrahlung is caused by decelerating electrons when they hit a target. The resulting radiation has a continuous energy spectrum. Although X-rays are ionising and contribute to the total dose of electrical components, their ambient intensity in a LEO environment is low and they are not considered a major threat. [1]



4.2



Sources



4.2.1



The Sun



In our solar system, the Sun contributes the most to the overall radiation levels. The fusion processes on the Sun produce a solar wind, which is a relatively constant flow of low energy protons and high energy electrons. During solar flares, a 18
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great flux of high energy electrons is emitted. Solar flares result from periodic variations in the nuclear reactions in the chromosphere of the Sun. Large amounts of protons (more than 90%), α-particles and heavy ions are released. The flux of heavy ions is usually negligible when compared to the background radiation of galactic cosmic rays in LEO. [1] On the other hand, the flux of released protons, α-particles and electrons is an important threat in LEO. One major solar flare may give the equivalent radiation dose of a year. [7]



4.2.2



Galactic cosmic radiation (GCR)



GCR is a low flux radiation, ∼ 4 particles/(cm2 · s) of ionized nuclei with an energy range of 108 ..1019 eV. Galactic cosmic radiation approximately consists of 85% protons, 14% α-particles and 1% heavy ions. The flux of GCR is seen to be dependent on the solar cycle, with the GCR rate being highest at solar minimum. The total dose due to GCR is quite low and mostly causes single-event phenomena in electronics. [6] See Figure 5 (a) for an effect of a cosmic ray on a transistor. GCRs can generate background noise in electronics as well as cause spurious events which can masquerade as real signals. [4] Galactic cosmic rays are difficult to shield against and are of primary concern for medium Earth orbit and higher altitudes. In an LEO environment, the magnetic field of Earth provides a relatively good protection against GCRs - though, with the exception of areas over the pole. [1]



4.2.3



Van Allen belts



The Van Allen belts mostly consist of protons and some heavy ions that have been trapped in the magnet field of Earth. They cover a toroidal volume of space with 19
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an altitude of about 300 km to 59 000 km. [1] The distribution of particles in Van Allen belts can be divided into an inner zone and outer zone at approximately 2.5 Earth radius. LEO only passes through the inner zone. See Figure 4 for an integral flux of protons in the inner zone. The Earth’s magnetic field is offset by approximately 11◦ from the Earth’s rotational axis in the southern hemisphere. The displacement is towards the Western Pacific, which results in a dip in the magnetic field above the Atlantic Ocean, also known as South Atlantic Anomaly. A spacecraft in an equatorial LEO travelling through this area passes through the Van Allen belts with a higher fluence of trapped particles. [1] See Figure 7 for an illustration.



Figure 7: An illustrative figure of the South Atlantic Anomaly. [8] A polar orbit satellite acquires less dose from the radiation belts than an equatorial one, because the flux of trapped particles is up to 5 times less at and near the geomagnetic poles of the Earth. [4]
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Secondary radiation



Nuclear interactions of neutrons and GCRs can create unstable isotopes in the target. These isotopes decay and cause secondary radiation of particles and gamma rays. Secondary radiation is more common for chip packaging and solder materials that contain heavier atoms. Unfortunately, lead-free solder materials are too fragile for use in space.



4.3



Radiation effects



The consequences of radiation effects are classified by their persistence. Errors with only a loss of state or information are called soft errors. When errors persist until a reset or reconfiguration, they are called firm errors. In the case of Hard errors, devices suffer permanent damage. [1]



4.3.1



Single Event Effect (SEE)



SEEs are caused by a single ionising particle that hits a material with enough energy to cause an effect on the device. This can either happen through a direct impact or due to being hit with secondary particles. Devices are characterised by their ability to withstand particles with different levMeV els of linear energy transfer (LET). LET is measured in units of cm 2 ·g and is usually



given for silicon, which makes up the majority of a semiconductor device. The consequence of an SEE heavily depends on the architecture of the device and the location where this event occurs. [1] The events are further categorized into the following:
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Single Event Upset (SEU)



SEUs are bit flips in registers, latches, RAM or flash cells. Enough energy is transferred for changing the stored logical value from 0 to 1 or vice versa. Single Event Upsets are usually considered soft errors when they can be corrected by flipping the bits back to their original state. Due to a relatively high flux of protons in an LEO environment, SEUs are considered the most common SEE in memory devices and registers. [1] To avoid the accumulation of SEUs in memory devices, memory contents should periodically be read, corrected and rewritten. [7] Figure 6 illustrates the process of radiation-induced upset in a CMOS inverter.



4.3.1.2



Multiple Bit Upset (MBU)



Events where multiple bits are flipped simultaneously, are called MBUs. RAM and flash memory devices are susceptible to MBU as well. The probability of an MBU is less than that of an SEU. [1]



4.3.1.3



Single Event Disturb (SED)



On an SED, a momentary corruption occurs in the value of a bit. SEDs have been observed in combinatorial logic and especially in the latches of electronic devices. [1]



4.3.1.4



Single Event Functional Interrupt (SEFI)



SEFI describes a temporary loss of normal operation due to an SEE in a sensitive part of the device. This usually occurs in complex circuitry such as microcontrollers. SEFIs are considered firm errors, as they require a reset to recover. [1] 22
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Single Event Transient (SET)



SETs are caused by charged particles adding or removing charge on a circuit element, which leads to an incorrect logic level. In combinatorial logic, the charge usually leaks away over several hundreds of picoseconds. However, when the change in logic level occurs synchronously with the edge of a clock signal, an incorrect value could be latched into a register. Low-voltage systems with great transistor densities and high clock rates are more susceptible to SETs. [1]



4.3.1.6



Single Hard Error (SHE)



SHE is a permanent change in the state of a memory element (a stuck bit). It can occur in memories and latches. [1]



4.3.1.7



Single Event Latch-up (SEL)



SEL is a hard error that occurs when a high energy particle triggers parasitic thyristors in CMOS devices. This causes a short-circuit, which is capable of damaging the device by a thermal effect. [1] The device will no longer operate until its power is turned off and then back on. [4] Due to the potentially fatal consequences, SELs are an important concern for electronics in space. [1] See Figure 6 for the process of a radiation-induced latch-up in a CMOS inverter.



4.3.1.8



Single Event Snap-back (SES)



Similarly to SEL, SES results in high current in N-channel MOSFET and Silicon on Insulator (SOI) devices. [1] 23
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Single Event Gate Rupture (SEGR)



SEGR has been observed when a MOSFET device is hit by heavy ions while its gate is biased to a high voltage. This leads to a thermal breakdown and gate rupture. Flash-based systems can be at risk during programming, when a relatively high voltage is applied to the storage elements. The probability of a SEGR occurring is low, but not much can be done to protect against it. [1]



4.3.1.10



Single Event Dielectric Rupture (SEDR)



SEDR is similar to SEGR and results in the rupture of a dielectric gate. This can occur in non-volatile NMOS devices. [1]



4.3.1.11



Single Event Burnout (SEB)



A SEB may occur when a heavy ion hits an N-channel MOSFET or a BJT transistor, forward biasing the thin base region under the source of the device. If the drain-source voltage exceeds a local breakdown voltage, high currents may cause the device to burn out due to high power dissipation. Similarly to SEGR, SEB is unlikely to occur, but difficult to shield against. It can only be taken into account when selecting components. [1]



4.3.2



Displacement damage



A non-ionising dose of particles leads to defects in crystal lattice due to the displacement of atoms in the structure. This can be critical in devices where electrical parameters and background noise has a direct impact on the performance, such as sensors and amplifiers. [1] 24
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Total Ionising Dose (TID) Effects



TID is a measure of the cumulative effects after a prolonged exposure to radiation, degrading the performance of electronic devices. The main sources are Solar Energetic Particle Events that tend to occur in association with solar flares and trapped particles in the South Atlantic Anomaly, where Earth’s magnetic field dips closest to Earth. TID causes threshold shifts, an increase in leak currents, a decrease in speed and functionality, which eventually lead to device failure. After being exposed to radiation, electronic devices have been seen to anneal or self-heal. Annealing can be partial or total. [1] The Total Radiation Dose consists of proton dose, electron dose and bremsstrahlung X-ray dose produced by the interaction of electrons with the shielding material. In LEO environment, protons in the inner radiation belt contribute the most to the dose. The total dose depends on the amount of shielding, orbital parameters and satellite life, whereas the increase in total dose can be considered linear to the time in orbit. [4]



4.4



Environment for ESTCube-1



Since ESTCube-1 is launched to a polar LEO at a solar maximum, care must be taken to reduce the risk of SEUs, SELs and TID effects. In an LEO environment, SEUs and SELs induced by protons and heavy ions are considered as the most significant threat. Effects caused by total accumulated dose are the second most significant threat, reducing the performance and eventually causing electronics to malfunction. In LEO, TID is mostly caused by protons and electrons. 25
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Methods for fault tolerance



Due to the nature of student satellites as low budget projects, Commercial OffThe-Shelf (COTS) components are often used. In order to prevent mission failure due to the failure of an off-the-shelf component that has not been qualified for use in space, measures have to be taken in order to make the system more fault tolerant. Only methods for increasing the radiation tolerance of processors and memory devices will be discussed here although some of these methods could also apply to other components.



5.1



Redundancy



One of the most obvious ways to achieve greater fault tolerance is to make it redundant so that when a component fails, there is another one to take its place. Depending on project requirements, hot or cold redundancy could be used. In case of hot redundancy, all alternatives of the component are active all the time and simply take over the tasks of other, failed components. In case of cold redundancy, only one alternative of the component is active at a time and when something happens, it is powered off and a healthy one is powered on as a replacement. Although efficient, cold redundancy is the most costly approach when it comes to spatial limits, mass restrictions or simplicity of design. Because of this, cold redundancy is often used on larger satellites and avoided on small student satellites. What is more, with cold redundancy, faults might still occur in the logic that switches signals between the components. Hot redundancy is not restricted spatially nor by mass, but it is often difficult to implement in software. 26
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The redundancy solutions for the command and data handling systems of a few cubesats are listed below.



5.1.1



SwissCube



Single ARM7 processor with no redundancy was used for SwissCube (The first Swiss satellite) [9], which was still active at the time of writing this.



5.1.2



Compass-1



According to Compass-1 phase B review [10], a single commercial off-the-shelf processor with no redundancy was used for their Command and Data Handling System.



5.1.3



BeeSat-1



In BeeSat-1 (Berlin Experimental Educational Satellite - 1) [11], the on-board data handling system was cold redundant. There were two ARM7 processors with separate memory devices for each. BeeSat-1 has been working successfully for more than 1 year.



5.2



Spot shielding



Components with lower critical accumulative dose thresholds are often shielded with high-density materials such as copper, tungsten or tantalum. [7] Due to the density and a large number of electrons, materials with high atomic mass are well suited for scattering X-rays and γ-rays. For an estimate of the required shielding density and thickness, the components need to be tested against TID. 27
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Although effective against dose damage, shielding with high-density materials considerably adds to mass budget and does not protect against heavy ions that cause SEUs and SELs in the target. Student satellites usually rely on the shielding of satellite frame and side panels. Components are usually not shielded separately.



5.3



Latch-up protection



Another approach is to add circuitry for relieving the effects of Single Event Latch-ups. If a transistor in a processor latches up and short-circuits too much current, latchup protection circuitry would switch processor power supply off. When the protection circuit is fast enough and its threshold current low enough, the processor could be saved from any long-term damage. With this approach, the amount of extra components to be added is minimal, thus the design is kept simple. However, unexpected power loss events take place when the processor normally consumes more current. Note that current consumption depends on temperature and increases with total received radiation dose. Moreover, latch-up protection circuit itself might be susceptible to latch-ups.



5.3.1



SwissCube



In SwissCube phase B document [9], latch-up protection circuitry was planned for the satellite Command and Data Management System. However, according to SwissCube phase D report [12], it was neglected from the final design. One latch-up circuit had been designed for the whole subsystem and current consumption threshold was too difficult to estimate. Because of this, all complex components should have their own latch-up circuits.
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5.4



Software Implemented Fault Tolerance (SWIFT)



Upsets in processor registers, SRAM and flash cells may cause temporary or permanent bit flips [1]. Software redundancy and runtime checks are used to lower the risk of firm errors caused by upsets. Critical software operations are performed multiple times. If possible, the timing of the redundant operations is varied and they are performed using different methods. From an array of results, the majority is then voted correct. Program count and stack pointer registers are validated on important function jumps and system is reset in case of a fault. Critical data is stored in memory with redundancy. Before use, integrity of the data is checked and errors are corrected, using redundant copies of the same data. Often, instead of total redundancy, integrity checksums with some amount of error correction data are used as a compromise between memory usage, speed and fault tolerance.



5.5



Solution for ESTCube-1



For ESTCube-1, a compromise between cold and hot redundancy was chosen. To lower the risk of single events that only occur in biased circuits, cold redundancy is used for the processors. There are two processors that share three hot redundant memory devices. Processor pins are switched together with bus switches and NOR logic. In order to protect the processors against latch-ups, a latch-up protection circuit is used for each processor. See Section 6 for prototype requirements, design and a more detailed description of the preferred method. In addition to hardware redundancy, software methods shall be used for increasing fault tolerance. See [13] for the fault tolerance of CDHS memory management 29
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system. See Section 14 in the appendix for an overview of risk mitigation with the preferred fault tolerance methods applied. From the results of upcoming radiation testing, it shall be decided if spot shielding is necessary or not. With the help of TID testing, more accurate current limit for the latch-up protection circuits shall be found.
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Prototype design



This section describes the requirements for the CDHS prototype and the guidelines that were followed. Schematics and PCB layouts of the described modules can be found on the accompanying CD. See Section 17 in the appendix for a file listing.



6.1



Requirements



CDHS prototype serves the purpose of testing circuits and components before an Engineering Model (EM) is designed. In order to ensure a minimal amount of changes when moving on to the engineering model, the following requirements were taken into account: • Microprocessors on the prototype and EM need to have the same pin-out. • Most if not all of the devices that would end up on EM, should be on the prototype. • All pins should be connected to a connector, allowing for extensions. • Connectors for other subsystems and their subcomponents (magnetometers, gyroscopes, etc.) should be brought out. • Prototype must be easily expandable with additional modules. Some of the most important general requirements from other subsystems: • Enough memory for storing images from Camera System (CAM). See CDHS phase-B report [14, Section 2.3]. • Safe storage for firmware images of Electrical Power System (EPS), Communications system (COM), CAM and CDHS. 31
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• Host system for Attitude Determination and Control System (ADCS) and Payload (PL). • Enough computation power for ADCS. • Central satellite time (a real-time clock). Some of the most relevant peripheral requirements from other subsystems: • Separate UART communication buses to EPS, COM and CAM. • I2 C bus for magnetometers and digital gyroscopes. • SPI bus for Analogue to Digital Converters (ADCs) of Attitude Determination and Control System (ADCS). • 4x 10-bit analogue inputs for measuring ± currents and voltages in the tether. • 4x 10-bit analogue inputs for measuring electron gun currents. • Digital output pins for switching electron guns on or off. • Digital output pins for switching on / off positive and negative tether supplies. • PWM output for tether reel motor control. For a more detailed overview of interfaces between CDHS and other subsystems, see ESTCube-1 CDHS Phase-B document [14]. From the perspective of radiation tolerance, the following requirements were followed: • Redundant microprocessors in case one of them happened to fail. • Redundant memory devices. 32
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• Redundant I2 C, SPI and UART buses. • Redundant analogue inputs and ADCs. • Redundant digital outputs for critical operations (switching of electron guns, tether supplies, etc.). • Latch-up protection circuitry. See Section 14 for a comparison of risks before and after these requirements have been fulfilled.



6.2



Guidelines



In addition to requirements, general guidelines [15] were followed for protecting against electrostatic discharge (ESD) and noise in general. For protection against ESD, the following guidelines were followed: • Protect inputs and outputs with ESD diodes. • Keep the packages of capacitors and resistors as large as possible, while still fitting everything on board. High frequency noise from loose connections needs to be filtered on noise-critical signals such as analogue inputs and reset signals. In addition to loose connections, signal changes in neighbouring wires induce noise as parasitic currents. To alleviate this, the following guidelines were followed: • Minimize parasitic capacitance and inductance between signal wires, especially between high-frequency and noise-critical signals.
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• Isolate groups of high frequency and low frequency wires with ground planes. • Minimize wire resistance to keep down the voltage caused by parasitic currents.



6.3



Design considerations



6.3.1



Modularity of the design



CDHS prototype was organized in multiple modules. This makes it easy to expand and easy to change parts that might become damaged during testing. The prototype was originally split into 3 modules: • Processor module with two processors, two Real-Time Clocks (RTCs), 6 bus switches and NOR logic. This module was meant for the testing of bus switched processors. See Figure 15 for a picture of the module. See [16] for the schematics and [17] for the PCB layout of this module. • Main module with voltage regulators, bus level shifters and connectors for different subsystems. See [18] for the schematics of the main module and [19] for the PCB layout. • Memory module with up to 3 serial flash memory devices. See Figure 16 for a picture of the module. See [20] for the schematics of the 3 × 8 Mbit memory module and [21] for the schematics of the 3 × 16 Mbit memory module. See [22] for the PCB layout of the 3 × 8 Mbit memory module.



6.3.2



Radiation tolerance of the processor



Due to the need for a large number of peripherals, STM32F103xE processor was chosen. It features an ARM Cortex-M3 core, which is efficient in terms of computation power versus power consumption. See Section 13 in the appendix for a 34
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short overview of the selection and features of STM32F103xE. Cortex-M3 processors are Commercial Off-The-Shelf (COTS) components that have not been used on any previous satellites yet. So far, no radiation tests have been performed on these processors. There are Radiation hardened (Rad-hard) processors available for satellites, but their power, mass budgets and cost are too great for student satellites. As proton and heavy ion induced SEUs and SELs are considered of most significant threat to a LEO satellite, it was decided to use cold redundant processors. SELs only occur in biased circuits, which is the reason why cold redundancy is used. In case a SEL occurs and causes a burnout in a critical section of one processor, it can be switched off and the other processor turned on. See Section 4.3.1 for more details on SEEs. Since both processors are switched to the same buses and memory devices, it is possible for the backup processor to resume the work of the first processor. See Figure 8.



6.3.2.1



Bus redundancy



Like all peripheral controllers, bus controllers could suffer damage and cease to function. To avoid these risks becoming fatal, redundant buses are used. There is one UART channel for each communicating subsystem: EPS, COM and CAM. In addition, EPS and COM are also connected with a separate UART channel. This allows communication packets for EPS to be sent to COM and vice versa. The loss of CAM subsystem is not considered critical and there is only one UART channel for communication with CAM. See Figure 9 for redundancy on UART buses. For magnetometers and gyroscopes, two I2 C buses are used. ADCS has two redundant 3-axis magnetometers and two redundant 3-axis gyroscopes. Both are
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Figure 8: Cold redundant processors with pins switched together. Both processors host the tasks of CDHS, ADCS and PL. Judging by a heartbeat signal and the activity of CDHS on communication bus, EPS switches the boot image and active processor. connected to different I2 C buses to avoid the fatality of a bus failure. See Figure 10 for redundancy on I2 C buses. ADCS has two ADC devices that use two different SPI buses. Sun sensors need 24 analogue inputs, for which two 12 channel ADCs are used. Four ADC devices would be considered as too many and ADCs are not redundant. Analogue inputs from the sun sensors are connected in such a way that data loss would be minimal when one of the ADCs or SPI buses happened to malfunction. Sun sensor data could be derived from magnetometer and gyroscope data, which makes it inherently redundant. The chosen processor supports up to 3 SPI buses in our configuration. There are 3 serial memory devices that use SPI. The third SPI would be used for two of the 36
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serial memories and one memory device would be on a separate bus. Thanks to this, not all memory is lost when one of the buses became damaged. See Figure 11 for redundancy on SPI buses.



Figure 10: Redundancy on I2 C buses. Different colours mark different buses. Figure 9: Redundancy on UART buses.



Backup peripherals and buses are



Different colours mark different buses.



dashed.
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Figure 11: Redundancy on SPI buses. Different colours mark different buses. Backup peripherals and buses are dashed.
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Redundancy of the analogue to digital converters



Inside the processor, there are three ADCs multiplexed to 16 inputs in 100-pin packages and 21 inputs in 144-pin packages. Most analogue signals from PL can be connected to both ADCs, making it more redundant.



6.3.2.3



Redundancy of digital outputs



Pins and switches for controlling mission-critical parts must be redundant. Redundant pins have been reserved for tether reel unlock switch, tether supply switches and electron gun switches.



6.3.3



Memory redundancy



For basic functionality testing of CDHS prototype, a memory module with two 8 Mbit serial NOR flash memory devices (M25P80) was used. See Figure ?? for the schematics of the 3 × 8 Mbit memory module. For upcoming testing, three 128 Mbit serial NOR flash memory devices (S25FL128P) are used for data storage. This would total to 48 MiB, which should be enough for firmware images, housekeeping data, coefficient tables, configuration tables and CAM images. Although the density of serial flash memory devices is less than that of parallel flash memories, serial memory devices have lower requirements on pin count. Speed of read and write operations is not considered critical for CDHS. Flash memory supports high densities but is known to be quite prone to radiation induced upsets. The low accumulative dose tolerance of flash memories is associated with the degradation of the internal charge pump circuitry. NOR architecture is considered not as susceptible to radiation as NAND. [23]
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Although there are Rad-hard flash memories up to several GiB, it was found cheaper to use hot redundant COTS memories instead. See Figure 12 for memory redundancy. See [13] for the fault tolerance of CDHS memory management system.



Figure 12: Redundancy of memory devices and an idea for memory distribution. Different colours mark different types of data. Dashed lines indicate backup storage.



6.3.4



Use of bus switches



On the prototype, most General Purpose Input Output (GPIO) pins were switched and brought out onto external connectors for possible extensions and ease of debugging. For EM, the number of switched pins would be reduced. Due to a large number of pins to be switched, 6 bus switches with 24 channels (SN74CB3Q16211) were chosen. SN74CB3Q1621 supports the switching 40
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of both bi-directional digital and analogue signals with frequencies that exceed our requirements. The rest of the pins were switched together with NOR logic and thus restricted to being digital outputs. The switching of processors is controlled by EPS, which also monitors the heartbeat of CDHS and its total current consumption. See Figure 8. A pin might be lost in case a hard-error occurred in one of the bus switches. This risk is considered less likely than a hard-error in one of the processors, because the transistor density of a bus switch should be less than that of a processor.



6.3.5



Latch-up protection



In order to protect the processors against burnouts due to SELs, a latch-up protection circuit has been added for each processor. This circuit would measure the consumed current of the processor and reset the supply when it exceeds a certain value. By turning the power supply off and on again, latch-ups can be cleared before anything heats up and burns out. For a latch-up protection circuit to work, it must be possible to estimate the maximum normal current consumption so that there would be no false-alarms. With TID, the power consumption of electronics keeps increasing even without any latch-ups. Temperature is also known to cause fluctuations in current consumption. The less components are connected to a single protection circuit, the easier it is to estimate the current threshold for power cycling. Both processors have separate latch-up protection circuits. For memory devices, the probability of SEU is considerably higher than that of SEL and with triple redundant memories, latch-up protection circuits were considered unnecessary. Latch-up protection needs to work fast enough to avoid burnouts. Due to this, large capacitances were avoided in the schematics. For latch-up protection, the same MAX4273 controllers were chosen that had been planned on Swisscube. See Section 5.3.1. 41
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Against latch-ups, the processors and bus switches are tested according to EIA / JESD78A II level A [24] (latch-up performance exceeds 100 mA), according to their datasheets. Power should be cycled before current consumption increases by 100 mA. Until TID and temperature testing have been performed, the following values are used as an estimate:



6.3.6



Protection against electrostatic discharge



Both the processors and bus switches contain ESD diodes and are tested against ESD according to JESD22-A114 Class II standard [25], up to 2 kV. On the prototype, all GPIO pins were brought out to connectors. However, on EM, all unconnected pins must be connected to ground in order to avoid an accumulation of charge on floating pins. All capacitors and resistors were of package 0603 or larger. This keeps the gap wide for high voltage sparks and hinders the propagation of high voltage impulses.



6.3.7



Suppression of noise propagation



Ferrite beads were added to noise-critical analogue inputs and reset signals to reduce higher frequencies. In order to minimize parasitic capacitance and inductance, high frequency wires were spatially separated from noise-critical signals. Where possible, strips of ground plane were used to separate groups of signals with different frequencies and types (analogue inputs and reset signals from SPI clock and data, for example). Analogue signals were also surrounded with ground pins on connectors and cabling. Strips of ground plane need to have as low resistance to ground as possible. To ensure low resistance, large through-hole vias were used to connect ground planes. Ground planes were as densely populated with vias as possible. 42
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Large through-hole vias were also used for signals to keep wire resistance down, reduce temperature noise and voltage caused by parasitic currents. For easier routing and more ground plane surface, 4-layer Printed Circuit Boards (PCBs) were used. On EM, there shall be more than 4 layers and separate ground planes for analogue and digital signals.
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Plans for radiation testing



In order to approve the radiation tolerance of the system, the following parameters need to be measured (all of which can be performed in-flux): • Current consumed by the whole system



• Calculation errors • Firmware CRC sum



• Number of resets (both spontaneous and induced by watchdog timer)



• Upsets in memory • Effects on enabled or disabled processors • Bus switch logic failures



• Register contents



See Section 15 in the appendix for listings of the testing procedures.



7.1



Assumed mission parameters



Due to the requirements of the electric solar sail experiment, polar LEO is preferred for ESTCube-1 mission. The exact altitude of the orbit is not known yet and there is only a rough estimate of about 500..900 km. For the estimates of ionising particle flux and cumulative dose, 800 km was chosen. For ESTCube-1, 1 year has been estimated as the absolute maximum for fulfilling the mission. Even though the mission should already be completed within the first month, it is good to over-estimate the endurance of electronics. The satellite has been shielded with 1 mm thick aluminium, with the exception of a few holes. In this document, these holes are not taken into account and 1 mm thick aluminium shielding is assumed. The problem can be alleviated by either shielding the holes further inside the satellite or by covering the relevant electronics with aluminium plates. 44
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Tests



Radiation tolerance can be divided into two categories, sensitivity to total accumulated dose and susceptibility to dose-rate induced SEE. For each category, the testing methods differ.



7.2.1



Total ionising dose



The endurance of electronics can be described in terms of total ionising dose it withstands before a significant failure occurs (see Section 4.3.3). Contribution to TID depends on the type of radiation and the energy of the particles. See Figure 13 for the contribution of different particles to ionising dose.



Figure 13: Flux to dose conversions. Source [6], figure 5.18. According to Figure 14, the total ionising dose for silicon after 1 year of operation would be about 2.5 Gy ×



365 30



≈ 30.42 Gy = 3.042 kRad
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where 1 Gy = 100 Rad. Mission parameters from Section 7.1 are hereby assumed. Testing with up to 50 Gy (5 kRad) should provide a good enough ≈ 64% margin for the mission.



Figure 14: Total radiation dose for silicon inside the satellite for 30 day mission and using 1 mm thick aluminium side panels. Source [26] Every once in a while, testing shall be paused, stored measurements downloaded from the memory devices and then resumed again. This is needed due to the following reasons: • It helps to synchronize the stored data with accumulated dose.



• Processor might partially overwrite the memory due to SEEs in its registers or SRAM.



• Serious faults may occur in the memory devices.



• The amount of memory is limited.



Following are the methods for testing the endurance of electronics against TID: 46
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Suitable γ-sources



90 Accelerated TID testing can be performed using a source of 60 Sr or 137 27 Co, 55 Cs.



[5] Although these mainly cause γ-radiation, which does not contribute significantly to the total dose induced in LEO satellites, the cumulative effects are similar. [1] For these radiation sources, the dose rate is usually known, for air, tissue or water at least. From the dose rate, an estimate of accumulated dose during a specific period of time can be calculated.



7.2.1.2



Suitable X-ray sources



X-rays produced by Linear Accelerators (LINAC), Cyclotrons and X-ray tubes are often used for TID testing.



7.2.2



Dose-rate effects



For electronics, TID determines the maximum mission length, however, due to heavy-ion and proton induced SEEs, components may fail before their maximum accumulated dose is reached. Dose-rate effects occur in less than a second, after which the radiation effect rapidly dissipates. The transient response of a semiconductor device to pulsed radiation can cause temporary or permanent SEEs. See Section 4.3 for various types of SEE. Dose-rate testing is usually performed with a pulsed linear accelerator or a flash x-ray machine. [5] The susceptibility of semiconductors to SEE can also been tested with pulsed lasers. [27]
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Particle accelerators



The device is exposed to a short burst of heavy ions or protons. Current consumption of the device is monitored and when it shows a rapid increase, then power is cycled. From a rapid increase in current it can be determined that an SEE has occurred, but it is difficult to locate the SEE. A thermal scan may or may not reveal the sensitive spots. Particle accelerators and cyclotrons need specialized diagnostic equipment in the beam-line to monitor the radiation environment. [5] Testing procedures with heavy ion and proton accelerators are time consuming, costly and other methods are usually preferred.



7.2.2.2



Flash X-ray source



By exposing the device to X-ray radiation in short flashes, ionising effect similar to that of protons is achieved. By monitoring changes in current consumption, SEE can be determined. The area of exposure to X-rays can be changed and thus the location of sensitive spots is easier to determine than for particle accelerators.



7.2.2.3



Laser-induced latch-up screening



A pico- or femtosecond laser at optical wavelength can be used to deposit charge a few micrometers deep in silicon. [27] Due to metallization of semiconductor layers, some areas of potential SEEs might remain unspotted. Though, according to [27], so far all the results have coincided with that of heavy ion testing. Two-Photon Absorption (TPA) can be used for inducing SEEs at variable depths in silicon. Here the laser wavelength is chosen to be less than the band gap of the 48
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semiconductor material so that no carriers are generated at low intensities. Charge is only deposited into the high-intensity focal region. [28] TPA allows SEEs to be induced through the backside of the wafer, resolving the issue of metallization. Both methods have the disadvantage that the chip package needs to be delidded before testing.



7.3 7.3.1



Testing facilities ECF



ESTEC 60 Co Facility in Netherlands is specialized for TID testing of electronics with γ-radiation. In ECF, both high and low dose rates of 10..1 rad(Si)/s and 0.01..0.1 rad(Si)/s are supported. The low dose rate window would be good for accelerated testing of ageing in LEO. Testing is done at room temperature.



7.3.2



RADEF



Radiation Effects Facility in University of Jyväskylä, Finland would be the closest facility specialized for semiconductor testing with protons and heavy ions. The heavy ion line consists of a vacuum chamber with component movement apparatus inside and ion diagnostic equipment for real-time analysis of beam quality and intensity. The energy range of proton beams is from a few MeV up to ∼ 60 MeV.
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Medical facilities



In theory, medical X-ray machines and tumour treatment facilities could be used for radiation testing. Some tumour treatment machines feature cyclotrons for proton acceleration. The suitability of these devices for radiation testing of electronics still need to be determined.



7.4 7.4.1



Measured parameters Consumed current



The current consumed by the whole system needs to be measured. Current consumption increases due to an increase in TID and due to radiation induced latchups. In order to protect the system from possible burnouts caused by SELs, power should be cycled when current exceeds the maximum nominal current. For this, there is a latch-up protection circuit for each processor on the CDHS prototype board. Current can be measured with the help of a current shunt monitor and an ADC channel on the prototype processor. The need to measure current was not foreseen at the time of designing the power module of the prototype and needs to be installed as a separate module.



7.4.2



Number of resets



In order to acquire an estimate of the probability firm and hard errors, the number of resets shall be measured. On every boot-up, a timestamp is logged into the memory. 50
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Although simple to measure, it is difficult to deduce the cause for the resets.



7.4.3



Register contents



Storing register contents into the memory could shed some light on the cause of resets. Upsets and transistor burnouts in the registers could be spotted. Assuming that the contents of about 30 registers are stored every second, all registers are 4 Bytes long and that for register contents, a section of 72 KB is reserved. [13] 72 · 1024 B ≈ 10 min 30 × 4 Bs With data being stored every second, the length of one exposure can take up to about 10 min. For longer exposure times, measured parameters must be stored less frequently.



7.4.4



Errors in computation



For an estimate of soft errors in respect to a radiation dose, the results of deterministic trigonometric calculations shall be stored in memory. In case one of them happened to deviate from the correct answer, we would know that a soft error has occurred. Since the processors used on the CDHS prototype board only support software floating point arithmetics, there should be no need for separate integer point arithmetics tests as both use the same Arithmetic Logic Unit (ALU).



7.4.5



Firmware CRC sum



SEUs can occur in memory as well and the firmware images in CDHS prototype processors need to be checked. The used processors have hardware support for calculating CRC-32 (Ethernet) from their internal flash. 51
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By periodically storing a CRC sum of the firmware image, soft error rate in the internal flash of the microcontrollers can be determined.



7.4.6



Upsets in memory



The rate of soft errors in the external memory can be estimated by comparing the contents of two external memory devices. The same data is logged to all connected memory devices in sequence. Within the time frame of writing to memory, SEUs in processor registers could propagate to only some of the external memory devices. Thus, the rate of soft errors measured with this method may only serve as an estimate. The memory modules of CDHS prototype support up to 3 serial flash devices, which makes it possible to also measure the rate of hard errors in the memory devices without suffering a critical amount of data.



7.4.7



Effects on enabled or disabled processors



CDHS prototype board features two similar processors with only one active at a time. It can be determined if, for ESTCube-1 mission the active processor would suffer significantly more radiation damage than the processor with no power. In terms of TID damage, there should be no difference. However, latch-up, burnout and gate rupture effects can only occur on devices that are powered. If there is no significant difference, then the secondary processor and bus switches can be neglected for the engineering model.



7.4.8



Bus switch logic failures



Even though there are cold redundant processors on the prototype board, this redundancy would be useless when the lifetime of bus switches were shorter than 52
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that of the processors. Although this should not be the case due to the difference of circuit complexity and transistor dimensions, it needs to be tested. The need for self-checking bus switches was not foreseen during the design of the prototype board and additional modules have to be designed.



7.5



Data storage



Parameters that are measured in-flux are logged into external memory devices with redundancy. After each exposure, the memory module is attached to a development kit, preprogrammed to dump the memory and then erase it on the module. The memory dumps are saved to 2 × 1 MiB files and analysed on PC with the help of custom software.
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Applications



CDHS prototype has been successfully used for testing digital 3-axis magnetometer HMC5843 from Honeywell. The same model is planned to be used on ESTCube-1 ADCS for attitude determination. [29] The prototype has also been used for the development of software that shall be used for the radiation testing of prototype components. [13]



9



Conclusion



The radiation tolerant prototype of ESTCube-1 Command and Data Handling System (CDHS) was designed and assembled. Although it was not possible to perform radiation tests yet, testing plan has been composed in order to verify the radiation tolerance of the prototype as soon as possible. An overview of the effects of Low Earth Orbit (LEO) radiation environment on semiconductors were given. Based on the most relevant effects, methods for mitigation were outlined and a compromise was chosen in order to alleviate the most probable risks. As a result of the upcoming radiation testing of the prototype, the radiation tolerance of ARM Cortex-M3 processor core shall be measured for the first time, helping to determine the suitability of ARM Cortex-M3 processors for use in low Earth orbits.
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ESTCube-1 satelliidi kiirguskindel käsu- ja andmehaldussüsteemi riistvara Indrek Sünter
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Kokkuvõte



Käesoleva töö käigus sai välja arendatud tudengisatelliidi ESTCube-1 käsu- ja andmehaldussüsteemi kiirguskindel prototüüp ning koostatud testimisplaan, et loodud prototüübi kiirguskindlust lähitulevikus kontrollida. Prototüübi kiirguskindluse saavutamiseks koostasime ülevaate nii kiirguse mõjust pooljuhtidele Maa-lähedastel orbiitidel kui ka mõningatest enimkasutatavatest meetoditest mikroelektroonika kiirguskindluse tõstmiseks. Loetletud meetodite põhjal sai leitud kompromiss, mis leevendab kõige tõenäolisemaid riske käsu- ja andmehaldussüsteemis. Sooritades lähitulevikus kiirguskindluse testid käsu- ja andmehaldussüsteemi prototüübil, saab ühtlasi esmakordselt määratud ka ARM Cortex-M3 protsessorituuma sobilikkus kasutamiseks Maa-lähedastel orbiitidel.



55



11



11



ACKNOWLEDGEMENTS



Acknowledgements



I would like to thank everyone who has been working on the ESTCube-1 project as well as our advisers and reviewers. From our advisers, I would like to point out Viljo Allik and Aivo Reinart, from whom I have learned a lot. Tõnis Eenmäe, Viljo Allik and Kaupo Voormansik have been of great help in reviewing this work. Aivo Reinart provided various development kits for preliminary prototyping and testing. Thanks to the hard work of Silver Lätt, we acquired the necessary software licenses for board design. Viljo Allik also provided us with equipment for assembly and testing.



56



REFERENCES



REFERENCES



References [1] J. G. van der Horst, “Radiation tolerant implementation of a soft-core processor for space applications,” Master’s thesis, STELLENBOSCH UNIVERSITY (2007). [2] J. Viru and R. Soosaar, “Results of radiation environment simulations for ESTCube-1,” Private communication. [3] D. Bilitza and N. Papitashvili, “AE-8/AP-8 Radiation Belt Models at SPDF,” NASA/Goddard Space Flight Center, http://modelweb. gsfc.nasa.gov/models/trap.html. [4] J. R. Wertz and W. J. Larson, eds., Space mission analysis and design (Kluwer Academic Publishers, 1999), 2nd ed. [5] M. K. Gauthier and A. R. Dantas, “Radiation-Effects Testing For Space and Military Applications,” Test & Measurement World (1988). [6] A. C. Tribble, The Space Environment (Princeton University Press, 2003). [7] P. Fortescue, J. Stark, and G. Swinerd, eds., Spacecraft Systems Engineering (Wiley, 2007), third edition ed. [8] Courtesy of Paranormal Encyclopedia, http://www.paranormal-encyclopedia.com/s/ south-atlantic-anomaly/images/Van-Allen-Belt.gif. [9] T. Pierre-André, “Swisscube CDMS Phase B report,” Tech. rep., EPFL Space Center (2007). [10] A. Scholz, “Compass-1 Phase B report,” Tech. rep., FH Aachen (2004). [11] H. K. Frank Baumann, Klaus Briess, “BEESAT - A Fault-tolerant Picosatellite Approach,” IAA Symposium on Small Satellites for Earth Observation, Berlin, Germany (2009). 57



REFERENCES



REFERENCES



[12] M. Noca, F. Jordan, N. Steiner, T. Choueiri, F. George, G. Roethlisberger, N. Scheidegger, H. Peter-Contesse, M. Borgeaud, R. Krpoun, and H. Shea, “Lessons Learned from the First Swiss Pico-Satellite: SwissCube,” in “Small satellite conference,” (2009), p. 12. [13] K. Einaste, “Fault tolerant memory management for ESTCube-1 Command and Data Handling System,” Bachelor thesis. [14] I. Sünter, “ESTCube-1 Command and Data Handling System Phase B report,” Tech. rep., University of Tartu (2010). [15] K. E. Gustaffson, “EMC Design,” (Nokia, 2001). [16] I. Sünter,



“Schematics of CDHS prototype processor module,”



appendix-b.pdf (2011). [17] I. Sünter,



“PCB layout of CDHS prototype processor module,”



appendix-b2.pdf (2011). [18] I. Sünter, “Schematics of CDHS prototype main module,” appendix-a. pdf (2011). [19] I. Sünter, “PCB layout of CDHS prototype main module,” appendix-a2. pdf (2011). [20] I. Sünter, “Schematics of CDHS prototype 3x8 Mbit memory module,” appendix-c.pdf (2011). [21] I. Sünter, “Schematics of CDHS prototype 3x16 Mbit memory module,” appendix-c3.pdf (2011). [22] I. Sünter, “PCB layout of CDHS prototype 3x8 Mbit memory module,” appendix-c2.pdf (2011). [23] C. Claeys, H. Ohyama, E. Simoen, M. Nakabayashi, and K. Kobayashi, “Radiation damage in flash memory cells,” Nuclear Instruments and Methods in Physics Research B 186, 392–400 (2002). 58



REFERENCES



REFERENCES



[24] “IC Latch-up test,” JEDEC standard, http://www.jedec.org/ sites/default/files/docs/JESD78C_0.pdf (Sep 2010). [25] “Electrostatic Discharge (ESD) sensitivity testing Human Body Model (HBM),”



JEDEC



standard,



http://www.jedec.org/sites/



default/files/docs/JS-001-2010_0.pdf (Dec 2008). [26] R. Soosaar and J. Viru, “Phase B report of ESTCube-1 Environment Subsystem,” Tech. rep., University of Tartu (2010). [27] D. McMorrow, S. Buchner, M. Baze, B. Bartholet, R. Katz, M. O’Bryan, C. Poivey, K. A. Label, R. Ladbury, M. Maher, , and F. Sexton, “LaserInduced Latchup Screening and Mitigation in CMOS Devices,” Radiation and Its Effects on Components and Systems pp. C22–1 – C22–7 (2005). [28] D. McMorrow, S. Buchner, W. T. Lotshaw, J. S. Melinger, M. Maher, and M. W. Savage, “Demonstration of Single-Event Effects Induced by ThroughWafer Two-Photon Absorption,” IEEE TRANSACTIONS ON NUCLEAR SCIENCE 51 (2004). [29] E. Kulu and I. Sünter, “Magnetometer testing,” Magnetometer.pdf. Computer-guided measurements, project results. [30] NIST, “Tables of X-Ray Mass Attenuation Coefficients and Mass EnergyAbsorption Coefficients from 1 keV to 20 MeV for Elements Z = 1 to 92 and 48 Additional Substances of Dosimetric Interest,” http://www.nist.gov/pml/data/xraycoef/index.cfm. [31] F. H. Attix, Introduction to Radiological Physics and Radiation Dosimetry (Wiley-VCH, 1986). [32] P. Laes, I. Sünter, and J. Piepenbrock, “ESTCube-1 (260 CDHS) Mission Design Review,” Tech. rep., University of Tartu (2009). [33] “Space project management Risk management,” ECSS, 59



REFERENCES



REFERENCES



http://www.inpe.br/twiki/pub/Main/ GerenciamentoProjetosEspaciais/ ECSS-M-ST-80C(31July2008).pdf (July 2008).



60



12



12



APPENDIX 1 - DOSE CONVERSION



Appendix 1 - Dose conversion



If the radiation dose is known, but not for silicon, it can be converted to an equivalent dose in silicon with the following equation:  µen ρ 2  D2 = D1  µen ρ 1 



   µen µen , where D1 and D2 are equivalent doses in the two materials and ρ 1 ρ 2 are mass attenuation coefficients of the two materials for a certain photon energy. 



For mass attenuation coefficients, tables 3 and 4 from [30] can be used. The tables cover energies of photons (from X-rays, γ-rays to bremsstrahlung) from 1 keV to 20 MeV. For tissue, [30, Table 4] for ICRU 44 equivalent of soft tissue attenuation coefficients could be used. For silicon, [30, Table 3] can be used. The previous equation assumes that the condition of secondary charged particle equilibrium is satisfied, which means that the following conditions are met [31]: • The atomic composition of the medium is homogeneous. • The density of the medium is homogeneous. • The radioactive source is uniformly distributed. • There are no electric or electromagnetic fields present to perturb the chargedparticle paths, except the fields associated with the randomly oriented individual atoms. Electronics should be turned off during exposure. The target should be surrounded by equilibrium material which would minimize dose enhancement due to lowenergy scattered radiation.
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APPENDIX 2 - PROCESSOR SELECTION



Appendix 2 - Processor selection



The following is a follow-up for the processor selection process described in CDHS phase-A and phase-B documents. [32], [14] In CDHS phase-B document [14], AT91SAM3U had been preferred because of its low current consumption, supported interfaces and GPIO pin count. Due to its availability problems, STM32F105x and STM32F103x series were found as good alternatives. Later, as Camera subsystem (CAM) selected STM32F103x for its support for Flexible Static Memory Controller (FSMC), CDHS chose the same processor, allowing for larger quantities to be ordered. STM32F105x and STM32F103x have compatible pin-out and more-or-less the same peripherals with the only difference that STM32F103x comes in higher memory densities.



13.0.1



AT91SAM3U



Pros: • 4 USART interfaces (3 for



• Up to 256 KB of Flash. • 2 memory banks and support for booting from both.



UARTs, 1 for SPI). • 2 I2 C interfaces.



• ROM preloaded with bootloader and drivers.



• 1 High Speed Multimedia Card Interface (HSMCI) for MMC/SD cards.



• 16 ADC channels. • 10 bit and 12 bit internal ADCs.



• 1 interface for external SRAM, NOR, NAND memories.



• 1 SPI interface.



• Up to 96 GPIOs.



• 1 UART interface. Cons: 62
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APPENDIX 2 - PROCESSOR SELECTION



• Mass-production was announced late.



13.0.2



• Up to 48 KB of internal SRAM only.



STM32F105x



Pros: • Up to 256 KB of Flash.



• 2x 12 bit internal ADCs.



• Up to 64 KB of SRAM.



• 3 SPI interface.



• ROM preloaded with bootloader.



• 5 USART interfaces.



• Preloaded



• 2 I2 C interfaces.



bootloader



allows



booting from both unmapped US• Up to 80 GPIOs.



ART1 and remapped USART2. • 16 ADC channels.



• In mass-production.



Cons: • No support for Flexible Static Memory Controller (FSMCI).



• Drivers are not preloaded into ROM. • Firmware library is not very



• No HSMCI for MMC/SD cards.



13.0.3



programmer-friendly.



STM32F103x



Pros: • Up to 512 KB of Flash.



booting from both.



• The device with 512 KB features 2 memory banks and supports 63



• Up to 64 KB of SRAM.
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APPENDIX 3 - RISK MATRIX



• ROM preloaded with bootloader.



• 2 I2 C interfaces.



• Up to 21 ADC channels.



• Up to 112 GPIOs.



• 3x 12 bit internal ADCs.



• Support for Flexible Static Memory Controller (FSMCI).



• 3 SPI interface.



• In mass-production.



• 5 USART interfaces. Cons: • Drivers are not preloaded into



programmer-friendly.



ROM. • Preloaded bootloader only al• No HSMCI for MMC/SD cards.



lows booting from unmapped



• Firmware library is not very
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USART1.



Appendix 3 - Risk matrix



Based on the European Cooperation for Space Standardization (ECSS) risk management standard [33], the risks of ESTCube-1 Command and Data Handling System (CDHS) were assessed. See Table 1 for the risks before and Table 2 for the risks after the methods of Section 5.5 have been applied for radiation tolerance. Thanks to the cold redundancy of the processors, the severities of SEB, SEGR and SEDR in one of the processors drop considerably. In case SEB, SEGR or SEDR happened in one of the processors, the processors would be switched and work could continue. By adding latch-up protection circuits to both processors, the risk of SEL in the processors is reduced. On the other hand, since the processors are now switched together, the risk of SEL in the bus switches is introduced. However, as the complexity and transistor 64
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Severity



5



4



3



APPENDIX 3 - RISK MATRIX



Table 1: Risk matrix before radiation tolerance is applied. SEL in SEB, processor



SEGR SHE



SEL



in memory



in memory



MBU in



SEU, SED



a register



in register



2 1



MBU



SEU, SED



in memory



in memory



A



B



C



D



E



Likelihood



Severity



Table 2: Risk matrix after the chosen radiation tolerance scheme has been applied. SEL in 5 bus switch 4 3



2



SEB, SEGR MBU in



SEL in



a register



processor



SHE



SEL



SEU, SED



in memory



in memory



in register



A



B



1 C



D



E



Likelihood density of bus switches is lower than that of the processors, it is less likely that SEL would occur in the bus switches. With the help of hot redundancy on the memory devices, the severities of SHE and SEL in the memory devices are reduced remarkably. The risks of MBU, SEU 65
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APPENDIX 4 - TESTING PROCEDURE



and SED are no longer a problem when data redundancy and consistency checks are used.



15 15.1



Appendix 4 - Testing procedure Procedure for TID testing



1. Before exposure, the memory devices are cleared and the prototype is switched on for a few seconds. Memory is dumped and cleared. 2. Prototype is switched on and put under exposure. 3. Prototype is switched off and memory is dumped. 4. Accumulated dose is marked down after each exposure. 5. After a memory dump, memory is cleared, attached to the prototype and the processor is switched. A few seconds of the work of the previously inactive processor is logged. Prototype is switched off, memory module detached and memory dumped, cleared again. 6. The process is repeated from point 2 until the prototype is too damaged to continue or total dose of 5 kRad has been achieved. The prototype passes the TID test if a total dose of 5 kRad has been achieved without a significant drop in its performance.



15.2



Procedure for dose rate testing



1. Before exposure, the memory devices are cleared and the prototype is switched on for a few seconds. Memory is dumped and cleared. 2. Prototype is switched on and put under exposure. 66



15.2



Procedure for dose rate testing 15 APPENDIX 4 - TESTING PROCEDURE



3. Prototype is switched off and memory is dumped shortly after the pulse. 4. After a memory dump, memory is cleared, attached to the prototype and the processor is switched. A few seconds of the work of the previously inactive processor is logged. Prototype is switched off, memory module detached and memory dumped, cleared again. 5. The process is repeated from point 2 until the prototype is too damaged to continue. The dose rate test is passed when the system is seen to recover from most of the upsets and latch-ups without any permanent damage.
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APPENDIX 5 - PICTURES



Appendix 5 - Pictures



Figure 15: A picture of the modified processor module with a few fixes and memory module attached.
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APPENDIX 5 - PICTURES



Figure 16: A picture of the memory module with 2 × 8 Mbit memory devices.
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APPENDIX 6 - CD CONTENT



Appendix 6 - CD content



Table 3: Contents of the accompanying CD. appendix-a.pdf Schematics of the prototype main module appendix-a2.pdf



PCB layout of the prototype main module



appendix-b.pdf



Schematics of the prototype processor module



appendix-b2.pdf



PCB layout of the prototype processor module



appendix-c.pdf



Schematics of the 3x8 Mbit memory module



appendix-c2.pdf



PCB layout of the 3x8 Mbit memory module



appendix-c3.pdf



Schematics of the 3x16 Mbit memory module



appendix-d.pdf



Connectivity layouts of the main and processor modules



B2011_Synter.pdf



A copy of the thesis



EC1 CDHS phase-A.pdf



ESTCube-1 CDHS phase A report



EC1 CDHS phase-B.pdf



ESTCube-1 CDHS phase B report



Magnetometer.pdf



Magnetometer testing
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