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IN THE SUPREME COURT OF INDIA CIVIL ORIGINAL JURISDICTION WRIT PETITION (CIVIL) NO. 607
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...PETITIONER



VERSUS
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B SYNOPSIS AND LIST OF DATES



The present writ petition has been filed under Article 32 of the Constitution of India in the nature of a public interest litigation to seek directions for ensuring 100% verification of the mobile phone subscribers with regard to their identity, their addresses and ensuring that no fake or unverified identities should be accepted for subscription of mobile phones, and also that the Aadhaar Card or such other biometric identification may be made compulsory for verification of the mobile phone subscribers that can ensure 100% verification. These directions are being sought in view of the fact that even as of today about 5.25 crore mobile phone subscribers (about 5% of the total) are unverified, in spite of in spite of directions given by this Hon’ble Court earlier in the case of Avishek Goenka v. Union of India, (2012) 5 SCC 275, and in spite of various instructions issued by the DoT itself from time to time to ensure 100% mobile phone subscriber verification. It is submitted that unverified SIM cards pose a serious threat to country’s security as they are routinely used in criminal and terrorist activities, thereby affecting the citizens’ right under Article 21 of the Constitution.



The petitioner society had moved both the respondents with request to revise the above Mobile Subscribers Verification Policy and incorporate the suggestions of the petitioner and of the Comptroller and Auditor General of India (CAG) in order to achieve the goal of zero percent defective CAFs. However, no effective action has been taken in this regard.



In February 2016, the number of mobile phone subscribers was about 105 crores. While easy access to mobile phones in India has resulted in several benefits to the citizens, it has also led to increased threat of potential misuse of mobile phones for anti-national and criminal
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C activities. The fact that one can easily get a new mobile phone connection without proper verification of the details of the subscriber, has added to the threat of this potential misuse. Unverified SIM cards pose a serious threat to country’s security as they are routinely used in criminal and terrorist activities.



The Department of Telecom (DoT) had established 34 Telecom Enforcement, Resource and Monitoring Cells (TERM Cells). Amongst other things, TERM Cells are required to monitor the verification of subscribers by the service providers in accordance with DoT instructions issued from time to time and terms and conditions of the License Agreement. This is done by the TERM Cells through audit verification of Customer Acquisition Forms (CAFs). In case of noncompliance / defective CAFs, these TERM Cells are required to impose penalty on defaulting service providers.



In June 2003, in the interest of national security, the DoT issued guidelines for utmost vigilance on the part of telecom operators while providing telephone connections. Thereafter, DoT issued instructions from time to time for implementation of 100% subscriber verification. Recently, in 2014, DoT has issued instructions also for collecting Aadhaar number of the mobile phone subscribers along with CAFs, however, furnishing of Aadhaar number details is optional.



In the light of the potential threat to national security and also the general law and order in the country, complete verification of mobile phone subscribers and adequate control of government agencies over telecom service providers assumes great significance.



In the case of Avishek Goenka v. Union of India, (2012) 5 SCC 275, the grave issue of non-observance of norms / regulations / guidelines relating to proper and effective subscriber verification by various
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D service providers was raised and it was pointed out by the petitioner therein that there was rampant flouting of norms / regulations / guidelines and that there was no proper verification of the subscribers prior to selling of the prepaid mobile connections to them. The said case was disposed of by this Hon’ble Court by directing the constitution of a Joint Expert Committee consisting of two experts from TRAI and two experts from DoT to be chaired by the Secretary, Ministry



of



Communications



and



Information



Technology,



Government of India and it was further directed that this Committee shall discuss and resolve certain issues, inter alia, including issues relating to verification of identity and address of the subscribers of mobile phones.



Thereafter, during July-August, 2012, the Comptroller and Auditor General of India (CAG) conducted audit of DoT, inter alia, about the issue of verification of subscribers. This audit was conducted to evaluate, inter alia, as to whether 100% verification was done by the service providers for addressing concerns relating to National Security as per instructions given by DoT from time to time. However, in its report No. 17 of 2014, it was observed by the CAG that despite 7 years of initiating the process for verification of subscribers, the concern of national security, i.e., 100% subscriber verification could not be achieved by the service providers due to ineffective monitoring and weak control by DoT Hqrs and the TERM Cells. This report showed that about 5% of the CAFs (Customer Acquisition Forms) in respect of a total of about 84.035 crore working phone connections were defective or non-compliant during the year 2012. In all, about 4,20,43,300 (4.20 crore) CAFs were estimated to be defective or noncompliant. It is submitted that this is a huge security risk.



After the aforesaid judgment of this Hon’ble Court in Avishek Goenka case, DoT had framed a new policy on Verification of New Mobile
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E Subscribers



vide



DoT



letter



No.



800-09/20010-VAS



dated



09.08.2012, on the recommendations of the Joint Expert Committee constituted on the directions (dated 27.04.2012) of this Hon’ble Court in the above case. However, the situation on the ground did not improve even after these changes. In view of these reasons, the petitioner society wrote letters dated 07.08.2014 to both respondents, pointing out that there was a grave risk to the national security because of lack of verification of mobile phone subscribers. The petitioner society gave various suggestions for making systemic improvements to ensure 100% verification of the mobile subscribers.



However, no action appears to have been taken on these suggestions. Moreover, from the replies received on RTI applications on behalf of the petitioner, it is seen that the percentage of noncompliant / defective CAFs for last about 6 years, including the latest period up to February, 2016, has consistently been in the range of about 5%, and, in fact, even in 2016 (till the latest data is available), the percentage of defective CAFs is about 5.21%.



Considering that the number of mobile phones in India is now about 105 crore, the number of defective CAFs (at the rate of about 5%) is about 5.25 crore. This implies that about 5.25 crore mobile phone subscribers are still unverified since their Customer Acquisition Forms are defective or non-compliant with the guidelines issued from time to time for verification of the subscribers. This is a huge number and clearly shows the potential risk to the national security.



It is submitted that unverified SIM cards were used in the terrorist attack on the Parliament House on 13.12.2001 and also in certain other terrorism related cases in India, such as the Mecca Masjid Hyderabad blast cases (wherein several fake SIM cards were reportedly used), the 26.11.2008 Mumbai terror attack, Jaipur
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F bombings, Ahmadabad serial blasts, etc., and many others. Moreover, criminals and anti-social elements routinely use SIM cards obtained on the basis of forged/stolen ID documents to commit heinous crimes like kidnappings, extortion, bank frauds, and other organized crimes in all parts of the country. Unverified SIM cards were also used in AIPMT examination for indulging in large scale irregularities, which led to the cancellation of the said examination by this Hon’ble Court in the case of Tanvi Sarwal v. CBSE, (2015) 6 SCC 573 : AIR 2015 SC 3454.



As submitted above, a huge number of about 5.25 crore mobile phone subscribers are unverified in India even as of today. Many of these unverified mobile phones can potentially be used for various types of criminal activities, including in terrorist activities or other activities that may adversely affect the national security and general public order.



It is submitted that with the recent enactment of the Aadhaar (Targeted Delivery of Financial and Other Subsidies, Benefits and Services) Act, 2016, now it has been provided under law that Aadhaar number may be accepted as proof of identity of the Aadhaar number holder for any purpose. Aadhaar number of any individual is a unique identification number and cannot be duplicated since it is based on unique “biometric information” which has been defined in Section 2(g) of the said Act as meaning “photograph, finger print, Iris scan, or such other biological attributes of an individual as may be specified by regulations”.



As per the data made available by UIDAI, as on 30.06.2016, against a total of 80,55,81,467 adult population in India, a total of 77,91,42,816 Aadhaar Cards have been issued, which means about 97% of the adult population in India has already been enrolled for Aadhaar number. Moreover, about 1 crore people are being enrolled



WWW.LIVELAW.IN



G more every month. Therefore, in the near future, almost the full adult population is likely to be enrolled.



In view of the aforesaid, it is submitted that if Aadhaar number is made compulsory for acquiring a mobile phone number, then that may serve as a perfect verification of the identity of the individual concerned. In this regard, it is submitted that existing Customer Acquisition Form (CAF) for getting a mobile phone number already has a column for providing Aadhaar number of the subscriber, however, at present, it is only optional and not binding. It is submitted that providing Aadhaar number in CAFs deserves to made compulsory for getting a new mobile phone number. This is necessary in the interests of national security.



It is submitted that Article 21 of the Constitution guarantees the most important fundamental rights to all persons, laying down: “No person shall be deprived of his life or personal liberty except according to procedure established by law.” It is submitted that it is the duty of the State to protect the life and liberty of the citizens. This duty includes maintenance of public order, maintenance of law & order, and ensuring national security. This duty also includes protecting the citizens from various types of offences, including terrorist activities. It is pertinent to submit that in the case of State of W.B. v. Committee for Protection of Democratic Rights, (2010) 3 SCC 571 : AIR 2010 SC 1476, a Constitution Bench of this Hon’ble Court has held that Article 21 of the Constitution, in its broad application, not only takes within its fold enforcement of the rights of an accused but also the rights of the victim.



In view of the above, it is respectfully submitted that it is fit and proper in the circumstances of the matter that this Hon’ble Court issues appropriate writs / directions to the respondents herein to ensure that
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H 100% verification is done for the mobile phone subscribers (including for the existing mobile phone subscribers), in the interest of national security and for maintaining public order in the society, and also in order to protect the fundamental rights guaranteed to the citizens under Articles 21 and 14 of the Constitution.



LIST OF DATES:



1997



Telecom Regulatory Authority of India Act, 1997, came into being.



June 2003



In the interest of national security, Respondent No. 1 (DoT) issued guidelines for utmost vigilance on the part of telecom operators while providing telephone connections.



November



DoT instructed all the Service providers that no



2004



telephone connection should be given without proper verification of bona fides and addresses of the customers.



May 2005



DoT emphasized that sale of SIM cards / connections without proper identity verification of subscriber should not be done.



November



DoT imposed ban on sale of pre-activated SIM cards



2006



without verification of subscriber. It was also instructed that the authorized person at the point of sale shall record in the application form that he has seen the subscriber and verified the document with the original.
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I April 2007



DoT introduced a penalty of ₹ 1000 per violation of subscriber verification found during checks by TERM Cells.



June 2007



DoT



issued



guidelines



regarding



subscriber



verification to be followed by Telecom Enforcement Resource and Monitoring (TERM) Cells. April 2008



The percentage check by TERM Cell was increased to 0.1 per cent by DoT.



April 2009



As the service providers were not complying with the requirement of subscriber verification, the penalty was enhanced by DoT based on graded scales whereby the maximum amount of penalty was enhanced up to ₹ 50,000 per unverified subscriber.



September



DoT instructed re-verification of 100 per cent mobile



2009



subscribers by the service providers within a time period of one year. Further all the customer verification forms were to be scanned and uploaded on the service provider’s website for password controlled access by TERM Cells.



October



DoT gave a list of documents acceptable as proof of



2009



identity and proof of address.



February



DoT issued clarifications regarding scheme of



2011



financial penalty in respect of subscriber verification failure cases.



27.04.2012



Certain directions were issued by this Hon’ble Court on mobile phone subscribers verification vide its
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J judgment in Avishek Goenka v. Union of India, (2012) 5 SCC 275. July-August,



The Comptroller and Auditor General of India (CAG)



2012



conducted audit of DoT, inter alia, about the issue of verification of subscribers.



09.08.2012



Dot issued detailed instructions for verifications for new mobile subscribers (pre-paid and post-paid) as a new policy.



07.08.2014



Petitioner moved both respondents with request to revise the above Mobile Subscribers Verification Policy and incorporate the suggestions of the petitioner and of the Comptroller and Auditor General of India (CAG) in order to achieve the goal of zero percent defective CAFs.



October



DoT issued instructions for collecting Aadhaar



2014



number of the mobile phone subscribers along with CAFs, however, furnishing of Aadhaar number details was optional.



29.12.2014



DoT issued clarifications for collecting Aadhaar number of the mobile phone subscribers along with CAFs, but furnishing of Aadhaar number details continued to be optional.



February



Number of mobile phone connections touched about



2016



105 crore figure.



26.03.2016



The Aadhaar (Targeted Delivery of Financial and Other Subsidies, Benefits and Services) Act, 2016, was notified in the official Gazette.
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K 23.05.2016



RTI reply received from DoT showed that about 5% of the CAFs were still defective, which means about 5.25 crore mobile phone subscribers may be unverified.



30.06.2016



UADAI data shows that against a total of 80,55,81,467 adult population in India, a total of 77,91,42,816 Aadhaar Cards have been issued, which means about 97% of the adult population in India has already been enrolled for Aadhaar number.



13.07.2016



In view of the fact that despite DoT circulars from time to time, about 5.25 crore mobile phone subscribers may still be unverified which is a potential threat to the national security, the present writ petition is being filed by the petitioners under Article 32 of the Constitution seeking directions to the respondents to fulfil their statutory duty and also for enforcement of the right guaranteed under Article 21 of the Constitution.
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1 IN THE SUPREME COURT OF INDIA CIVIL ORIGINAL JURISDICTION WRIT PETITION (CIVIL) NO.



607



OF 2016



(A Public Interest Petition under Article 32 of the Constitution of India)



IN THE MATTER OF: Lokniti Foundation (A Registered Society) (Through its Secretary Shri Sharad Goel), 1249A, Aruna Asaf Ali Road, Vasant Kunj, New Delhi – 110070.



…Petitioner



VERSUS



1. Union of India through Secretary, Department of Telecommunications, Ministry of Communications and IT, Sanchar Bhawan, 20, Ashoka Road, New Delhi - 110001



2. Telecom Regulatory Authority of India (TRAI), (through its Chairman), Mahanagar Doorsanchar Bhawan (next to Zakir Hussain College) Jawaharlal Nehru Marg (Old Minto Road), New Delhi - 110 002.



…Respondents



PUBLIC INTEREST PETITION UNDER ARTICLE 32 OF THE CONSTITUTION OF INDIA TO,
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2 THE HON’BLE CHIEF JUSTICE OF INDIA AND HIS COMPANION JUSTICES OF THE SUPREME COURT OF INDIA. The humble Petition of the Petitioner above-named. MOST RESPECTFULLY SHOWETH: 1.



The present writ petition has been filed under Article 32 of the Constitution of India in the nature of a public interest litigation to seek directions for ensuring 100% verification of the mobile phone subscribers with regard to their identity, their addresses and ensuring that no fake or unverified identities should be accepted for subscription of mobile phones, and also that the Aadhar Card or such other biometric identification may be made compulsory for verification of the mobile phone subscribers that can ensure 100% verification. These directions are being sought in view of the fact that even as of today about 5.25 crore mobile phone subscribers (about 5% of the total) are unverified, in spite of in spite of directions given by this Hon’ble Court earlier in the case of Avishek Goenka v. Union of India, (2012) 5 SCC 275, and in spite of various instructions issued by the DoT itself from time to time to ensure 100% mobile phone subscriber verification. It is submitted that unverified SIM cards pose a serious threat to country’s security as they are routinely used in criminal and terrorist activities. The petitioner society had moved both the respondents vide its letters dated 07.08.2014 (with similar contents) [Annexure P-3] (at pages 82-85 ), with request to revise the above Mobile Subscribers Verification Policy and incorporate the suggestions of the petitioner and of the Comptroller and Auditor General of India (CAG) at the earliest in order to achieve the goal of zero percent defective CAFs. However, no effective action has been taken in this regard. In addition, RTI applications have also been made to the Respondent No. 1 for details of number of defective Customer Acquisition Forms (CAFs).
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3 2.



(a) Petitioner’s details are as under:



Full name:



Lokniti Foundation



Postal Address:



Lokniti Foundation (A Registered Society), 1249A, Aruna Asaf Ali Road, Vasant Kunj, New Delhi – 110070.



Registration:



As society under Societies Registration Act, 1860.



Registration No.:



Reg. No. S/63978/2008.



Email address:



[email protected]



Phone number:



9289809099



Proof regarding



(a) Registration Certificate as society (true



identification:



copy attached). (b) PAN No. AAAAL8160D (true copy attached).



Occupation:



Non-profit Society



Annual Income:



Less than Rs. 1 lakh (non-profit society)



PAN Number:



AAAAL8160D (true copy attached).



National Unique



Not applicable (being Non-profit Society)



Identification Card No.:



Details of Shri Sharad Goel, Secretary of Petitioner Society (through whom the petitioner is represented), are as under: Full name:



Shri Sharad Goel



Postal Address:



Shri Sharad Goel,



Email address:



[email protected]



Phone number:



98990-00005



Proof regarding



Driving Licence No. HR-26 2007 0141143



identification:



(true copy attached).



Occupation:



Business.



Annual Income:



Rs. 91,61,120/- (as per last IT Return).



PAN Number:



AAAPG7802Q (true copy attached).



National Unique



Aadhaar No. 7491 9366 8917



Identification Card No.: (true copy attached).
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4 (b) Facts constituting cause of action: Even as of today about 5.25 crore mobile phone subscribers (about 5% of the total) are unverified, in spite of in spite of directions given by this Hon’ble Court earlier in the case of Avishek Goenka v. Union of India, (2012) 5 SCC 275, and in spite of various instructions issued by the DoT itself from time to time to ensure 100% mobile phone subscriber verification. It is submitted that unverified SIM cards pose a serious threat to country’s security as they are routinely used in criminal and terrorist activities. More detailed facts are mentioned in ensuing paragraphs. (c) Nature of injury caused or likely to be caused to public: Unverified SIM cards pose a serious threat to country’s security as they are routinely used in criminal and terrorist activities. And, there are a huge number of about 5.25 crore unverified mobile phone subscribers which pose a serious threat to the national security and general law and order. (d) Nature and extent of personal interest, if any: Petitioner being a society, is a non-profit organisation. There is no personal interest of the petitioner society in the petition, which is filed for the benefit of general public. (e) Details of any case pending, etc.: There is no other civil, criminal or revenue litigation pending in any court involving the petitioner which has or could have a legal nexus with the issues involved in the present public interest litigation. It is submitted that the petitioner society had earlier filed 3 Writ Petitions before this Hon’ble Court, which are unconnected with the present matter and the details of which are as under: • WP (C) No. 410 of 2010 seeking directions for a transparent police recruitment system. Notice was issued in this petition and it is presently pending. • WP (C) No. 234 of 2011 seeking directions for certain administrative reforms. Notice was issued in this petition
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5 and this Hon’ble Court has allowed this petition by issuing certain directions vide a judgment reported vide T.S.R. Subramanian v. Union of India, (2013) 15 SCC 732 : AIR 2014 SC 263. • WP (C) No. 491 of 2012 seeking directions for DNA Profiling in cases of unidentified dead bodies and missing persons. Notice was issued by this Hon’ble Court and certain directions were issued vide order reported vide Lokniti Foundation v. Union of India, (2015) 13 SCC 622. Presently, this petition is pending for final disposal.



(f) Whether concerned Govt. authority moved: The petitioner society had moved both the respondents vide its letters dated 07.08.2014 (with similar contents) [Annexure P-3] (at pages 82-85 ), with request to revise the above Mobile Subscribers Verification Policy and incorporate the suggestions of the petitioner and of the Comptroller and Auditor General of India (CAG) at the earliest in order to achieve the goal of zero percent defective CAFs. However, no effective action has been taken in this regard. It is submitted that RTI applications have also been filed before the Respondent No. 1 on behalf of the petitioner and information regarding defective Customer Acquisition Forms (CAFs) has been sought and detail of the information thus obtained has been submitted in ensuing paragraphs.



3.



As submitted above, the Petitioner, Lokniti Foundation, is a non-political forum, established and registered in New Delhi as a society in the year 2008 under the provisions of the Societies Registration Act, 1860. Its members come from various walks of life, such as medicine, legal, business, public administration (including several senior Government officers such as IPS, IRS, IFS, IAAS officers, etc.). It is submitted that the present petition has been filed purely in public interest in a bona fide manner and that the Petitioner society or its members have no personal interest in the subject matter of the petition. It is pertinent to
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6 submit that, in the past also, the Petitioner society has filed three PILs before this Hon’ble Court on matters of public interest, the details of which have been submitted hereinabove. It is submitted that the present writ petition is entirely different from the aforesaid three previous writ petitions.



4.



The Respondent No. 1 is the Union of India through the Secretary, Department of Telecommunications (DoT), Ministry of Communications and IT, who is directly concerned with the subject matter of the present Petition. Respondent No. 2 is Telecom Regulatory Authority of India (TRAI), through its Chairman, who is the statutory authority dealing with the subject matter of the present petition.



5.



It is submitted that in terms of Section 11 of the Telecom Regulatory Authority of India Act, 1997, it is a statutory obligation upon TRAI to recommend a regulatory regime which will serve the purpose of development, facilitate competition and promote efficiency, while taking due precautions in regard to safety of the people at large and various other aspects of subscriber verification. Likewise, DoT is responsible for discharging its functions and duties as, ultimately, it is the responsibility of the Government to provide for the safety of its citizens. TRAI has to regulate the interests of telecom service providers and subscribers, so as to permit and ensure orderly growth of telecom sector. The Government of India and TRAI, both, have to attain this delicate balance of interests by providing relevant instructions or guidelines in a timely manner and ensuring their implementation in accordance with law.



6.



It is submitted that over the last two decades or so, telecom sector has seen a phenomenal growth especially in the mobile phone segment. An impressive growth has been registered during last one decade in the number of mobile phone subscribers. In the year 2007-08, there were about 26 crore
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7 mobile phone subscribers in India. In February 2016, the number of mobile phone subscribers is about 105 crores.



7.



While easy access to mobile phones in India has resulted in several benefits to the citizens, it has also led to increased threat of potential misuse of mobile phones for anti-national and criminal activities. The fact that one can easily get a new mobile phone connection without proper verification of the details of the subscriber, has added to the threat of this potential misuse. Unverified SIM cards pose a serious threat to country’s security as they are routinely used in criminal and terrorist activities.



8.



The Government set up a competent authority in all the license service areas in order to ensure that service providers adhere to the license conditions and also to ensure compliance of telecom network security issues. In view of this, the Department of Telecom (DoT) had established 34 Telecom Enforcement, Resource and Monitoring Cells (TERM Cells) in August 2008 (in fact, the erstwhile Vigilance Telecom Monitoring Cells established in 2004 were renamed as TERM Cells in August 2008). Amongst other things, TERM Cells are required to monitor the verification of subscribers by the service providers in accordance with DoT instructions issued from time to time and terms and conditions of the License Agreement. This is done by the TERM Cells through audit verification of Customer Acquisition Forms (CAFs). In case of noncompliance / defective CAFs, these TERM Cells are required to impose penalty on defaulting service providers.



9.



In June 2003, in the interest of national security, the Respondent No. 1 (DoT) issued guidelines for utmost vigilance on the part of telecom operators while providing telephone connections. Thereafter, DoT issued instructions from time to time for implementation of 100 per cent subscriber verification. The orders issued by DoT are as below:
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8 November 2004 – DoT instructed all the Service providers that no telephone connection should be given without proper verification of bona fides and addresses of the customers. May 2005 – It was emphasized that sale of SIM cards / connections without proper identity verification of subscriber should not be done.



November 2006 – Imposed ban on sale of pre-activated SIM cards without verification of subscriber. It was also instructed that the authorized person at the point of sale shall record in the application form that he has seen the subscriber and verified the document with the original.



April 2007 – DoT introduced a penalty of ₹ 1000 per violation of subscriber verification found during checks by TERM Cells.



June 2007 – DoT issued guidelines regarding subscriber verification to be followed by Telecom Enforcement Resource and Monitoring (TERM) Cells. The sample size to be checked every month by TERM Cell was fixed at 0.02 per cent of the total subscriber base of each service provider.



April 2008 – The percentage check by TERM Cell was increased to 0.1 per cent. April 2009 – As the service providers were not complying with the requirement of subscriber verification, the penalty was enhanced based on graded scales whereby the maximum amount of penalty was enhanced up to ₹ 50,000 per unverified subscriber. September 2009 – DoT instructed re-verification of 100 per cent mobile subscribers by the service providers within a time period of one year. Further all the customer verification forms were to
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9 be scanned and uploaded on the service provider’s website for password controlled access by TERM Cells.



October 2009 – DoT gave a list of documents acceptable as proof of identity and proof of address.



February 2011 – DoT issued clarifications regarding scheme of financial penalty in respect of subscriber verification failure cases.



August 2012: Dot issued detailed instructions for verifications for new mobile subscribers (pre-paid and post-paid).



October 2014: DoT issued instructions, vide No. 800-09/2010VAS dated 16.10.2014, for collecting Aadhaar number of the mobile phone subscribers along with CAFs, and it was to be stored in the database along with other data of the mobile phone subscribers. However, furnishing of Aadhaar number details was optional since wherever Aadhaar number was not available for a subscriber, it was directed that “Not Available” may be written in the CAF.



December 2014: DoT issued clarifications, vide No. 80009/2010-VAS dated 29.12.2014, for collecting Aadhaar number of the mobile phone subscribers along with CAFs, but furnishing of Aadhaar number details continued to be optional.



A copy of the DoT letter No. 800-09/20010-VAS dated 09.08.2012 containing the above August 2012 instructions, is annexed hereto and marked as Annexure P-1 (pages 43-61 ).



10.



Thus, detailed instructions were issued by DoT on the issue of subscriber verification and these included ensuring complete subscriber verification through: • completeness of Customer Acquisition Forms (CAFs);
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10 • obtaining proof of identity / address of customers with photo identification; • certification from an authorized person at the point of sale that he/she had been personally seen; • cross verification of subscriber data from original CAFs; and • storage of the CAFs in electronic form for continued monitoring.



11.



In the light of the potential threat to national security and also the general law and order in the country, complete verification of mobile phone subscribers and adequate control of government agencies over telecom service providers assumes great significance.



12.



In the case of Avishek Goenka v. Union of India, (2012) 5 SCC 275, the grave issue of non-observance of norms / regulations / guidelines relating to proper and effective subscriber verification by various service providers was raised and it was pointed out by the petitioner therein that there was rampant flouting of norms / regulations / guidelines and that there was no proper verification of the subscribers prior to selling of the prepaid mobile connections to them. The said case was disposed of by this Hon’ble Court by directing the constitution of a Joint Expert Committee consisting of two experts from TRAI and two experts from DoT to be chaired by the Secretary, Ministry of Communications and Information Technology, Government of India and it was further directed that this Committee shall discuss and resolve certain issues, inter alia, including issues relating to verification of identity and address of the subscribers of mobile phones.



13.



Thereafter, during July-August, 2012, the Comptroller and Auditor General of India (CAG) conducted audit of DoT, inter alia, about the issue of verification of subscribers. This audit was conducted to evaluate as to whether:
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11 • 100% verification was done by the service providers for addressing concerns relating to National Security as per instructions given by DoT from time to time. • TERM Cells conducted adequate audit checks. • Penalty was levied and recovered from service providers. • Efficient and effective control systems were in place to monitor subscriber verification by the service providers.



However, in its report No. 17 of 2014, it was observed by the CAG that despite 7 years of initiating the process for verification of subscribers, the concern of national security, i.e., 100% subscriber verification could not be achieved by the service providers due to ineffective monitoring and weak control by DoT Hqrs and the TERM Cells. It was also observed by CAG that, further, as DoT had restricted its audit checks to 0.1 per cent of the total subscribers of each service provider, large number of the non-compliant CAFs went undetected and the penalty amounting to ₹ 2116.95 crore remained unpaid by seven Telecom Service Providers. This report further showed that about 5% of the CAFs (Customer Acquisition Forms) in respect of a total of about 84.035 crore working phone connections were defective or non-compliant during the year 2012. In all, about 4,20,43,300 (4.20 crore) CAFs were estimated to be defective or non-compliant. It is submitted that this is a huge security risk.



A copy of the relevant Chapter 2.1 of the Report No. 17 of 2014, dated Nil, of the Comptroller and Auditor General of India, is annexed hereto and marked as Annexure P-2 (pages 62-78 ).



14.



As submitted above, after the aforesaid judgment of this Hon’ble Court in Avishek Goenka case, DoT had framed a new policy on Verification of New Mobile Subscribers vide DoT letter No. 800-09/20010-VAS dated 09.08.2012. This policy
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12 was based on the recommendations of the Joint Expert Committee constituted on the directions (dated 27.04.2012) of this Hon’ble Court in the above Avishek Goenka case. Thereafter, the CAG had also issued its aforesaid report pointing out various defects in the verification of the mobile subscribers. However, the situation on the ground did not improve



even



after



these



changes.



SIM



cards



were



still easily available to people, including the criminals and anti social elements without effective verification. In view of these reasons, the petitioner society wrote two different letters (with similar contents) dated 07.08.2014 to the Hon’ble Minister in charge of the Respondent No. 1 ministry and to the Chairman of the Respondent No. 2. In these letters, pointing out that there was a grave risk to the national security because of lack of verification of mobile phone subscribers, the petitioner society gave various suggestions for making systemic improvements to ensure 100% verification of the mobile subscribers. These suggestions, inter alia, included the following:



(i)



The policy does not prescribe any criteria for the selection of retailers at the Point of Sale (PoS). Telecom Companies appoint distributors and leave it to them to choose the retailers. There are no objective criteria used in the process, nor any verification is conducted. Retailers are generally people who are small time shopkeepers, hawkers, etc. who do not understand the ramifications of lack of proper verification on national security. Their only motive is to maximize sales. Verification policy therefore needs to be amended to prescribe minimum eligibility conditions not only for the retailers but also for the distributors. For example, minimum educational qualifications (say graduation),
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13 Income Tax payee status, certain minimum net worth/annual sales, etc. In addition, the distributors may also be required to furnish performance bank guaranty.



(ii)



Importantly, the subscriber database in the country has almost touched 100 crores now. The market has nearly saturated. So, unlike in the past when the market was growing exponentially, the companies need not have their PoS in every nook and corner of the country now. Therefore they may be encouraged to set up companyowned sale outlets. Alternatively, it should also be possible now to promote separate commercial entities to set up and manage PoS for all telecom companies where sim cards of all service providers can be sold under one roof. Even now, there are companies which provide common services to all the Telecom Service Providers. Example is Indus Towers Ltd. which provides towers to multiple telecom companies. As a result, apart from cost cutting, we also have fewer towers around.



(iii)



The existing policy does not provide for any penalty on distributors and retailers. Penalty is imposed only on the licensees who dont care as the penalty amount is paltry for them and almost never actually recovered, as vividly explained in the CAG report. If penalty is also imposed on the distributors and retailers, situation will improve considerably. It is therefore strongly recommended to amend the policy and provide for penalizing the distributors and retailers as well. Besides, at present, there is no formal agreement between the licencee and the retailer. Role and functions of the retailer are not defined anywhere. The policy needs to make formal
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14 agreement with the retailers mandatory. DoT may prepare and issue a model agreement for this purpose.



(iv)



The existing policy does not provide for dispatching SIM cards to the subscriber by post as is done in the case of credit/debit cards by the banks. Distribution by post is a global best practice for verification of the place of address. It is learnt that this practice is already in vogue in J&K, Assam and other North Eastern states and has worked well. It is strongly recommended to extend it to the remaining states and UTs as well.



(v)



In J&K and the North East, the retailers are also verified by the TERM cell first. Only then companies are allowed to sell sim cards through them. This practice acts as a huge deterrence. This practice may also be extended to the rest of the country.



(vi)



A major drawback in the existing policy is the system of calculation of penalties. At present, TERM cells are required to verify 0.1% of the subscriber base every month. That means if a company has subscriber base of say one crore in the circle, TERM cell would ask for ten thousand CAFs (Customer Application Forms). The cellphone numbers are randomly generated by the TERM cell using a software. This ensures complete randomization. As the sample size is also in thousands, the findings of the verification are statistically speaking representative of the entire population. In case 2% of the sample CAFs are found defective (numbering approx. 200), it should be presumed that 2% of the entire subscriber base (which comes to 2 lakh) have defective
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15 CAFs and penalty should accordingly be calculated as 200000 X 1000 = Rs. 20 crores. But currently, the companies are penalised only on the basis of number of actual defective CAFs. Like in this example, penalty imposed would only be 200 X 1000 = Rs. 2 lakhs. CAG report has highlighted this issue and calculated a penalty of Rs. 4200 crores approx. on the seven major telecom companies on half yearly basis, where as the DoT has imposed a penalty of only Rs.2506 crore over 4 year period from 2009 to 2012. This comes to slightly more than Rs. 600 crores per year (please see Table 4 on page 21 and Table 7 on page no. 25 of the CAG report). Anyone having even basic knowledge of statistics would agree that 0.1% sample size when the population size is in crores is truly representative and can be relied upon for extrapolating number of defective CAFs over the entire subscriber base. Verification policy therefore needs to be amended to provide for calculation of penalty on the basis of a statistical sample, instead of 0.1% of the subscriber base, and then extrapolating the findings to the entire subscriber base. This exercise may be done once or twice a year only instead of every month as is being done now. Services of an expert body like the Indian Institute of Statistics may be sought to arrive at the correct methodology.



(vii)



There is no national database of CAFs at present. This database can be easily created since the companies are already maintaining their own separate databases. Once these databases are integrated, each retailer will be able to find out the number of sim cards already issued to an
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16 individual. The limit of 9 sim cards per person is not being enforced at present for want of the national database. This would become possible. TRAI can take the lead and provide this service. Importantly, this database will also have photographs and details of ID documents of subscribers and can prove to be boon for the law enforcement agencies. There is tremendous scope for running facial recognition software on such database and identify people figuring in video recordings etc. at crime scenes (CDAC Kolkata has already developed one such software it is learnt).



(viii) The



existing



policy



provides



for



lodging



of



"complaint/FIR" in case a subscriber has obtained SIM card based on forged document or on someone else's ID. This provision has been misused by the licencees. They only lodge complaints, and not FIRs, even in cases of impersonation or forgery. The responsibility of informing the police should be with the TERM cell. The TERM cell should send information of all such cases to the state nodal officer who would issue clear directions for registration of FIR in each case. At present, the TERM cell passes on the information to the licencee who in turn gets GD entries lodged at the PS level. Senior officers are not in the picture.



(ix)



Importantly, goal of the policy should be changed from ‘100% verification of CAFs’ to ‘zero percent defective CAFs’.



(x)



Lastly, coming to flaws in the implementation of the policy, the same have been discussed at length in the
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17 CAG report. As against a penalty of 2506 crore imposed on the seven major telecom companies during the period 2009-12, only an amount of 389 crores has been recovered. Non recovery of penalties to the extent of more than 80% has rendered the entire exercise toothless. This needs better monitoring at the level of the Ministry and also the Parliamentary Standing Committee (which will ensure legislative oversight).



Thereafter, in the said letters, the petitioner referred to the following recommendation of the CAG in its aforesaid report:



• DoT should devise and implement a comprehensive subscriber verification policy and ensure timely issuance of orders for achieving 100 per cent subscriber verification aiming towards strengthening the national security. • DoT should effectively monitor the implementation of subscriber verification by service providers on half yearly basis, Service Area wise/Service Provider wise and take specific corrective measures. • DoT should monitor levy of penalty by TERM Cells and enforce its recovery from the service providers without delays.



In view of the above, petitioner requested both the respondents to revise the above Mobile Subscribers Verification Policy vide aforesaid DoT letter dated 09.08.2012 and incorporate the suggestions made as above at the earliest in order to achieve the goal of zero percent defective CAFs.
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18 However, it appears that the respondents have not taken any effective action in this regard, which would become clear from the number of defective CAFs that still continues to be in the range of about 5% of the total mobile phone subscribers, as mentioned in the ensuing paragraphs.



A copy of letter dated 07.08.2014 written by the petitioner to the Respondent No. 1 is annexed hereto and marked as Annexure P-3 (pages 82-85 ).



15.



Copy of the DoT letter vide No. 800-09/2010-VAS dated 16.10.2014, with aforesaid instructions for collection of Aadhaar number of the mobile phone subscribers, is annexed hereto and marked as Annexure P-4 (pages 86-87 ). Likewise, Copy of the DoT letter vide No. 800-09/2010-VAS dated 29.12.2014, with above clarifications regarding collection of Aadhaar number of the mobile phone subscribers, is annexed hereto and marked as Annexure P-5 (pages 88-90).



16.



In order to get information about the latest figures of the defective or non-compliant CAFs, RTI applications were filed on behalf of the petitioner herein. Replies to these RTI applications provided the details of the non-compliant / defective CAFs for the latest period up to February, 2016. These details are submitted below in a tabular form: Year 2011 2012 2013 2014 2015 2016 (Till February) Total



CAFs audited 11002185 11889659 11565378 10496425 11100000 132000



Non-compliant CAFs 599540 555284 569251 556633 492000 6883



Percent Defective 5.45 4.67 4.92 5.30 4.43 5.21



56185647



2779591



4.94
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19 It is seen from the above details that the percentage of defective CAFs continues to be in the range of about 5% over last about six years. And, in fact, even in 2016 (till the latest data is available), the percentage of defective CAFs is about 5.21%.



Copy of the RTI Reply vide No. 16-2/2015-TERM dated 24.08.2015 received from DoT is annexed hereto and marked as Annexure P-6 (pages 91-92).



Copy of the RTI Reply vide No. 16-2/2015-TERM (Vol.II) dated 08.10.2015 received from DoT is annexed hereto and marked as Annexure P-7 (pages 93-94).



17.



It is thus clear that in spite of the directions given by this Hon’ble Court in the aforesaid case of Avishek Goenka v. Union of India, (2012) 5 SCC 275, there is no improvement in the compliance of the instructions given to ensure full verification of the mobile phone subscribers. For last several years, the percentage of the non-compliant CAFs continues to be in the range of about 5%. Considering that the number of mobile phones in India is now about 105 crore, the number of defective CAFs (at the rate of about 5%) is about 5.25 crore. This implies that about 5.25 crore mobile phone subscribers are still unverified since their Customer Acquisition Forms are defective or non-compliant with the guidelines issued from time to time for verification of the subscribers. This is a huge number and clearly shows the potential risk to the national security.



18.



It is submitted that unverified SIM cards were used in the terrorist attack on the Parliament House on 13.12.2001 and in the case of State (NCT of Delhi) v. Navjot Sandhu, (2005) 11
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20 SCC 600, this Hon’ble Court had referred to a large number of calls which had been made by terrorists from mobile phones containing unverified SIM cards. 19.



It is submitted that mobile phones containing unverified SIM cards have also been used in certain other terrorism related cases in India, such as the Mecca Masjid Hyderabad blast cases (wherein several fake SIM cards were reportedly used), the 26.11.2008 Mumbai terror attack, Jaipur bombings, Ahmadabad serial blasts, etc., and many others. Moreover, criminals and anti-social elements routinely use SIM cards obtained on the basis of forged/stolen ID documents to commit heinous crimes like kidnappings, extortion and other organized crimes in all parts of the country.



20.



In the case of Tanvi Sarwal v. CBSE, (2015) 6 SCC 573 : AIR 2015 SC 3454, this Hon’ble Court had ordered the cancellation of the All India Pre-Medical Test (AIPMT) due to allegations of large-scale irregularities in the Test, leading to paper leak, etc. In this case, it was noticed that a large number of mobile phones containing SIM cards with fake identities were used in certain hidden electronic gadgets for large scale manipulations in the said AIPMT examination. It is pertinent to submit that AIPMT examination is conducted by CBSE for admission to a large number of reputed medical colleges in India. Unverified mobile phone SIM cards were used for large-scale irregularities in the said examination to manipulate the results of the said examination in the form of a big inter-state racket.



21.



Recently, there were reports of certain criminals having hacked the mobile app “LIME” of the Axis Bank and the mobile app “BUDDY” of the State Bank of India and fraudulently stolen money from the bank accounts of many customers in the states
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21 of Karnataka, Andhra Pradesh and Telangana. It was found during investigation that the criminals had obtained duplicate SIM card of customer’s mobile number registered with the bank from a Vodafone store by submitting fake documents. This mobile number was then used to fraudulently withdraw money from customers’ accounts. Copy of a news report published in The Tribune newspaper dated 13.01.2016, in this regard, is annexed hereto and marked as Annexure P-8 (pages 95-96). Copy of the RTI Reply vide No. 16-2/2016-TERM dated 23.05.2016 received from DoT is annexed hereto and marked as Annexure P-9 (pages 97-98). 22.



It is thus seen that mobile phones with unverified subscribers have been used in various crimes, including, terrorist activities, examination frauds, bank frauds, and other types of crimes. As submitted above, a huge number of about 5.25 crore mobile phone subscribers are unverified in India even as of today. Many of these unverified mobile phones can potentially be used for various types of criminal activities, including in terrorist activities or other activities that may adversely affect the national security and general public order.



23.



As submitted earlier, as per directions issued by DoT vide No. 800-09/2010-VAS clarifications



dated



issued



vide



16.10.2014, No.



and



subsequent



800-09/2010-VAS



dated



29.12.2014, Aadhaar number of the mobile phone subscribers was to be collected along with CAFs and it was to be stored in the database along with other data of the mobile phone subscribers. However, furnishing of Aadhaar number details was optional.
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In this regard, it is submitted that recently the Parliament has enacted the Aadhaar (Targeted Delivery of Financial and Other Subsidies, Benefits and Services) Act, 2016, and this Act has been notified in the official Gazette on 26.03.2016, after having been assented to by the President on 25.03.2016. It is pertinent to submit that Section 4(3) of this Act provides as under: “(3) An Aadhaar number, in physical or electronic form subject to authentication and other conditions, as may be specified by regulations, may be accepted as proof of identity of the Aadhaar number holder for any purpose.”



Thus, now it has been provided under law that Aadhaar number may be accepted as proof of identity of the Aadhaar number holder for any purpose.



Aadhaar number of any individual is a unique identification number and cannot be duplicated since it is based on unique “biometric information” which has been defined in Section 2(g) of the said Act as meaning “photograph, finger print, Iris scan, or such other biological attributes of an individual as may be specified by regulations”.



It is pertinent to submit that as per the statistics available on the website of Unique Identification Authority of India (UIDAI) as of June 2016, the total number of Aadhaar Cards issued in India is 102,47,71,134 (i.e., about 102 crore). In fact, as per the data made available by UIDAI, as on 30.06.2016, against a total of 80,55,81,467 adult population in India, a total of 77,91,42,816 Aadhaar Cards have been issued, which means about 97% of the adult population in India has already been enrolled for Aadhaar number. Moreover, about 1 crore people are being
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23 enrolled more every month. Therefore, in the near future, almost the full adult population is likely to be enrolled. A copy of the Aadhaar saturation figures (as on 30.06.2016) released by UADIA, dated Nil, is annexed hereto and marked as Annexure P-10 (pages 99-105).



In view of the aforesaid, it is submitted that if Aadhaar number is made compulsory for acquiring a mobile phone number, then that may serve as a perfect verification of the identity of the individual concerned. In this regard, as mentioned above, it is submitted that existing Customer Acquisition Form (CAF) for getting a mobile phone number already has a column for providing Aadhaar number of the subscriber, however, at present, it is only optional and not binding. It is submitted that providing Aadhaar number in CAFs deserves to made compulsory for getting a new mobile phone number. This is necessary in the interests of national security.



25.



It is submitted that in spite of directions given by this Hon’ble Court earlier in the aforesaid case of Avishek Goenka, and in spite of various instructions issued by the DoT itself from time to time to ensure 100% mobile phone subscriber verification, about 5% of the total mobile phone subscribers (about 5.25 crore subscribers) are unverified even as of today.



26.



It is submitted that Article 21 of the Constitution guarantees the most important fundamental rights to all persons, laying down: “No person shall be deprived of his life or personal liberty except according to procedure established by law.” It is submitted that it is the duty of the State to protect the life and liberty of the citizens. This duty includes maintenance of public
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24 order, maintenance of law & order, and ensuring national security. This duty also includes protecting the citizens from various types of offence, including terrorist activities. It is pertinent to submit that in the case of State of W.B. v. Committee for Protection of Democratic Rights, (2010) 3 SCC 571 : AIR 2010 SC 1476, a Constitution Bench of this Hon’ble Court has held that Article 21 of the Constitution, in its broad application, not only takes within its fold enforcement of the rights of an accused but also the rights of the victim. The relevant observations of this Hon’ble Court are reproduced below: “Article 21 of the Constitution in its broad perspective seeks to protect the persons of their lives and personal liberties except according to the procedure established by law. The said article in its broad application not only takes within its fold enforcement of the rights of an accused but also the rights of the victim. The State has a duty to enforce the human rights of a citizen providing for fair and impartial investigation against any person accused of commission of a cognizable offence, which may include its own officers. In certain situations even a witness to the crime may seek for and shall be granted protection by the State.” [emphasis supplied by the Petitioner.] 27.



Similarly, in the case of Nirmal Singh Kahlon v. State of Punjab, (2009) 1 SCC 441 : AIR 2009 SC 984, this Hon’ble Court held as under:



“An accused is entitled to a fair investigation. Fair investigation and fair trial are concomitant to preservation
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25 of fundamental right of an accused under Article 21 of the Constitution of India. But the State has a larger obligation i.e. to maintain law and order, public order and preservation of peace and harmony in the society. A victim of a crime, thus, is equally entitled to a fair investigation.” [emphasis supplied by the Petitioner.]



Likewise, this Hon’ble Court, in the case of National Human Rights Commission v. State of Gujarat, (2008) 16 SCC 497, held as under:



“...the right to a reasonable and fair trial is protected under Articles 14 and 21 of the Constitution of India, Article 14 of the International Covenant on Civil and Political Rights, 1966 to which India is a signatory, as well as Article 6 of the European Convention for the Protection



of



Human



Rights



and



Fundamental



Freedoms, 1950. … … The concept of a reasonable and fair trial would suppose justice to the accused as also the victims. From the allegations made in the special leave petition together with other materials annexed thereto as also from our experience, it appears that there are many faults in the criminal justice delivery system because of apathy on the part of the police officers to record proper report, their general conduct towards the victims, faulty investigation, failure to take recourse to scientific investigation, etc.” [emphasis supplied by the Petitioner.]



28.



In view of the above, it is respectfully submitted that it is fit and proper in the circumstances of the matter that this Hon’ble Court
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26 issues appropriate writs / directions to the respondents herein to ensure that 100% verification is done for the mobile phone subscribers



(including



for



the



existing



mobile



phone



subscribers), in the interest of national security and for maintaining public order in the society, and also in order to protect the fundamental rights guaranteed to the citizens under Articles 21 and 14 of the Constitution.



GROUNDS



29.



In view of the aforesaid reasons, the Petitioner is submitting this Petition on the following among other grounds, which are without prejudice to one another:



A.



BECAUSE with easy access to mobile phones in India, threat of potential misuse of mobile phones for antinational and criminal activities has also increased. The fact that one can easily get a new mobile phone connection without proper verification of the details of the subscriber, has added to the threat of this potential misuse. Unverified SIM cards pose a serious threat to country’s security as they are routinely used in criminal and terrorist activities.



B.



BECAUSE in February 2016, the number of mobile phone subscribers is about 105 crores. Out of these, about 5.25 crore mobile phone subscribers are still unverified, which poses a grave security risk.



C.



BECAUSE mobile phones with fake identities or unverified subscribers have been used several times in the past for committing crimes, including terrorist
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27 activities, bank frauds, examination frauds and various other types of crimes. Unverified mobile phones can potentially be used for many types of criminal activities, adversely affecting the national security, public order and general law & order situation in the country. D.



BECAUSE DoT has itself issued guidelines, from time to time, for utmost vigilance on the part of telecom operators while providing telephone connections and for ensuring implementation



of



100%



subscriber



verification.



However, these guidelines are being flouted with impunity which is obvious from the fact that as per the information received from TERM Cell of DoT, even as of today about 5% of the mobile phone subscribers are unverified, which is equivalent to about 5.25 crore unverified subscribers. E.



BECAUSE in the case of Avishek Goenka v. Union of India, (2012) 5 SCC 275, this Hon’ble Court has taken notice of the grave issue of non-observance of norms / regulations / guidelines related to proper and effective subscriber verification by various service providers. The said case was disposed of by this Hon’ble Court by directing the constitution of a Joint Expert Committee consisting of two experts from TRAI and two experts from DoT to be chaired by the Secretary, Ministry of Communications



and



Information



Technology,



Government of India and it was further directed that this Committee shall discuss and resolve certain issues, inter alia, including issues relating to verification of identity and address of the subscribers of mobile phones. However, it is submitted that, in spite of the directions given by this
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28 Hon’ble Court in the aforesaid case, there is no improvement in the compliance of the instructions given to ensure full verification of the mobile phone subscribers and the percentage of defective or non-compliant Customer Acquisition Forms (CAFs) for the mobile phone subscribers still continues to be in the range of about 5%.



F.



BECAUSE in its report No. 17 of 2014, it was observed by the Comptroller and Auditor General of India (CAG) that despite 7 years of initiating the process for verification of subscribers, the concern of national security, i.e., 100% subscriber verification could not be achieved by the service providers due to ineffective monitoring and weak control by DoT Hqrs and the TERM Cells. It was also observed by CAG that, further, as DoT had restricted its audit checks to 0.1 per cent of the total subscribers of each service provider, large number of the non-compliant CAFs went undetected and the penalty amounting to ₹ 2116.95 crore remained unpaid by seven Telecom Service Providers. This report further showed that about 5% of the CAFs (Customer Acquisition Forms) in respect of working phone connections were defective or non-compliant.



G.



BECAUSE Article 21 of the Constitution guarantees the most important fundamental rights to all persons, laying down: “No person shall be deprived of his life or personal liberty except according to procedure established by law.” It is submitted that it is the duty of the State to protect the life and liberty of the citizens. This duty includes maintenance of public order, maintenance of law & order, and ensuring national security. This duty
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29 also includes protecting the citizens from various types of offence, including terrorist activities. It is pertinent to submit that in the case of State of W.B. v. Committee for Protection of Democratic Rights, (2010) 3 SCC 571 : AIR 2010 SC 1476, a Constitution Bench of this Hon’ble Court has held that Article 21 of the Constitution, in its broad application, not only takes within its fold enforcement of the rights of an accused but also the rights of the victim. H.



BECAUSE recently the Parliament has enacted the Aadhaar (Targeted Delivery of Financial and Other Subsidies, Benefits and Services) Act, 2016, and as per Section 4(3) of this Act Aadhaar number may now be legally accepted as proof of identity of the Aadhaar number holder for any purpose. Aadhaar number of any individual is a unique identification number and cannot be duplicated since it is based on unique “biometric information”. It is pertinent to submit that as of June 2016, the total number of Aadhaar Cards issued in India is 102,47,71,134 (i.e., about 102 crore). In fact, as on 15.06.2016, about 96% of the adult population in India has already been enrolled for Aadhaar number. Moreover, about 1 crore people are being enrolled more every month. Therefore, in the near future, almost the full adult population is likely to be enrolled. Accordingly, if Aadhaar number is made compulsory for acquiring a mobile phone number, then that may serve as a perfect verification of the identity of the individual concerned. Though the existing Customer Acquisition Form (CAF) for getting a mobile phone number already has a column for providing Aadhaar number of the subscriber, at



WWW.LIVELAW.IN



30 present, it is only optional and not binding. It is submitted that providing Aadhaar number in CAFs deserves to made compulsory for getting a new mobile phone number. This is necessary in the interests of national security. I.



BECAUSE that it is fit and proper in the circumstances of the matter that this Hon’ble Court issues appropriate writs / directions to the respondents herein to ensure that 100% verification is done for the mobile phone subscribers (including for the existing mobile phone subscribers), in the interest of national security and for maintaining public order in the society, and also in order to protect the fundamental rights guaranteed to the citizens under Articles 21 and 14 of the Constitution.



30.



It is submitted that the Petitioner has not filed any other petition before this Hon’ble Court or in any High Court on the subject matter of the present petition. To the best of petitioner’s knowledge, no other similar petition is pending before this Hon’ble Court. Previously, a somewhat similar petition vide W.P. (C) No. 285 of 2010 was filed by one Shri Avishek Goenka (not connected with petitioner), which was disposed of by this Hon’ble Court vide its order dated 27.04.2012, which is reported vide Avishek Goenka v. Union of India, (2012) 5 SCC 275, and details of which have been provided in para 12 above.



31.



It is further submitted that the Petitioner Society has no other equally efficacious alternative remedy than to approach this Hon’ble Court by way of this Writ Petition in view of the fact that the issue raised in this case relates to the national security and the problem of unverified mobile phone subscribers is prevalent throughout the country.
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31 32.



The information mentioned above in the petition has mostly been collected through RTI queries or research, and/or is available in public domain. PRAYER



33.



In the above facts and circumstances, it is most respectfully prayed that this Hon’ble Court may graciously be pleased to: (a)



Issue an appropriate writ, order or direction, directing that – i)



The mobile phone subscriber verification guidelines be appropriately modified to ensure that in actual practice there is 100% verification of the subscribers, their identity, their addresses, and that no fake or unverified identities should be accepted for subscription of mobile phones, and that existing mobile phone subscribers be re-verified in such a manner as to leave no unverified subscriber;



ii)



The Aadhar Card or such other biometric identification may be made compulsory for verification of the mobile phone subscribers that can ensure 100% verification;



iii)



Till such time as the aforesaid mobile phone subscriber verification guidelines are not appropriately modified by the competent authority, this Hon’ble Court may be pleased to issue binding guidelines to ensure that there is 100% verification of the subscribers, their identity, their addresses, including on the basis of a mandatory Aadhaar number or other appropriate biometric identity, and that no fake or unverified



identities



should



be



accepted



for



subscription of mobile phones, as prayed for in prayer (a) (i) & (ii) above;
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32 (b)



Issue an appropriate writ, order or direction, directing that there should be strict implementation of subscriber verification



guidelines



and



physical



verification



be



compulsory in future and physical re-verification of existing subscriber base be conducted in a transparent manner.



(c)



Pass such other and further order or orders as this Hon'ble Court may deem fit and proper.



AND FOR THIS ACT OF KINDNESS THE PETITIONER AS IN DUTY BOUND SHALL EVER PRAY.



Drawn by:



Filed by:



Dr. Ashok Dhamija,



(Dr. Kailash Chand)



Advocate, Supreme Court.



Advocate on record for Petitioner.



NEW DELHI Drawn on



24.06.2016



Filed on



14.07.2016
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33 IN THE SUPREME COURT OF INDIA CIVIL ORIGINAL JURISDICTION WRIT PETITION (CIVIL) NO.



OF 2016



IN THE MATTER OF:



Lokniti Foundation



...PETITIONER VERSUS



UNION OF INDIA & ANR.



...RESPONDENTS



AFFIDAVIT



I, Sharad Goel, son of Shri Mool Chand Goel, aged 55 years, residing at House No. 77, Sector 15, Part 1, Gurgaon-122001, Haryana, having come to New Delhi, do hereby solemnly affirm and state as under:



1.



That I am the Secretary of the Petitioner Society in the present matter and being fully conversant with the facts and circumstances of the case, I am competent to affirm this Affidavit.



2.



That I have read the contents of the Synopsis and the List of Dates (at page nos. B



to K ), and the Writ Petition (paras 1



to 33, at page nos. 1



to 32 ), and understood the contents



of the same. The facts mentioned therein are true to the best of my knowledge and belief. The Writ Petition and the List of Dates have been drafted by my Counsel on my instructions.



3.



That the Annexures filed along with the Writ Petition are true copies of their respective originals.
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34 4.



That the Petitioner has not filed any other petition before this Hon'ble Court or any other Court for the same relief.



5.



That the Petitioner being a registered society, is a non-profit organisation. There is no personal interest, private motive or oblique reason of the petitioner in filing the present petition, which is filed in public interest for the benefit of general public.



DEPONENT



VERIFICATION: I, the above-named deponent do hereby verify that the contents of the above Affidavit are true and correct to my knowledge and belief and no part of the above Affidavit is false and nothing material has been concealed therefrom.



Verified at New Delhi on this the 13th day of July, 2016.



DEPONENT
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35 APPENDIX Relevant provisions of Law



Telecom Regulatory Authority of India Act, 1997:



11.



Functions



of



Authority.—(1)



Notwithstanding



anything



contained in the Indian Telegraph Act, 1885 (13 of 1885), the functions of the Authority shall be to—



(a) make recommendations, either suo motu or on a request from the licensor, on the following matters, namely:— (i) need and timing for introduction of new service provider; (ii) terms and conditions of licence to a service provider; (iii) revocation of licence for non-compliance of terms and conditions of licence; (iv) measures to facilitate competition and promote efficiency in the operation of telecommunication services so as to facilitate growth in such services; (v) technological improvements in the services provided by the service providers; (vi) type of equipment to be used by the service providers after inspection of equipment used in the network; (vii) measures for the development of telecommunication technology



and



any



other



matter



relatable



telecommunication industry in general; (viii) efficient management of available spectrum;



(b) discharge the following functions, namely:— (i) ensure compliance of terms and conditions of licence;



to
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36 (ii) notwithstanding anything contained in the terms and conditions of the licence granted before the commencement of the Telecom Regulatory Authority of India (Amendment) Act, 2000, fix the terms and conditions of inter-connectivity between the service providers; (iii) ensure technical compatibility and effective inter-connection between different service providers; (iv) regulate arrangement amongst service providers of sharing their revenue derived from providing telecommunication services; (v) lay-down the standards of quality of service to be provided by the service providers and ensure the quality of service and conduct the periodical survey of such service provided by the service providers so as to protect interest of the consumers of telecommunication service; (vi) lay-down and ensure the time period for providing local and long distance circuits of telecommunication between different service providers; (vii) maintain register of inter-connect agreements and of all such other matters as may be provided in the regulations; (viii) keep register maintained under clause (vii) open for inspection to any member of public on payment of such fee and compliance of such other requirement as may be provided in the regulations; (ix)



ensure



effective



compliance



of



universal



service



obligations;



(c) levy fees and other charges at such rates and in respect of such services as may be determined by regulations;
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37 (d) perform such other functions including such administrative and financial functions as may entrusted to it by the Central Government or as may be necessary to carry out the provisions of this Act:



Provided that the recommendations of the Authority specified in clause (a) of this sub-section shall not be binding upon the Central Government:



Provided further that the Central Government shall seek the recommendations of the Authority in respect of matters specified in sub-clauses (i) and (ii) of clause (a) of this sub-section in respect of new licence to be issued to a service provider and the Authority shall forward its recommendations within a period of sixty days from the date on which that Government sought the recommendations:



Provided also that the Authority may request the Central Government to furnish such information or documents as may be necessary for the purpose of making recommendations under sub-clauses (i) and (ii) of clause (a) of this sub-section and that Government shall supply such information within a period of seven days from receipt of such request:



Provided also that the Central Government may issue a licence to a service provider if no recommendations are received from the Authority within the period specified in the second proviso or within such period as may be mutually agreed upon between the Central Government and the Authority:



Provided also that if the Central Government, having considered that recommendation of the Authority, comes to a prima facie conclusion that



such



recommendation



cannot



be



accepted



or



needs



modifications, it shall refer the recommendation back to the Authority for its reconsideration, and the Authority may, within fifteen days from
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38 the date of receipt of such reference, forward to the Central Government its recommendation after considering the reference made by that Government. After receipt of further recommendation if any, the Central Government shall take a final decision.



(2) Notwithstanding anything contained in the Indian Telegraph Act, 1885 (13 of 1885), the Authority may, from time to time, by order, notify in the Official Gazette the rates at which the telecommunication services within India and outside India shall be provided under this Act including the rates at which messages shall be transmitted to any country outside India:



Provided that the Authority may notify different rates for different persons or class of persons for similar telecommunication services and where different rates are fixed as aforesaid the Authority shall record the reasons therefor.



(3) While discharging its functions under sub-section (1), or subsection (2) the Authority shall not act against the interest of the sovereignty and integrity of India, the security of the State, friendly relations with foreign States, public order, decency or morality.



(4) The Authority shall ensure transparency while exercising its powers and discharging its functions.
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39 Aadhaar (Targeted Delivery of Financial and Other Subsidies, Benefits and Services) Act, 2016:



2. Definitions.- In this Act, unless the context otherwise requires,—



(a) “Aadhaar number” means an identification number issued to an individual under sub-section (3) of section 3;



(b) “Aadhaar number holder” means an individual who has been issued an Aadhaar number under this Act;



(c) “authentication” means the process by which the Aadhaar number alongwith demographic information or biometric information of an individual is submitted to the Central Identities Data Repository for its verification and such Repository verifies the correctness, or the lack thereof, on the basis of information available with it;



(d) “authentication record” means the record of the time of authentication and identity of the requesting entity and the response provided by the Authority thereto;



(e) “Authority” means the Unique Identification Authority of India established under sub-section (1) of section 11;



(f) “benefit” means any advantage, gift, reward, relief, or payment, in cash or kind, provided to an individual or a group of individuals and includes such other benefits as may be notified by the Central Government;
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40 (g) “biometric information” means photograph, finger print, Iris scan, or such other biological attributes of an individual as may be specified by regulations;



(h) “Central Identities Data Repository” means a centralised database in one or more locations containing all Aadhaar numbers issued to Aadhaar number holders along with the corresponding demographic information and biometric information of such individuals and other information related thereto;



(i) “Chairperson” means the Chairperson of the Authority appointed under section 12;



(j) “core biometric information” means finger print, Iris scan, or such other biological attribute of an individual as may be specified by regulations;



(k) “demographic information” includes information relating to the name, date of birth, address and other relevant information of an individual, as may be specified by regulations for the purpose of issuing an Aadhaar number, but shall not include race, religion, caste, tribe, ethnicity, language, records of entitlement, income or medical history;



(l) “enrolling agency” means an agency appointed by the Authority or a Registrar, as the case may be, for collecting demographic and biometric information of individuals under this Act;



(m) “enrolment” means the process, as may be specified by regulations, to collect demographic and biometric information from individuals by the enrolling agencies for the purpose of issuing Aadhaar numbers to such individuals under this Act;
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41 (n) “identity information” in respect of an individual, includes his Aadhaar number, his biometric information and his demographic information;



(o) “Member” includes the Chairperson and Member of the Authority appointed under section 12;



(p) “notification” means a notification published in the Official Gazette and the expression “notified” with its cognate meanings and grammatical variations shall be construed accordingly;



(q) “prescribed” means prescribed by rules made by the Central Government under this Act;



(r) “records of entitlement” means records of benefits, subsidies or services provided to, or availed by, any individual under any programme;



(s) “Registrar” means any entity authorised or recognised by the Authority for the purpose of enrolling individuals under this Act;



(t) “regulations” means the regulations made by the Authority under this Act;



(u) “requesting entity” means an agency or person that submits the Aadhaar number, and demographic information or biometric information, of an individual to the Central Identities Data Repository for authentication;



(v) “resident” means an individual who has resided in India for a period or periods amounting in all to one hundred and eighty-two days or
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42 more in the twelve months immediately preceding the date of application for enrolment;



(w) “service” means any provision, facility, utility or any other assistance provided in any form to an individual or a group of individuals and includes such other services as may be notified by the Central Government;



(x) “subsidy” means any form of aid, support, grant, subvention, or appropriation, in cash or kind, to an individual or a group of individuals and includes such other subsidies as may be notified by the Central Government.



4. Properties of Aadhaar number.- (1) An Aadhaar number, issued to an individual shall not be re-assigned to any other individual.



(2) An Aadhaar number shall be a random number and bear no relation to the attributes or identity of the Aadhaar number holder.



(3) An Aadhaar number, in physical or electronic form subject to authentication and other conditions, as may be specified by regulations, may be accepted as proof of identity of the Aadhaar number holder for any purpose.



Explanation.— For the purposes of this sub-section, the expression “electronic form” shall have the same meaning as assigned to it in clause (r) of sub-section (1) of section 2 of the Information Technology Act, 2000. TRUE COPY
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