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Learn how to minimize the risks of the Web with this comprehensive guide. It covers browser vulnerabilities, privacy concerns, issues with Java, JavaScript, ActiveX, and plugins, digital certificates, cryptography, Web server security, blocking software, censorship technology, and relevant civil and criminal issues.
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Attacks on government Web sites, break-ins at Internet service providers, electronic credit card fraud, invasion of personal privacy by merchants as well as hackers - is this what the World Wide Web is really all about? Web Security & Commerce cuts through the hype and the front page stories. It tells you what the real risks are and explains how you can minimize them. Whether you're a casual (but concerned) Web surfer or a system administrator responsible for the security of a critical Web server, this book will tell you what you need to know. Entertaining as well as illuminating, it looks behind the headlines at the technologies, risks, and benefits of the Web. Whatever browser or server you are using, you and your system will benefit from this book. Topics include:



•



User safety - browser vulnerabilities (with an emphasis on Netscape Navigator and Microsoft Internet Explorer), privacy concerns, issues with Java, JavaScript, ActiveX, and plug-ins.



•



Digital certificates - what they are, how they assure identity in a networked environment, how certification authorities and server certificates work, and what code signing all about.



•



Cryptography - an overview of how encryption works on the Internet and how different algorithms and programs are being used today.



•



Web server security - detailed technical information about SSL (Secure Socket Layer), TLS (Transport Layer Security), host security, server access methods, and secure CGI/API programming.



•



Commerce and society - how digital payments work, what blocking software and censorship technology (e.g., PICS and RSACi) is about, and what civil and criminal issues you need to understand.



Securing Windows NT/2000 Servers for the Internet Preface In the early morning hours of Saturday, August 17, 1996, a computer system at the U.S. Department of Justice was attacked. The target of the attack was the Department of Justice's web server, www.usdoj.gov. The attackers compromised the server's security and modified its home page - adding swastikas, obscene pictures, and a diatribe against the Communications Decency Act (which, ironically, had recently been declared unconstitutional by a federal court in Philadelphia). The defaced web site was on the Internet for hours, until FBI technicians discovered the attack and pulled the plug. For the rest of the weekend, people trying to access the Department's home page saw nothing, because Justice didn't have a spare server. The defaced web server publicly embarrassed the Department of Justice on national radio, TV, and in the nation's newspapers. The Department later admitted that it had not paid much attention to the security of its web server because the server didn't contain any sensitive information. After all, the web server was simply filled with publicly available information about the Department itself; it didn't have sensitive information about ongoing investigations. By getting on the Web, the Department of Justice had taken advantage of a revolutionary new means of distributing information to the public - a system that lowers costs while simultaneously making information more useful and more accessible. But after the attack, it became painfully clear that the information on the web server didn't have to be secret to be sensitive. The web server was the Department's public face to the online world. Allowing it to be altered damaged the Department's credibility. It was not an isolated incident. On September 18, 1996, a group of Swedish hackers broke into the Central Intelligence Agency's web site (http://www.odci.gov/cia). The Agency's response was the same as the FBI's: pull the plug first and ask questions later. A few months later, when a similar incident resulted in modification of the U.S. Air Force's home page, the Department of Defense shut down all of its externally available web servers for several days while seeking to secure its servers and repair the damage. Then on Monday, March 3, 1997, a different kind of web threat reared its head. Paul Greene, a student at Worcester Polytechnic Institute, discovered that a specially written web page could trick Microsoft's Internet Explorer into executing practically any program with any input on a target computer. An attacker could use this bug to trash a victim's computer, infect it with a virus, or capture supposedly private information from the computer's hard drive. The bug effectively gave webmasters total control over any computer that visited a web site with Internet Explorer. Microsoft posted a fix to Greene's bug within 48 hours on its web site, demonstrating both the company's ability to respond and the web's effectiveness at distributing bug fixes. But before the end of the week, another flaw with the same potentially devastating effects had been discovered in Internet Explorer. And the problems weren't confined only to Microsoft: within a week, other researchers reported discovering a new bug in Sun Microsystem's Java environment used in Netscape Navigator.
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Securing Windows NT/2000 Servers for the Internet The Web: Promises and Threats The Department of Justice, the Air Force, and the CIA were lucky. Despite the public humiliation resulting from the break-ins, none of these organizations had sensitive information on their web servers. A few days later, the systems were up and running again - this time, we hope, with the security problems fixed. But things could have been very different. Microsoft and the millions of users of Internet Explorer were lucky too. Despite the fact that the Internet Explorer bug was widely publicized, there were no attacks resulting in widespread data loss. Instead of the heavy-handed intrusion, the anti-government hackers could have let their intrusion remain hidden and used the compromised computer as a base for attacking other government machines. Or they could have simply altered the pages a tiny bit - for example, changing phone numbers, fabricating embarrassing quotations, or even placing information on the web site that was potentially libelous or pointed to other altered pages. The attackers could have installed software for sniffing the organization's networks, helping them to break into other, even more sensitive machines. A few days before the break-in at www.usdoj.gov, the Massachusetts state government announced that drivers could now pay their speeding tickets and traffic violations over the World Wide Web. Simply jump to the Registry of Motor Vehicles' web site, click on a few links, and pay your speeding ticket with a credit card number. "We believe the public would rather be online than in line," said one state official. To accept credit cards safely over the Internet, the RMV web site uses a "secure" web server. Here, the word secure refers to the link between the web server and the web browser. It means that the web server implements certain cryptographic protocols so that when a person's credit card number is sent over the Internet, it is scrambled so the number cannot be intercepted along the way. But the web server operated by the Massachusetts Registry isn't necessarily more secure than the web server operated by the Department of Justice. Merely using cryptography to send credit card numbers over the Internet doesn't mean that the computer can't be broken into. And if the computer were compromised, the results could be far more damaging than a public relations embarrassment. Instead of altering web pages, the crooks could install software onto the server that would surreptitiously capture credit card numbers after they had been decrypted. The credit card numbers could be silently passed back to the outside and used for committing credit fraud. It could take months for credit card companies to discover the source of the credit card number theft. By then, the thieves could have moved on to other victims.1 Alternatively, the next time a web server is compromised, the attackers could simply plant violent HTML code that exploits the now well-known bugs in Netscape Navigator or Microsoft Internet Explorer. These stories illustrate both the promise and the danger of the World Wide Web. The promise is that the Web can dramatically lower costs to organizations for distributing information, products, and services. The danger is that the computers that make up the Web are vulnerable. They can and have been compromised. Even worse: the more things the Web is used for, the more value organizations put online, and the more people are using it, the more inviting targets all of these computers become. Security is the primary worry of companies that want to do business on the World Wide Web, according to a 1997 study of 400 information systems managers in the U.S. by Strategic Focus, Inc., a Milpitas, California, consulting firm, "For any kind of electronic commerce, security is a major concern and will continue to be for some time," said Jay Prakash, the firm's president, who found security to be an issue for 55 percent of the surveyed companies.
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We do not mean to imply that the Massachusetts site is not secure. We use it as a visible example of some of the potential risks from WWW-based applications. While it is true that credit card fraud takes place in restaurants and traditional mail order companies, Internet-based fraud offers dramatically new and powerful opportunities for crooks and villains. page 2



Securing Windows NT/2000 Servers for the Internet About This Book This is a book about World Wide Web security and commerce. In its pages, we will show you the threats facing people in the online world and ways of minimizing them. This book is written both for individuals who are using web browsers to access information on the Internet and organizations that are running web servers to make data and services available. It contains a general overview of Internet-based computer security issues, as well as many chapters on the new protocols and products that have been created to assist in the rapid commercialization of the World Wide Web. Topics in this book that will receive specific attention include:



•



The risks, threats, and benefits of the online world



•



How to control access to information on your web server



•



How to lessen the chances that your server will be broken into



•



Procedures that you should institute so that you can recover quickly if your server is compromised



•



What encryption is, and how you can use it to protect both your users and your system



•



Security issues arising from the use of Java, JavaScript, ActiveX, and Netscape plug-ins



•



Selected legal issues



This book covers the fundamentals of web security, but it is not designed to be a primer on computer security, operating systems, or the World Wide Web. For that, we recommend many of the other fine books published by O'Reilly & Associates, including Æleen Frisch's Essential System Administration, Chuck Musciano and Bill Kennedy's HTML: The Definitive Guide, Shishir Gundavaram's CGI Programming on the World Wide Web, Deborah Russell and G.T. Gangemi's Computer Security Basics, and finally our own book, Practical UNIX & Internet Security. An in-depth discussion of cryptography can be found in Bruce Schneier's Applied Cryptography (John Wiley & Sons).
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Securing Windows NT/2000 Servers for the Internet Chapter-by-Chapter This book is divided into seven parts; it includes 19 chapters and five appendixes: Part I describes the basics of computer security for computers connected to the Internet. Chapter 1 gives a brief history of the Web, introduces the terminology of web security, and provides some e xamples of the risks you will face doing business on the Web. Part II looks at the particular security risks that users of particular web browsers face. It provides information on the two current browsers used most frequently: Microsoft's Internet Explorer and Netscape Navigator. This part of the book is aimed at users. Chapter 2 explains the history of browsers and looks at the biggest security threat of all: careless and hasty implementation leading to faults. Chapter 3 looks at the specific security risks that can result from Java and JavaScript. Chapter 4 looks at the serious dangers of running arbitrary code on your computer. Chapter 5 looks at the questions of online privacy, cookies, and the disclosure of secrets. Part III explains what digital certificates are and how they are used to establish identity and trust on the Web. Chapter 6 explains how cryptography is used to assure identity in a networked environment. Chapter 7 gives a hands-on view of the particular kinds of digital certificates that are used to establish the identity of web servers. Chapter 8 discusses the pros and cons of digital certificates that are used to establish the identity of users on the World Wide Web. Chapter 9 explains how digital certificates can be used to sign executable programs and how those signatures are verified.
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Securing Windows NT/2000 Servers for the Internet Part IV gives an overview of cryptography and discusses how it pertains to the Web today. This part is especially useful to individuals and organizations interested in publishing and doing business on the World Wide Web. Chapter 10 discusses the role of encryption and message digests. Chapter 11 discusses the role of encryption on the Internet. Chapter 12 is a general overview of the Secure Socket Layer and Transport Layer Security protocols. Part V explores techniques for securing web servers. Chapter 13 contains information about basic UNIX and Windows NT security2 as well as physical security. Chapter 14 discusses how you can restrict information on a web server to particular users by access control systems built into web servers. Chapter 15 discusses security issues when writing CGI scripts and taking advantage of web server APIs. Part VI takes a look at the critical issues involving money and society on the World Wide Web. This part of the book is of general interest. Chapter 16 looks at credit cards, digital cash, and other ways of paying for things online. Chapter 17 examines at technologies that are used for controlling access to the Internet by children and people living in totalitarian countries. Chapter 18 looks at a number of civil concerns involved with publishing information on the World Wide Web. Chapter 19 continues our survey of legal issues by looking at criminal problems that can arise from web content.



2



The majority of current WWW servers seem to be running on these two operating systems, and both configurations present significant challenges to security. page 5



Securing Windows NT/2000 Servers for the Internet Part VII contains summary and technical information. Appendix A is a personal account of creating and running an Internet service provider and trying to ensure its security. Appendix B shows the installation of the Apache-SSL web server and the certificate procurement and installation process. Although the specific technical information contained in this chapter may be obsolete by the time this book is printed, the procedure illustrates the process that must be followed for most web servers in use. Appendix C is a technical walk through the details of the SSL 3.0 protocol. It includes sample code for creating a SSL (Secure Socket Layer) client and server and information on SSLeay. Appendix D is a technical walkthrough of the details of the PICS standard. Appendix E tells you where you can go for more information. It covers both electronic and paper sources. We have tried to keep it short so that it will be approachable.
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Securing Windows NT/2000 Servers for the Internet What You Should Know Web security is a complex topic that touches on many aspects of traditional computer security, computer architectures, system design, software engineering, Internet technology, mathematics, and the law. To keep the size of this book under control, we have focused on conveying information and techniques that will not readily be found elsewhere. To get the most out of this book, you should already be familiar with the operation and management of a networked computer. You should know how to connect your computer to the Internet; how to obtain, install, and maintain computer software; and how to perform routine system management tasks, such as backups. You should have a working knowledge of the World Wide Web, and you should know how to install and maintain your organization's web server. That is not to say that this is a book written solely for "propeller-heads" and security geeks. Great effort has been taken to make this book useful for people who have a working familiarity with computers and the web, but are not familiar with the nitty-gritty details of computer security. That's why we have the introductory chapters on cryptography and SSL.
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Securing Windows NT/2000 Servers for the Internet Web Software Covered by This Book A major difficulty in writing a book on web security is that the field is moving incredibly quickly. While we were working on this book, Netscape released three generations of web servers and browsers; Microsoft released its Internet Explorer 3.0 web browser and previewed its 4.0 browser; and WebTV Networks released a set-top box that allows people to surf the web without a PC and was eventually bought by Microsoft. At least three "secure" web servers were announced and released during that time period as well. It is extremely difficult to track the field of web security, and it is impossible to do so in a printed publication such as this. So instead of providing detailed technical information regarding the installation and configuration of particular software that is sure to become obsolete shortly after the publication of this volume, we have instead written about concepts and techniques that should be generally applicable for many years to come. In writing this book, we used a wide variety of software. Examples in this book are drawn from these web servers: Apache-SSL/Stronghold Apache-SSL is a cryptographically enabled web server that runs on a variety of UNIX operating systems. It is freely available worldwide (although its use may be restricted by local laws), and it supports military-grade 128-bit encryption. Because Apache-SSL uses a variety of patented technologies, Apache-SSL must be licensed for commercial use within the United States. Community ConneXion sells a properly licensed version of this server called Stronghold. Microsoft Internet Information Server IIS is Microsoft's cryptographically enabled web server that is bundled with the Windows NT Server operating system. Netscape FastTrack Server The Netscape FastTrack server is a low-cost cryptographically enabled web server manufactured by Netscape Communications, Inc. Two versions of the FastTrack server are available: a U.S. version that includes 128-bit encryption and an export version that supports encryption with 40 bits of secret key. WebStar Pro WebStar Pro is a web server that runs on the Apple MacOS operating system. Originally based on the popular MacHTTP web server, WebStar Pro includes a cryptographic module. It is sold today by Star Nine Technologies, a division of Quarterdeck. WebSite Pro WebSite Pro is a cryptographically enabled web server that runs on the Windows 95 and Windows NT operating systems. WebSite Pro is sold by O'Reilly & Associates. The following web browsers were used in the creation of this book: Netscape Navigator Netscape Navigator is the web browser that ignited the commercialization of the Internet. Versions 1, 2, 3, and 4 were used in the preparation of this book. Microsoft Internet Explorer The Microsoft Internet Explorer is a cryptographically enabled web browser that is deeply interconnected with the Microsoft Windows 95 operating system. Versions 3 and 4 were used in the preparation of this book. Spry Real Mosaic Spry's Real Mosaic web browser is a descendant of the original Mosaic browser. The browser engine is widely licensed by other companies, including Microsoft and WebTV Networks.
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Securing Windows NT/2000 Servers for the Internet Why Another Book on Computer Security? In June 1991, O'Reilly & Associates published our first book, Practical UNIX Security. The book was 450 pages and contained state-of-the-art information for securing UNIX computers on the Internet. Five years later, we published the revised edition of our book, now entitled Practical UNIX & Internet Security. During the intervening years, the field of computer security had grown substantially. Not surprisingly, so had our page count. The new volume was 1000 pages long. Some people joked that the second edition was so big and took so long to read that its most likely use in the field of computer security was that of a weapon - if anybody tried to break into your computer, simply hit them on the head with the corner of the three-pound opus. It would stop them cold. Perhaps. For the serious computer security administrator, 1000 detailed pages on running secure UNIX and Internet servers is a godsend. Unfortunately, much of the information in the book is simply not relevant for the administer who is seeking to manage a small web site securely. At the same time, the book misses key elements that are useful and important to the web administrator - technology developed in the year following the book's publication. Moreover, our 1996 book focuses on UNIX servers; not every site uses UNIX, and not every person is a system administrator. Clearly, there is a need for a book that would give time-pressed computer users and system managers the "skinny" on what they need to know about using the Web securely. Likewise, there is a need for a new book that covers the newest developments in web security: SSL encryption, client-side digital signature certificates, special issues pertaining to electronic commerce. This is that book.
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Securing Windows NT/2000 Servers for the Internet Conventions Used in This Book The following conventions are used in this book: Italic is used for file and directory names and for URLs. It is also used to emphasize new terms and concepts when they are introduced. Constant Width is used for code examples and any system output.



Constant Width Italic is used in examples for variable input or output (e.g., a filename). Constant Width Bold is used in examples for user input. Strike-through is used in examples to show input typed by the user that is not echoed by the computer. This is mainly used for passwords and passphrases that are typed. CTRL-X or ^X indicates the use of control characters. It means hold down the CONTROL key while typing the character "X." All command examples are followed by RETURN unless otherwise indicated.
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Securing Windows NT/2000 Servers for the Internet Comments and Questions We have tested and verified all of the information in this book to the best of our ability, but you may find that features have changed, typos have crept in, or that we have made a mistake. Please let us know about what you find, as well as your suggestions for future editions, by contacting: O'Reilly & Associates, Inc. 101 Morris Street Sebastopol, CA 95472 1-800-998-9938 (in the U.S. or Canada) 1-707-829-0515 (international/local) 1-707-829-0104 (FAX) You can also send us messages electronically. To be put on the mailing list or request a catalog, send email to: [email protected] To ask technical questions or comment on the book, send email to: [email protected] We have a web site for the book, where we'll list examples, errata, and any plans for future editions. You can access this page at: http://www.oreilly.com/catalog/websec For more information about this book and others, see the O'Reilly web site: http://www.oreilly.com
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Securing Windows NT/2000 Servers for the Internet Part I: Introduction This part of the book introduces the basics of web security. It is intended for people who are responsible for maintaining computers connected to the Internet and for building web sites. Chapter 1 briefly describes the threats to computers placed on the Internet, how to defend against those threats, and how to control access to information stored on web servers.
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Securing Windows NT/2000 Servers for the Internet Chapter 1. The Web Security Landscape In this chapter, we'll look at the basics of web security. We'll discuss the risks of running a web server on the Internet and give you a framework for understanding how to defend against those risks. We'll also look at the hype surrounding web security, analyze what companies (probably) mean when they use the phrase "secure web server," and discuss overall strategies for reducing the risks of operating a site and publishing information on the World Wide Web.



1.1 Web Security in a Nutshell In the book Practical UNIX & Internet Security, we gave a simple definition of computer security: A computer is secure if you can depend on it and its software to behave as you expect. Using this definition, web security is a set of procedures, practices, and technologies for protecting web servers, web users, and their surrounding organizations. Security protects you against unexpected behavior. Why should web security require special attention apart from the general subject of computer and Internet security? Because the Web is changing many of the assumptions that people have historically made about computer security and publishing:



•



The Internet is a two-way network. As the Internet makes it possible for web servers to publish information to millions of users, it also makes it possible for computer hackers, crackers, criminals, vandals, and other "bad guys" to break into the very computers on which the web servers are running. Those risks don't exist in most other publishing environments, such as newspapers, magazines, or even "electronic" publishing systems involving teletext, voice-response, and fax-back.



•



The World Wide Web is increasingly being used by corporations and governments to distribute important information and conduct business transactions. Reputations can be damaged and money can be lost if web servers are subverted.



•



Although the Web is easy to use, web servers and browsers are exceedingly complicated pieces of software, with many potential security flaws. Many times in the past, new features have been added without proper attention being paid to their security impact. Thus, properly installed software may still pose security threats.



•



Once subverted, web browsers and servers can be used by attackers as a launching point for conducting further attacks against users and organizations.



•



Unsophisticated users will be (and are) common users of WWW-based services. The current generation of software calls upon users to make security-relevant decisions on a daily basis, yet users are not given enough information to make informed choices.



•



It is considerably more expensive and more time-consuming to recover from a security incident than to take preventative measures ahead of time.



1.1.1 Why Worry about Web Security? The World Wide Web is the fastest growing part of the Internet. Increasingly, it is also the part of the Internet that is most vulnerable to attack. Web servers make an attractive target for attackers for many reasons: Publicity Web servers are an organization's public face to the Internet and the electronic world. A successful attack on a web server is a public event that may be seen by hundreds of thousands of people within a matter of hours. Attacks can be mounted for ideological or financial reasons; alternatively, they can simply be random acts of vandalism. Commerce Many web servers are involved with commerce and money. Indeed, the cryptographic protocols built into Netscape Navigator and other browsers were originally placed there to allow users to send credit card numbers over the Internet without fear of compromise. Web servers have thus become a repository for sensitive financial information, making them an attractive target for attackers. Of course, the commercial services on these servers also make them targets of interest.
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Securing Windows NT/2000 Servers for the Internet Proprietary information Organizations are using web technology as an easy way to distribute information both internally, to their own members, and externally, to partners around the world. This proprietary information is a target for competitors and enemies. Network access Because they are used by people both inside and outside an organization, web servers effectively bridge an organization's internal and external networks. Their position of privileged network connectivity makes web servers an ideal target for attack, as a compromised web server may be used to further attack computers within an organization. Unfortunately, the power of web technology makes web servers and browsers especially vulnerable to attack as well: Server extensibility By their very nature, web servers are designed to be extensible. This extensibility makes it possible to connect web servers with databases, legacy systems, and other programs running on an organization's network. If not properly implemented, modules that are added to a web server can compromise the security of the entire system. Browser extensibility In the same manner that servers can be extended, so can web clients. Today, technologies such as ActiveX, Java, JavaScript, VBScript, and helper applications can enrich the web experience with many new features that are not possible with the HTML language alone. Unfortunately, these technologies can also be subverted and employed against the browser's user - often without the user's knowledge. Disruption of service Because web technology is based on the TCP/IP family of protocols, it is subject to disruption of service: either accidentally or intentionally through denial-of-service attacks. People who use this technology must be aware of its failings and prepare for significant service disruptions. Complicated support Web browsers require external services such as DNS (Domain Name Service) and IP (Internet Protocol) routing to function properly. The robustness and dependability of those services may not be known and can be vulnerable to bugs, accidents, and subversion. Subverting a lower-level service can result in problems for the browsers as well. Pace of development The explosive growth of WWW and electronic commerce has been driven by (and drives) a frenetic pace of innovation and development. Vendors are releasing new software features and platforms, often with minimal (or no) consideration given to proper testing, design, or security. Market forces pressure users to adopt these new versions with new features to stay competitive. However, new software may not be compatible with old features or may contain new vulnerabilities unknown to the general population. The solution to these problems is not to forsake web technology but to embrace both the limitations and the appropriate security measures. However, it is also important to understand the limits of any system and to plan accordingly for failure and accident.
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Securing Windows NT/2000 Servers for the Internet 1.1.2 Terminology This book assumes that you are familiar with the basics of the Internet and the World Wide Web. However, because a variety of different terms have been used by authors to denote more or less the same systems, this section will briefly elucidate the terms used in this book. A computer network is a collection of computers that are physically and logically connected together to exchange information. A Local Area Network, or LAN, is a network in which all of the computers are physically connected to short (up to a few hundred meters) segments of Ethernet, or token ring, or are connected to the same network hub. A Wide Area Network, or WAN, is a network in which the computers are separated by considerable distance, usually miles, sometimes thousands of miles. An internetwork is a network of computer networks. The largest internetwork in the world today is the Internet, which has existed in some form since the early 1970s and is based on the IP (Internet Protocol) suite. Information that travels over the Internet is divided into compact pieces called packets . The way that data is divided up and reassembled is specified by the Internet Protocol. User information can be sent in streams using the Transmission Control Protocol (TCP/IP) or as a series of packets using the User Datagram Protocol (UDP). Other protocols are used for sending control information. Computers can be connected to one or more networks. Computers that are connected to at least one network are called hosts . A computer that is connected to more than one network is called a multi-homed host . If the computer can automatically transmit packets from one network to another, it is called a gateway . A gateway that examines packets and determines which network to send them to next is functioning as a router . A computer can also act as a repeater, by forwarding every packet appearing on one network to another, or as a bridge, in which the only packets forwarded are those that need to be. Firewalls are special kinds of computers that are connected to two networks but selectively forward information. There are fundamentally two kinds of firewalls. A packet-filtering firewall decides packet-by-packet whether a packet should be copied from one network to another. Firewalls can also be built from application-level proxies, which operate at a higher level. Because they can exercise precise control over what information is passed between two networks, firewalls are thought to improve computer security.3 Most Internet services are based on the client/server model. Under this model, one program requests service from another program. Both programs can be running on the same computer or, as is more often the case, on different computers. The program making the request is called the client; the program that responds to the request is called the server. Often, the words "client" and "server" are used to describe the computers as well, although this terminology is technically incorrect. Most client software tends to be run on personal computers, such as machines running the Windows 95 or MacOS operating system. Most server software tends to run on computers running the UNIX or Windows NT operating system. But these operating system distinctions are not too useful because both network clients and servers are available for all kinds of operating systems. The World Wide Web was invented in 1990 by Tim Berners-Lee while at the Swiss-based European Laboratory for Particle Physics (CERN). The Web was envisioned as a way of publishing physics papers on the Internet without requiring that physicists go through the laborious process of downloading a file and printing it out. Developed on NeXT computers, the Web didn't really gain popularity until a team at the University of Illinois at Champaign-Urbana wrote a web browser called Mosaic for the Macintosh and Windows operating systems. Jim Clark, a successful Silicon Valley businessman, realized the commercial potential for the new technology and started a company called Mosaic Communications to commercialize it. Clark asked Mark Andreessen, head of the original Mosaic development team, to join him. The company created a web browser called Mozilla, but soon renamed Netscape. Soon Clark's company was renamed Netscape Communications and the web browser was renamed Netscape Navigator. Information is displayed on the World Wide Web as a series of pages . Web pages are written in the HyperText Markup Language (HTML). The pages themselves are usually stored on dedicated computers called web servers. The term web server is used interchangeably to describe the computer on which the web pages reside and the program on that computer that receives network requests and transmits HTML files in response. Web pages are requested and received using messages formatted according to the HyperText Transport Protocol (HTTP).



3



Firewall construction is difficult to get right. Furthermore, organizations often forget about internal security after a firewall is installed. Thus, many firewalls only provide the illusion of better security, and some organizations may actually be less secure after a firewall is installed. page 16



Securing Windows NT/2000 Servers for the Internet Besides transmitting a file, a web server can run a program in response to an incoming web request. Originally, these programs were invoked using the Common Gateway Interface (CGI). Although CGI makes it simple to have a web server perform a complicated operation, such as performing a database lookup, it is not efficient because it requires that a separate program be started for each incoming web request. A more efficient technique is to have the web server itself perform the external operation. A variety of Application Programmer Interfaces (APIs), such as the Netscape API (NSAPI), are now available to support this function. The computer that hosts the web server may run other programs, such as mail servers, news servers, or DNS servers. They may even support interactive logins, although this is not a good idea from a security point of view. Web technology was originally built for deployment on the worldwide Internet. Between 1995 and 1996, companies including Netscape realized that a much larger market for their products - at least initially - was companies that wanted to use the Web for publishing information and making services available for their own employees. These organizational networks that are cut off from the outside world are called intranets , a term that reflects the fact that they are intended to be used within an organization, rather than between organizations. A virus is a malicious computer program that makes copies of itself and attaches those copies to other programs. A worm is similar to a virus, except that it sends copies of itself to other computers, where they run as standalone programs. A Trojan horse is a program that appears to have one ubiquitous function, but actually has a hidden malicious function. For instance, a program that claims to be an address book, but actually reformats your hard drive when you run it, is a kind of Trojan horse. 1.1.3 What's a "Secure Web Server" Anyway? In recent years, the phrase "secure web server" has come to mean different things to different people:



•



For the software vendors that sell them, a secure web server is a program that implements certain cryptographic protocols, so that information transferred between a web server and a web browser cannot be eavesdropped upon.



•



For users, a secure web server is one that will safeguard any personal information that is received or collected. It's one that supports their privacy and won't subvert their browser to download viruses or other rogue programs onto their computer.



•



For a company that runs one, a secure web server is resistant to a determined attack over the Internet or from corporate insiders.



A secure web server is all of these things, and more. It's a server that is reliable. It's a server that is mirrored or backed up, so in the event of a hardware or software failure it can be reconstituted quickly. It's a server that is expandable, so that it can adequately service large amounts of traffic. Unfortunately, when vendors use the phrase "secure web server," they almost always are referring to a World Wide Web server that implements certain cryptographic protocols. These protocols allow web browsers and servers to exchange information without the risk of eavesdropping by parties with access to the messages in between. Such encryption is widely regarded as a prerequisite for commerce on the Internet. As we'll see in this book, while cryptographic protocols are certainly useful for protecting information that is sent over the Internet from eavesdropping, they are not strictly necessary for web security, nor are they sufficient to ensure it. That's why we'll use the term cryptographically enabled web server, rather than "secure web server," to describe a web server that implements the cryptographic protocols. To understand this distinction, consider an analogy that Gene Spafford has been using for the last few years: "Secure" web servers are the equivalent of heavy armored cars. The problem is, they are being used to transfer rolls of coins and checks written in crayon by people on park benches to merchants doing business in cardboard boxes from beneath highway bridges. Further, the roads are subject to random detours, anyone with a screwdriver can control the traffic lights, and there are no police. As we'll see, web security requires far more than protection against simple eavesdropping.
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Securing Windows NT/2000 Servers for the Internet 1.2 The Web Security Problem The web security problem consists of three major parts:



•



Securing the web server and the data that is on it. You need to be sure that the server can continue its operation, the information on the server is not modified without authorization, and the information is only distributed to those individuals to whom you want it to be distributed.



•



Securing information that travels between the web server and the user. You would like to assure that information the user supplies to the web server (usernames, passwords, financial information, etc.) cannot be read, modified, or destroyed by others. Many network technologies are especially susceptible to eavesdropping, because information is broadcast to every computer that is on the local area network.



•



Securing the user's own computer. You would like to have a way of assuring users that information, data, or programs downloaded to their systems will not cause damage - otherwise, they will be reluctant to use the service. You would also like to have a way of assuring that information downloaded is controlled thereafter, in accordance with the user's license agreement and/or copyright.



Along with all of these considerations, we may also have other requirements. For instance, in some cases, we have the challenges of:



•



Verifying the identity of the user to the server



•



Verifying the identity of the server to the user



•



Ensuring that messages get passed between client and server in a timely fashion, reliably, and without replay



•



Logging and auditing information about the transaction for purposes of billing, conflict resolution, "nonrepudiation," and investigation of misuse



•



Balancing the load among multiple servers



To properly address these concerns requires the interaction of several of our three main components, along with the underlying network and OS fabric. 1.2.1 Securing the Web Server Securing the web server is a two-part proposition. First, the computer itself must be secured using traditional computer security techniques. These techniques assure that authorized users of the system have the capabilities to do their own work and only those capabilities. Thus, we may want to authorize anonymous users to read the contents of our main web page, but we do not want them to have the ability to shut down the computer or alter the system accounting files. These traditional techniques also assure that people on the Internet who are not authorized users of the system cannot break into it and gain control. Chapter 13, presents an overview of several generic techniques; the references in Appendix E, contain many more. Server security is complicated when a computer is used both as a traditional time-sharing computer and as a web server. This is because the web server can be used to exploit bugs in the host security, and failings in host security can be used to probe for problems with the web server. For example, a poorly written CGI script may make it possible to change a web server's configuration file, which can then be modified so that the web server runs with excess privileges. By using a host security flaw, an attacker could then create a privileged CGI script that would lead to granting the attacker full access to the entire computer system. Thus, one of the best strategies for improving a web server's security is to minimize the number of services provided by the host on which the web server is running. If you need to provide both a mail server and a web server, your best bet is to put them on different computers. Another good strategy for securing the information on the web server is to restrict access to the web server. The server should be located in a secure facility, so that unauthorized people do not have physical access to the equipment. You should limit the number of users who have the ability to log into the computer. The server should be used only for your single application: otherwise, people who have access to the server might obtain access to your information. And you should make sure that people who access the server for administrative purposes do so using secure means such as Kerberized Telnet, SecureID, S/Key, or ssh.
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Securing Windows NT/2000 Servers for the Internet 1.2.2 Securing Information in Transit Much of the attention that has been paid to web security has involved the problem of protecting information from unauthorized interception as it travels over the Internet. There are many ways to protect information from eavesdropping as it travels through a network:



•



Physically secure the network, so that eavesdropping is impossible.



•



Hide the information that you wish to secure within information that appears innocuous.



•



Encrypt the information so that it cannot be decoded by any party who is not in possession of the proper key.



Of these techniques, encryption is the only one that is practical. Physically securing the Internet is impossible. Information hiding only works if the people you are hiding it from do not know how it is hidden. One of Netscape Communication's early innovations was its Secure Socket Layer (SSL), a system for automatically encrypting information as it is sent over the Internet and decrypting it before it is used. SSL is an important part of web security, but it is only one component. Ironically, even though SSL was originally developed to allow the transmission of information such as credit card numbers over the Internet, new protocols may allow those kinds of financially oriented transmissions to be conducted more simply and more securely. Meanwhile, technologies such as digital certificates are eliminating the need to use SSL's cryptographic channel for sending usernames and passwords. The real promise of SSL, then, may be for providing secure administrative access to web servers and for allowing businesses to transmit proprietary information over public networks. Current implementations of SSL in the U.S. provide two levels of security: export-grade and domestic. These two levels are a direct result of U.S. government restrictions on the export of cryptographic technology. Export-grade security protects data against casual eavesdropping, but cannot resist a determined attack. For instance, a relative novice with a single Pentium computer can forcibly decrypt an export-grade SSL message in less than one year4 using a brute force search (trying every possible encryption key). Domestic-grade security is much stronger: for practical purposes, messages encrypted with SSL's typical domestic-grade encryption should resist brute force attempts at decryption for at least 10 years, and should possibly be secure for 30 years or longer.5 Unfortunately, most versions of Netscape Navigator in circulation provide only for export-grade security, not domestic. Another risk to information in transit is a denial-of-service attack resulting from a disruption in the network. A denial of service can result from a physical event, such as a fiber cut, or a logical event, such as a bug in the Internet routing tables. Or it can result from a sustained attack against your servers from attackers on the Internet: the attacker might try bombarding your web server with thousands of requests every second, preventing legitimate requests from getting through. Today there is no practical way to defend against denial-of-service attacks (described further in Chapter 3), although redundancy and backup systems can help to minimize their impact. Ultimately, it will take effective use of the legal system to pursue and prosecute attackers to make these attacks less frequent.



4



5



Therefore, someone with access to a typical university computing lab or commercial workstation workgroup can break a key in as little as a matter of hours. A modest investment in hardware and software beyond that further reduces the time to less than a few hundred seconds. Although 128-bit symmetric encryption key used in an SSL transaction is likely to be uncrackable for thousands of years, advances in factoring and computer speed will make the 1024-bit public key used to encrypt the 128-bit key vulnerable over time. page 19



Securing Windows NT/2000 Servers for the Internet 1.2.3 Securing the User's Computer Security flaws in web browsers have been front-page news. Magazines print horror stories of people who downloaded computer viruses and other rogue programs from the Internet. As a result of these accounts in the media, users are increasingly cautious of the Web. Caution should increase in coming years as web-based computers are increasingly used for financial transactions. Attacks are already starting to appear. As this book went to press, the Chaos Computer Club demonstrated an ActiveX component written in Visual Basic that could initiate electronic funds transfers using Quicken. In another story, a U.S. court served a restraining order against a web site that gave users access to "free" pornography, provided that the user download and run a special "viewer." Unknown to the user, the viewer program disconnected the user's computer from the user's local Internet service provider and placed a long-distance phone call to Eastern Europe. It is not difficult to imagine a computer virus that remains dormant until a user types in the password to unlock an electronic wallet, then silently copies the user's credit card numbers and payment information over the Internet to an undisclosed location. Although simple HTML and image files by themselves pose no direct threat to users (beyond the legal problems that might arise from the content of the files), they also limit the possibilities for interaction in the web-based experience. That's why companies developing web technology are promoting technologies such as JavaScript, Java, ActiveX, and plug-in technology. These programming languages and environments give developers a way to bring web pages "alive" and create new kinds of applications that aren't possible with simple HTML forms. The added power of these active systems has also created added dangers. Following their introduction, there were repeated security problems publicized with JavaScript, Java, and ActiveX. We expect that these technologies will increasingly be looked at with suspicion as time goes on. The same is true of plug-ins for Netscape Navigator. Web developers also wish to be protected from users. Companies putting pay-per-view information on a web site would like to prevent users from downloading this information and sharing it with others who have not paid for the service. Many web sites that provide information freely to the public would prefer that users pick up the data directly, so that the sites can track downloads, gain additional information about their readers, and possibly charge their advertisers more money. It is impossible to impose technical solutions that limit the spread of information once it has been provided to the user. If the data is viewed on the user's screen, that information can simply be copied off the screen and either printed or saved in a file. Although a number of "copy protection" systems for web data have been proposed (and marketed), they can all be subverted. About the best method available for some forms of binary data is " digital watermarking." This involves making very small, hidden alterations to the data to store a form of identification of the material. The alterations can't be noticed by the user, and are done in a special fashion to defeat attempts to remove them. Images, sound files, and other watermarked data can be examined with programs that find and display the identifying information, showing the true owner and possibly the name of the person for whom the copy was first produced.
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Securing Windows NT/2000 Servers for the Internet 1.3 Credit Cards, Encryption, and the Web Protecting credit card numbers used in online transactions is the most often-cited example of the need for web security. So let's look at the typical credit card transactions, observe what the risks are, and see how web security makes a difference. 1.3.1 A Typical Transaction Consider a typical transaction on the Web: buying a CD from an online music store with your credit card (Figure 1.1). Figure 1.1. Buying a CD with your credit card over the Internet



In this example, a teenager - call her Sonia - sits down at her dad's computer, finds a music store on the World Wide Web, and browses the company's catalog. Sonia finds a rare compact disc that she has been looking for desperately - say, a collection of Led Zeppelin songs as performed by Tiny Tim. She creates an order with the store's electronic shopping cart, types in her name and shipping address, types in her dad's credit card number, and clicks an onscreen button in her web browser display labeled BUY-IT. Sonia's CD arrives in the mail soon thereafter. A month later, her dad gets the credit card bill in the mail. He and Sonia then have a little discussion about her allowance and the fact that she isn't doing enough chores around the house.
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Securing Windows NT/2000 Servers for the Internet Both the credit card holder (Sonia's dad) and the merchant face risks in this transaction. For the credit card holder, two risks are obvious and well-publicized:



•



The credit card number might be "sniffed" by some electronic villain as it travels across the Internet. That person could then use the credit card number to commit fraud. To make things worse, the credit card holder might not realize the card's number has been stolen until the statement is received. By that point, the card's credit limit has probably been maxed out with many thousands of dollars in fraudulent charges. Let's hope this doesn't happen while Dad is on a business trip.



•



The credit card might get billed, but the CD might never show up. When Sonia tries to investigate, she finds that there is no electronic CD store: the whole thing was a scam, and Sonia has lost her dad's money. The company that billed the credit card doesn't even exist anymore.



It's these two risks that Netscape's SSL was designed to combat. SSL uses encryption, a mathematical technique for scrambling information, so that data sent between Sonia's web browser and the online music store can't be surreptitiously monitored while it is in transit (see Figure 1.2). SSL also supports a sophisticated system for digital identification, so that Sonia has some assurance that the people operating the online music store are really who they claim to be. (Encryption is described in Chapter 10, and digital IDs are described in Chapter 6.) Figure 1.2. How SSL protects an online transaction



True Names Cybercash's Carl Ellison notes that it is becoming less and less useful to know the "true name" of a particular business or web site operator. "In very old days (from stone age communities up through Walton's Mountain), people and things had only one name for a lifetime, your world would contain few enough people and things that you could remember and recall all their names, your correspondents would be from your world, and you two would share the same name space. In a world like that, names meant something. With the `global village,' especially thanks to the Internet, the number of objects and people I correspond with are less and less from my personal world. . . . What Sonia cares about (quality of service, honesty, skill, size, lifetime...) is something she might have learned in ancient days by other channels and have tied to the true name - but today she doesn't have those other channels of information and because of the size of the name space, she's not likely to be able to tie anything to such a name and hold that information in her head. Today, entities change names rapidly (a good hotel I've stayed at has changed names twice in the last two years), and entities have multiple names. The assumptions upon which we humans built a reliance on names are breaking down, and we haven't replaced the use of names yet." In fact, Ellison continues, Sonia doesn't really care who these people claim to be. "She cares if they're honest and if they're likely to be around long enough to ship her order. The name of someone remote probably doesn't mean anything to her...What she needs is certification of a keyholder's honesty, competence, etc. We're just now designing certificates to carry that information."
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Securing Windows NT/2000 Servers for the Internet SSL does a good job of protecting information while the data is in transit and giving web users good assurances that they are communicating with the sites they think they are. Programs that implement the SSL protocol come in two versions: a reduced-strength version that is sold by U.S. corporations overseas, and a full-strength version sold by foreign companies overseas as well as by U.S. companies for use within the United States. But even though a lot of fuss has been made because the reduced-strength version of the SSL program isn't all that secure, it is still probably good enough for encrypting most credit card transactions.6 Nevertheless, it's ironic that SSL was first proposed as a safe way for sending credit card numbers over the Internet, because it wasn't needed for this purpose. Here's why:



•



According to the laws that govern the use of credit cards in the United States, consumers are only liable for the first $50 of fraudulent credit card transactions. In most cases, credit card companies don't even enforce the $50 limit - consumers who report fraudulent charges can simply alert their banks and not pay. So there really isn't any risk to consumers in having their credit card numbers "sniffed" over the Internet.7



•



If Sonia were billed for a CD and it never showed up, all her dad would have to do is write his credit card company to contest the charge.8



•



There is no need for consumers to verify the identity of merchants that accept credit cards, because the banks that issue merchants their credit card accounts have already done this for the consumer. Merchants can't charge your credit card unless they first obtain a credit card merchant account, which involves an extensive application procedure, a background check, and usually an onsite visit. Indeed, credit card firms do a far better job of this verification than Sonia could ever hope to do by herself.



The idea that SSL could secure credit card transactions was an important part of selling Internet commerce and specifically Netscape's products - to consumers. The message was simple and effective: "Don't do business with companies that don't have secure (i.e., Netscape) web servers." But the message was too effective: many Internet users, including some journalists, were so intimidated by the idea of having their credit card information stolen on the Internet that they refused to do business with merchants that had cryptographic web servers as well. Ironically, the people who were really protected by Netscape's technology weren't the consumers, but banks and merchants. That's because they are the ones who are ultimately responsible for credit card fraud. If a credit card merchant gets a credit card approved and ships out a CD, the bank is obligated to pay the merchant for the charge, even if the credit card is reported stolen later that day. The encryption also protects merchants: if a credit card number is stolen because of a merchant's negligence, then the merchant can be held liable by the bank for any fraud committed on the card. (Credit card companies have since stated that merchants are indeed responsible for any fraud that results from credit card numbers that are stolen if a merchant didn't use a cryptographically enabled web server. Nevertheless, at this point there has been no publicly reported example of a credit card number being "sniffed" over a network connection, encrypted or not.) The American Bankers Association maintains that it's in the interest of consumers to protect banks and merchants from fraud. After all, fraud cuts into the profits of banks, forcing them to raise interest rates and making it harder for them to offer new services. Dealing with fraud can also be very difficult for some consumers. Some people panic when faced with a credit card bill that contains thousands of dollars in fraudulent charges. Others simply ignore it. Unfortunately, they do so at their peril: after a period of time (depending on the financial institution), consumers become liable for fraudulent charges that are not contested.



6



8



Weak encryption is good enough for most credit card transactions because these transactions are reversible and heavily audited. Fraud is quickly discovered. And while it is true that an SSL transaction that's encrypted with a 40-bit key can be cracked in a matter of hours by a graduate student with a laboratory of workstations, there is no easy way to tell before attempting to crack a message if it is a message worth cracking. It's far, far easier to simply scan the Net for unencrypted credit card numbers. 7 However, note that debit cards, which are being widely promoted by banks nowadays, may not have a customer liability limit. If you use a debit card, be sure to check the fine print in the agreement with your bank! Under the law, he would need to write the credit card company to preserve his rights to contest the charge - a telephone call is not sufficient, although the company might issue a temporary credit based on the call. page 23



Securing Windows NT/2000 Servers for the Internet 1.3.2 New Lessons from the Credit Card Example It turns out that both Sonia and the merchant face many other risks when doing business over the Internet risks that encryption really does not protect against. For Sonia, these risks include:



•



The risk that the information she provides for this transaction will be used against her at some time in the future. For instance, personal information may be obtained by a con artist and used to gain Sonia's trust. Or the address that she gives may end up on a mailing list and used to bombard Sonia with unwanted physical or electronic mail.



•



The risk that the merchant may experiment with Sonia's sensitivity to price or determine the other stores at which Sonia is shopping, allowing the merchant to selectively raise the prices that are offered to Sonia so that they will be as high as she is willing (or able) to pay - and definitely higher than the prices that are charged the "average" consumer.



•



The risk that the merchant might somehow take over Sonia's web browser and use it to surreptitiously glean information from her computer about her tastes and desires.



•



The risk that a rogue computer programmer might figure out a way to gain control of Sonia's web browser. That browser could then be used to reformat Sonia's hard disk. Even worse: the rogue program might download a piece of software that scans Sonia's computer for sensitive information (bank account numbers, credit card numbers, access codes, Social Security Numbers, and so on) and then silently upload that information to other sites on the Internet for future exploitation.



Likewise, the merchant faces real risks as well:



•



Sonia might try to click into the merchant's web site and find it down or terribly sluggish. Discouraged, she buys the records from a competitor. Even worse, she then posts her complaints to mailing lists, newsgroups, and her own set of WWW pages.



•



Sonia might in fact be a competitor - or, actually, a robot from a competing web site - that is systematically scanning the music store's inventory and obtaining a complete price list.



•



Sonia might be Jason, a 14-year-old computer prankster who has stolen Sonia's credit card number and is using it illegally to improve his CD collection.



•



Once the merchant obtains Sonia's credit card number, it is stored on the hard disk of the merchant's computer. Jason might break into the computer and steal all the credit card numbers, opening the merchant to liability.



•



Once Jason breaks into the merchant's computer, he might introduce fraudulent orders directly into the company's order-processing database. A few days later, Jason receives thousands of CDs in the mail.



•



Jason might have his own credit card. Having thoroughly compromised the merchant's computer, Jason begins inserting reverse charge orders into the merchant's credit card processing system. The credits appear on Jason's credit card. A few days later, he uses a neighborhood ATM machine to turn the credits into cash.



•



As a prank, or as revenge for some imagined slight, Jason might alter the store's database or WWW pages so that the CDs customers receive are not the ones they ordered. This might not be discovered for a week or two, after thousands of orders have been placed. The merchant would have the expense of paying for all the returned CDs, processing the refunds, and losing the customer's faith.



•



Or Jason might simply sabotage the online store by lowering the prices of the merchandise to below the store's cost.
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Securing Windows NT/2000 Servers for the Internet These are the real threats of doing business on the Internet. Some of them are shown in Figure 1.3. Figure 1.3. The real threats of doing business on the Internet



There is nothing that is fundamentally new about these kinds of risks: they have existed for as long as people have done business by computer; some of these problems can also be experienced doing business by telephone or by mail. But the Internet and the World Wide Web magnify the risks substantially. One of the reasons for the heightened threat on today's networks is that the Internet makes it far easier for people to wage anonymous or nearly anonymous attacks against users and businesses. These attacks, in turn, can be automated, which makes it possible for an attacker to scan thousands of web sites and millions of users for any given vulnerability within a very short amount of time. Finally, these attacks can be conducted worldwide, an unfortunate consequence of the Internet's trans-national nature.



1.4 Firewalls: Part of the Solution A firewall is a device (usually a computer running a specially written or modified operating system) that isolates an organization's internal network from the Internet at large, allowing specific connections to pass and blocking others. Ideally, firewalls are configured so that all outside connections to an internal network go through relatively few well-monitored locations. In so doing, firewalls are part of an organization's overall security strategy. Unfortunately, many organizations have seized upon firewall technology as their sole security strategy. We have seen organizations that realize they have serious security problems on their internal networks - and then attempt to "solve" this problem by simply using a firewall to block external access. Because firewalls are frequently misused, we are ambivalent about them. We have too often seen firewalls as a substitute for real problem fixing. And because many attacks come from disgruntled or dishonest employees, and not from outsiders, firewalls divert attention from the real problems of network and host vulnerabilities, poor planning, and lack of organizational policies. Thus, firewalls often improve security only a small amount and, in the process, give their owners a false sense of security.
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Securing Windows NT/2000 Servers for the Internet There are some real situations in which to use firewalls. One is that some organizations must use older "legacy systems" that cannot be secured: a firewall can be used to control access to these systems. (Such firewalls should probably be used to control all access to these systems, rather than merely access from outside the organization.) Another reason to use a firewall is that it is much more difficult to track down an attacker who comes from outside a network than one who comes from inside. Thus, a firewall should only be used to gain additional security that works in conjunction with internal controls - and never as a replacement for them. 1.4.1 Locating Your Web Server with Respect to Your Firewall If your organization uses a firewall to protect its internal network from external attacks, you have a number of choices of where to locate your web server:



•



You can locate the web server outside your firewall (see Figure 1.4). The advantage of locating the server outside the firewall is that the web server may be subject to ongoing attacks from rogue Internet users; in the event that the web server is broken into, they will not have gained an increased foothold for launching further attacks against your organization. On the other hand, the web server will not be able to benefit from whatever protection the firewall affords. Figure 1.4. A web server located outside a firewall
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You can place the web server inside your firewall (see Figure 1.5). If you do this, you will need to configure your firewall so that it will pass transactions on TCP port 80, either by directly allowing the packets through or by using a suitable proxying mechanism. The advantage of locating the web server behind your firewall is that the firewall will block outsiders from using other Internet services, such as Telnet and FTP. However, if attackers manage to subvert your web server through a faulty CGI script, they will have full access to your internal network. Figure 1.5. A web server located inside a firewall



•



Your third option is that you can use two firewalls: one to shield your internal network and one to shield your web server (see Figure 1.6). Figure 1.6. A web server located between an internal firewall and an external firewall
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A properly secured web server gains no benefit by being placed inside a firewall. That's because a properly secured web server offers only two TCP/IP services to the outside world: HTTP on port 80, and HTTP with SSL on port 443. If you placed your web server behind the firewall, you would have to program the firewall to allow incoming connections to ports 80 and 443 from computers on the Internet. Of course, the computer on which the web server is running may offer other services to the network as well. Administrators need a way of logging into the computer to perform periodic maintenance and update content. While these services can benefit from the added protection of a firewall, those added protections can easily be incorporated directly on the web server's host. For example, most firewalls block incoming Telnet sessions or provide a mechanism for additional authentication using smart cards or one-time passwords. However, services can be selectively blocked and additional authentication mechanisms can be employed directly at the host by installing and properly configuring Wietse Venema's TCP Wrapper on UNIX-based systems, or correctly enabling access control lists in Windows NT 4.0. Support for token-based authentication, such as using Security Dynamics SecureID cards, can be added to practically any network-based computer. (We describe many of these strategies in later chapters.) Another reason to locate the web server outside your firewall is that your web server is one of the most likely computers to be compromised by an outside attacker because of its visibility and availability. If your web server is located within the firewall, then the attacker will have an ideal foothold for launching further attacks against your organization. This is a serious concern, because organizations that use firewalls often have weaker internal security than those that rely on strong internal security measures to prevent attacks and unauthorized use. If your web server is repeatedly attacked from a particular host on the Internet, a short-term fix is to locate an additional router between your outside network connection and your web server so that these "attack packets" are dropped rather than passed through to your web server. A longer-term fix is to contact the attacker's Internet service provider or notify a law enforcement agency.



1.5 Risk Management Web security is not "all or nothing" - security is a matter of degree. The more security measures you employ, the more you reduce your risk. Your goal should be to reduce risk as much as is practical (and affordable), and then to take additional measures so that if there is a security incident, you will be able to recover quickly. Some people think that security is difficult, and that it is impossible to have a system that is completely secure, so why bother trying at all? You may work with people who express this attitude. Unfortunately, the fact is that computer security is not painless and it is not free. Companies that eschew computer security and decide to take their chances live in a riskier environment. A computer administrator who sets up a security-free system that does not subsequently suffer a break-in may be rewarded for his or her carelessness - possibly being promoted or hired by another organization. If a security incident occurs, the administrator may be long gone. On the other hand, as this book shows, good web security is becoming easier to implement and work with. And as commerce becomes a part of the Internet, good security is becoming expected as a matter of course. The important thing to realize is that security is not simply a product that can be purchased. Security must be an integrated part of an organization's operation.
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Securing Windows NT/2000 Servers for the Internet Part II: User Safety This part of the book discusses some of the threats to people who use web browsers to access information on the Internet. It draws its examples primarily from Netscape Navigator 3.0 and Microsoft Internet Explorer 4.0, although the material covered is applicable to later versions of those products as well.
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Securing Windows NT/2000 Servers for the Internet Chapter 2. The Buggy Browser: Evolution of Risk Web browsers are extremely complex pieces of software that seem to be getting more complex all the time. Every time new features are added, there are more chances for something to go wrong. That's good news for crooks and attackers and bad news for people interested in web security. Most security bugs are fundamentally programming bugs. Fortunately, by understanding the real risks of browsers, it is possible to manage many of their associated risks.



2.1 Browser History The first web browsers were developed by scientists at CERN for publishing papers about high-energy particle physics. These early browsers could display web pages containing text and links to other pages of text. The pages were created with a WYSIWYG (What-You-See-Is-What-You-Get) editor written for NeXT computers and stored in HTML files. Mosaic 2.0, the browser created at the National Center for Supercomputing Applications, introduced the ability to display forms and simple widgets, with text fields, push buttons, radio buttons, and pull-down menus. Combined with CGI (Common Gateway Interface), forms and widgets gave web programmers a kind of generic user interface. It was simple: Display a form, have the user fill in some fields, press a button, and display a new form with new fields to be filled in. 2.1.1 The Return of Block Mode There was nothing fundamentally new about the web's style of computing: IBM computers were doing it in the 1970s on 3270 terminals. Called " block mode," this style of computing involved a simple three-step process: 1.



The host computer displayed a form on the user's terminal.



2.



The user filled in the fields. Editing was done locally so that it didn't consume expensive communication and centralized CPU resources.



3.



Finally, the user clicked the SEND button and the contents of the form were sent back to the central computer. The terminal then waited until the computer sent a new form to display, which started the process all over again.



Block mode was as familiar a concept to the users of IBM's OS/360 mainframes in 1976 as it is to people surfing the Internet with Netscape Navigator today. Block mode systems are well-suited to libraries, reference systems, and scholarly journals. Sending commands and waiting for the result emulates other kinds of academic operations, such as turning the pages of a magazine, checking a book out of a library, or doing a long Monte Carlo simulation run on a mainframe computer. Thus, it's not surprising that this was the style developed by a bunch of physicists working in Europe. The mapping was natural. People didn't like block mode much in the 1970s, which is one of the reasons that minicomputers running UNIX and PCs running DOS became so much more popular than IBM's mainframes. People still dislike it today, which is why web developers have been trying to invent ways of breaking the block mode cycle and bringing new kinds of content and new interaction paradigms to the World Wide Web. Since its launch, Netscape has been one of the industry's leaders in breaking the block mode paradigm. Netscape first grabbed attention because its browser displayed GIF and JPEG images as they were downloaded, rather than waiting for the entire image to be downloaded before it could be displayed. Its browser was also substantially faster than Mosaic. The reason is simple: Netscape's creators realized that if they wanted to make the Web commercializable, they would have to add movement, action, and customizability.9 Ever since then, an increasing number of techniques have been developed both inside and outside the company to fill this need.



9



Mark Stahlman, founder of New York's New Media Association, believes that the reason motion is required for commercialization of the Web is that moving advertisements, such as those on television, are far more effective at selling things to an unsuspecting public than stagnant images and text. Thus, to give Internet-based publishers ways of generating large, television-like advertising revenues, companies such as Netscape had to develop a way to create powerful, television-like advertisements. page 30



Securing Windows NT/2000 Servers for the Internet 2.1.2  One of Netscape's first attempts at interactivity was the dreaded  HTML tag. Text surrounded by a pair of  and  tags would blink at approximately three times a second. Many people considered the  tag to be an annoyance. 2.1.3 Animation Netscape's next proposal for bringing live action to the Web was to use a sequence of images to create an animated sequence, much in the way that cartoons are animated. Two early approaches for performing animation were server push and client pull, in which either the web server sent or the web browser requested a stream of images, each of which was displayed on top of one another on the same piece of screen real estate. Server push and client pull are not the friendliest way to perform an animation on the Web. That's because each picture that has to be downloaded can consume a hefty chunk of the client's available bandwidth. Some people expressed fears that these techniques would hasten the overloading and eventual collapse of the Internet. A more sophisticated animation technique is the animated GIF, an extension to the GIF file format that allows multiple images to be packed into a single file. Because of the compression technique used, multiframe files that do not have a significant amount of motion are not much larger than the image for a single frame. The animated GIF standard further allows developers to specify how fast the animation should be played and whether or not it should be repeated. Other forms of animation, including the MPEG and MOV formats, offer similar benefits, but with much higher compression.



What Do Attackers Want? Nearly all attackers on the World Wide Web have the same goal: they want to be able to run programs of their choosing on your computer without your permission. In particular:



•



They want to scan your system for confidential documents and transmit them to other systems.



•



They want to corrupt the information on your computer, or even reformat your computer's hard disk drive.



•



They want to modify your computer's operating system, leaving traps, creating new security holes, or simply causing your system to crash.



•



They want to use home-banking applications residing on your computer to transfer money from your bank account to theirs.



2.1.4 Helper Applications Most web browsers can only understand a small, predefined set of data types. For many years, most web browsers could display only ASCII text, HTML text, and images in either GIF or JPEG format. While these four data types provided a good lingua franca for the Web, there are many kinds of data types that can't be readily translated to HTML and images. One way to extend the browser is through the use of helper applications. These are special programs that are run automatically by a web browser when a data type other than ASCII text, HTML, GIF, or JPEG is downloaded. Using helper applications is a flexible, extensible way through which practically any kind of information can be downloaded and displayed. For example, the Progressive Networks RealAudio system works by designating the RealAudio player as a helper application for popular web browsers. When the user clicks on a "real audio" link, a small file is downloaded to the user's computer. The RealAudio player then reads this file and determines where on the Internet it should go to download the actual audio program. This program is then fetched, and the sound is "displayed."
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Securing Windows NT/2000 Servers for the Internet Helper applications can also create security problems. That's because the helper applications run on the web user's own computer, but take their input from information provided from the web server. If the helper application has sufficiently powerful features, a malicious web site can use a helper application running on the user's computer against the user's own interests. Many helper applications are downloaded from links that appear on web sites that have data requiring the helper application. A danger here is that there is no way for a person downloading the helper application to be sure that he is downloading an authentic copy of the helper application, and not a version that has been modified to incorporate some nefarious new feature. One of the most powerful application programs is an interpreter for a general-purpose programming language: given the correct input, an interpreter can open, read, modify, or erase files on the computer's hard disk. Many programming languages allow programs to open network connections, allowing them to scan for security problems on other computers. Because they are so powerful, interpreters for general-purpose programming languages should never be made helper applications. Many application programs that do not appear to be general-purpose programming languages nevertheless contain such languages. These applications also should never be used as helper applications. Here are some specific programs that you should never use as helper applications:



•



Microsoft Word (The Visual Basic extension language that's built into Word can be used to execute many commands on your system. This is the same feature that has enabled macro viruses to spread so widely. Microsoft's Word for Office 97 contains some features that make it harder for macrobased viruses to spread, but it is still far from safe in this context.)



•



Microsoft Excel (Excel also comes equipped with a Visual Basic programming language, although the Office 97 version does solve some of the problems.)



•



Any program that includes Microsoft's Visual Basic scripting language



•



Perl (Perl programs can execute any command.)



•



Python (Python is another popular scripting language.)



•



Tcl/Tk (Yet another popular scripting language.)10



•



UNIX shells such as sh, csh, tcsh, or any other UNIX shell



•



COMMAND.COM, the DOS shell



•



PostScript interpreters other than GhostView (There are PostScript commands to open, read, and delete files, as well as to execute arbitrary commands. These commands are disabled by default when GhostView is run in its "safe" mode.)



If you configure a browser to automatically run one of these programs as a helper application when a document of a certain MIME type is downloaded, then you are trusting the authors of the HTML documents that you are browsing to be gentle with your computer. You are trusting them as surely as if you invited them into your office and proceeded to let them type on your keyboard while you left the room and grabbed some lunch.11



10 11



Safe Tcl provides many of the advantages of Java. See http://sunscript.sun.com/ for further information. Note that these programs should also not be enabled for automatic execution upon receipt of MIME encoded mail! page 32
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Plug-Ins: Helper Apps Without the Files Despite the security caveat, helper applications are quite useful. They are so useful, in fact, that Netscape developed a system called "plug-ins." A plug-in is a module that is loaded directly into the address space of the web browser program and is automatically run when documents of a particular type are downloaded. By 1997, most popular helper applications, such as the Adobe Acrobat reader, Progressive Networks' RealAudio player, and Macromedia's Shockwave player, had been rewritten as Netscape plug-ins. Plug-ins are fundamentally as risky as any other kind of downloaded machine code. These risks are described in greater detail in Chapter 4.



2.1.5 Programmability The previous section contained an important warning against allowing general-purpose programming languages to be configured as helper applications: the danger is that an attacker could download a program of his or her choosing to your web browser and run it on your computer. Unfortunately, sometimes this sort of flexibility is precisely what is needed by web developers. There are now a variety of programming languages that are being used to write programs that are embedded on web pages and then downloaded to web browsers and run on the user's machine. The run-time environments for these languages are all specially constructed so that programs are not supposed to harm the user (assuming that the designer's definition of "harm" is the same as that of the user, and assuming that there are no errors in the code in the browser to interpret these languages). Some of these languages are:



•



Java



•



JavaScript



•



Visual Basic Script



•



Macromedia's Shockwave



For further information, see Chapter 3. In addition to these languages, Microsoft has proposed a standard for downloaded applications that run directly on the user's machine. This standard is called ActiveX and is described in Chapter 4.



The Common Client Interface (CCI ) An early attempt at extending browsers was NCSA's Common Client Interface ( CCI). Now largely abandoned, CCI allowed some versions of the NCSA's Mosaic web browser to be controlled from an HTTP server. Using CCI, Mosaic could be commanded to:



•



Fetch and display a specific URL. (Useful for slide shows.)



•



Report the URLs selected and documents viewed by the user. (Useful for monitoring a user's actions.)



•



Download arbitrary documents to the user's computer. (Useful for downloading lots of individual files.)



•



Send information about the user back to the HTTP server.
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2.2 Data-Driven Attacks It is possible for an attacker to give malicious data to a normally well-behaved application to produce undesirable results. Consider the case of a user who has not followed our advice in the previous section and has set up Microsoft Word as a helper application for files ending in the letters ".doc". Normally there will be no problem at all. But if the unsuspecting user tries to download a particular Microsoft Word file, his computer might become infected with a virus. Or consider a user who is still using Version 3.0 of Microsoft's Internet Explorer - the one with the big security hole. Normally this user will have no problems. But one day, he may chance upon a web page that exploits the bug and erases all of his files. These sorts of attacks are called data-driven attacks, because the type and nature of the attack is determined by data that is downloaded to the user's computer. Most Internet-based attacks are in fact data-driven attacks because they rely on downloading malicious data, rather than programs, to the victim's computer.12 The remainder of this section looks at a variety of data-driven attacks. 2.2.1 Social Engineering One of the simplest and most effective data-driven attacks is to give the user a message asking him to do something that is unsafe. These attacks are effective because most users are conditioned to follow whatever instructions appear on the computer screen. One unfortunate result of the web's ease of publishing is that attackers can publish information as easily as legitimate data providers can. Here are some types of messages that an attacker might wish to display on a user's screen:



•



"There is a problem with your account. Please change your password to NowSafe and await further instructions."



•



"There is a problem with your account and we are unable to bill your credit card. Please enter your credit card number and expiration date in the spaces below and click the SUBMIT button."



•



"We have detected that you are running an out-of-date version of this web browser software. Please click on this URL to download a new version of the software, then run the program called SETUP.EXE to install it."



Recent trends in web extensibility - languages like JavaScript - make it even easier for an attacker to display messages on the computer's screen and make the messages appear to come from legitimate sources. Consider the pop-up window shown in Figure 2.1. This window can ask the user for his or her dial-up password, then send that password to somebody else on the Internet. Although this window looks quite official, it was actually produced by this piece of JavaScript:  Figure 2.1. An official-looking window produced by JavaScript



12



This same problem happens if a webmaster places a copy of the Perl executable in the server's cgi-bin directory. page 34
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There is no good solution for social engineering attacks other than education. For example, in 1995 America Online modified the interface of its email system software so that the message "Reminder: AOL staff will never ask you for your password or billing information" would constantly be displayed (see Figure 2.2). AOL added this message after a number of social engineering attacks in which attackers asked AOL members for their passwords and credit card numbers, and frequently were rewarded by users who were all too trusting. Figure 2.2. America Online's email client warns users not to provide their passwords



Education can be extremely expensive. While AOL's solution is interesting, the general applicability of this technique remains to be seen. 2.2.2 Bug Exploitations Browsers have bugs. Many browser bugs are data-dependent. An attacker with knowledge of these bugs can force a browser to misbehave in a specific manner. The most common way for a browser to fail is for it to crash. On a computer without memory protection, a browser crash can take down the entire computer, creating an effective denial-of-service attack. For example, one bug we know about in the Netscape Navigator HTML layout engine could be exploited in Navigator Versions 1, 2, and 3. The bug causes Navigator to allocate gigabytes of memory, causing Navigator to crash on every platform. On some platforms, the attempt by Navigator to allocate large amounts of memory caused the entire computer to crash. Crashes are not the only way that a browser can fail. If you are really good, you might be able to make a browser fail in such a way that a buffer variable overwrites the program's stack. When the program returns from a function, the contents of the buffer might be executed as program code. This is the sort of technique that was used in 1988 by the Internet Worm. Other attacks have also used this technique as well. 2.2.3 Web-Based Programming Languages Web-based programming languages such as Java and JavaScript can also be used to attack users. Sometimes these attacks are the result of fundamental flaws in the language design. Other times the attacks are made possible by flaws in a particular implementation. These dangers are discussed in detail in the following chapters.
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Securing Windows NT/2000 Servers for the Internet 2.3 Implementation Flaws: A Litany of Bugs Most web browsers implement a security policy that is designed to protect the user from both malicious eavesdropping and hostile web pages. Unfortunately, bugs in the browser can effectively subvert such a policy, leaving the user open to those attacks. Throughout 1995, Netscape's early browsers were subject to a high degree of scrutiny. Often, reports of these bugs appeared on the front pages of major daily newspapers, rather than the academic press. The public's confidence in Netscape Navigator's security was so shaken, in fact, that Netscape announced that it would pay users up to $1000 for each bug that was discovered. Netscape's theory was that the increased scrutiny that its product received as a result of the bounty program would make the product more secure. Netscape has also made its source code available on some occasions to academics involved in security-related research. Here are some of the more important bugs that were discovered in Netscape Navigator:



•



In September 1995, Ian Goldberg and David Wagner, two graduate students at the University of California at Berkeley working with professor Eric Brewer, discovered a flaw in the way that the UNIX version of the Netscape Navigator generated random numbers. Instead of seeding the random number generator with a number that was unpredictable, such as the user's mouse motions, programmers at Netscape had decided to use the computer's time-of-day clock, the Navigator's process number, and other information that was trivial to determine. The students discovered that they could determine this information and predict the results of the random number generator. Some articles describing this attack can be found at http://www.cs.berkeley.edu/~iang/press/.



•



In October 1995, the same group of students discovered an even more impressive attack against Navigator: they could simply patch out the random number generator, so that it always used the same key.



•



During the first half of 1996, three researchers at Princeton University, Drew Dean, Ed Felten, and Dan Wallach, discovered a number of flaws in the Netscape Navigator 2.0 Java run-time environment. One flaw allowed a malicious applet to open connections to any Internet host, potentially allowing applets running behind firewalls to attack other computers behind a firewall. The Princeton team also discovered numerous flaws that allowed Java applets to execute arbitrary machine code. The Princeton group's findings are summarized at http://www.cs.princeton.edu/sip/.



•



Early versions of the JavaScript implementation in Netscape Navigator Version 2.0 allowed information from the user's environment to be automatically filled into HTML forms and to then have those forms automatically posted or sent by email to other sites on the Internet. These bugs allowed the creation of web pages that caused the user to reveal his or her email address and browser "history" (the list of URLs previously visited by the browser).



•



Also under Netscape Navigator Version 2.0, a vandal could create a link on a WWW page that, when clicked, would cause the user to send email with contents and destination of the vandal's choice. This was frequently directed against high-profile targets, such as whitehouse.gov. Users were sending harassing or threatening email without even realizing it!



In response to these problems, the U.S. Government's Naval Research Lab, which sets the Navy's computer security policy, finally turned its thumbs down to Netscape Navigator in the fall of 1996. "The NRL Information Systems Security Office recommends that use of all Netscape products be disallowed on computers NRLwide," wrote Rick Perry, NRL's IS Security Officer, in an internal memorandum. "It should also be noted that Netscape versions prior to Version 2.0 have reported security problems. Even though Netscape claimed to have fixed those earlier problems, the fact that new security vulnerabilities continue to be reported in subsequent releases leads us to conclude that all versions of Netscape are suspect from a security standpoint and should not be used on NRL computers." On October 2, 1996, the U.S. Navy and Microsoft issued a joint press release saying that the Navy had chosen Microsoft's Internet Explorer as its official web browser. But Netscape's bugs weren't necessarily the result of defective programming practices. Security-relevant bugs can be in any program. The bugs might simply have been discovered in Netscape's Navigator because that was where the attention of the security community was focused.
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Securing Windows NT/2000 Servers for the Internet As we mentioned in the Preface, on March 3, 1997, Paul Greene, a student at Worcester Polytechnic Institute in Massachusetts, discovered a security-relevant flaw in Microsoft's Internet Explorer Versions 3.0 and 3.0.1. The bug made it possible to create a web page that, when viewed by Internet Explorer, ran any program at all. Greene created a web page (http://www.cybersnot.com/ ) with links that, when clicked, would create directories, delete directories, and run other programs on the user's machine - all in violation of Internet Explorer's security model. Greene's bug had nothing to do with ActiveX or any other Microsoft proprietary technology. The bug was merely the result of an error in Internet Explorer's registry entries, which told Internet Explorer that it was "safe" to open files of type .URL and .LNK without first asking the user. Microsoft's developers swung into action and had a fix for the bug on its web site within 48 hours. But within three days, a bug was found in Internet Explorer 3.0.1 that had the similar consequences. Another bug fix was quickly prepared and released.
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Securing Windows NT/2000 Servers for the Internet Chapter 3. Java and JavaScript Java and JavaScript are both languages for adding interactivity to web pages. Both languages can be run on either a web browser or a web server (or even stand-alone). Both languages have a syntax that resembles the C++ language. Despite these apparent similarities, Java and JavaScript are actually two completely different languages with different semantics, different user communities, and different security implications. This chapter explores the security issues in each language.



3.1 Java Although today Java is widely thought of as a language for writing programs that are downloaded over the Internet to web browsers, it wasn't designed for that purpose. Indeed, Java's security model was largely added as an afterthought. To understand the security issues with Java today, it's important to understand the history of the language. Java's history started in 1991 when a group of engineers at Sun Microsystems were hard at work on a stealth project designed to catapult Sun into the world of consumer electronics. Sun envisioned a future in which toasters, remote control systems, stereos, and cable decoder boxes were all programmed using a common computer language with programs that could be easily downloaded over a network. The stealth project was designed to leverage Sun's experience with computer languages, system design, and silicon manufacturing to turn the company into a major supplier for this new world order. The key to dominating this new world was a new computer language developed by James Gosling. Called Oak, the language was designed to produce programs that would be compact and highly reliable. Compactness was necessary because Oak programs were going to be downloaded over networks whenever it was necessary to change them. And reliability was necessary too, because programs in this language had to be able to run for weeks or months at a time without outside intervention: you can't expect to dominate the market if you sometimes need to tell the average American that his toaster oven has to be rebooted to continue operation. Instead of being compiled for a specific microprocessor, Oak was designed to be compiled into an interpreted bytecode that would run on a virtual machine. Simple economics drove the decision to use a virtual machine: a portable bytecode would allow a consumer electronics manufacturer to change its microprocessor without losing compatibility with existing programs. Unlike today's desktop computers, the microprocessor would truly become a commodity. The first test for Oak was an interactive cable TV decoder box that Sun was designing for Time Warner. In April 1993, Time Warner assured Sun that it would be awarded the contract for the interactive cable TV trial because it had superior technology. But on June 14, 1993, Time Warner awarded the set-top box contract to Silicon Graphics, Inc. It was perhaps just as well: interactive cable TV was a failure.13 In the months that followed, the Oak team repositioned their language for the world of CD-ROMs and multimedia publishing. Oak was designed to create compelling, multiplatform programs. Why not have those programs run on traditional PCs, Macs, and UNIX workstations? Right around that time, another multiplatform phenomenon was sweeping the computer industry: the World Wide Web. That was great for the Oak team: they had a language that was designed to be small and portable. The team quickly realized they could use the Web to download programs to an end user's computer and have the programs run instantly on the user's desktop. In July 1994, Patrick Naughton, a member of the team, wrote a "throwaway" web browser to demonstrate the idea. Within a month, the browser was rewritten from scratch in Oak, and a system for running downloaded applets was designed and implemented. Eight months later, Sun formally announced Java and its HotJava web browser at the 1995 SunWorld tradeshow. That same day, Netscape announced its intention to license Java for use in the Netscape Navigator web browser.



13



Eric Greenberg of Netscape writes, "Jim Clark, Netscape's founder, initially envisioned Mosaic as a product to be used within an interactive cable TV box for programming the programs you wanted to see. This was the first business model for Mosaic. Fortunately, the Mosaic team saw past this pipe dream and quickly focused on the Internet and the enterprise." (Eric Greenberg, personal communication, March 22, 1997) page 38



Securing Windows NT/2000 Servers for the Internet 3.1.1 Java the Language Java is a modern object-oriented language that has a syntax similar to C++, dynamic binding, garbage collection, and a simple inheritance model. Although Java was largely promoted as a language for the World Wide Web, Java is in fact a general-purpose computer language that can be used for writing anything from simple five-line toy programs to complicated applications. What initially distinguished the typical Java implementation from other computer languages is the run-time environment. Instead of being compiled for a particular microprocessor, Java programs are compiled into a processor-independent byte-code . This bytecode is loaded into a computer's memory by the Java Class Loader . Finally, the bytecode is run on a Java virtual machine ( JVM). The Java virtual machine can run Java programs directly on an operating system such as Windows or MacOS; alternatively, the JVM can be embedded inside a web browser, allowing programs to be executed as they are downloaded from the World Wide Web. The JVM can execute the Java bytecode directly using an interpreter. Alternatively, it can use a "just-in-time" compiler to convert the bytecode into the native machine code of the particular computer on which it is running. This whole Java cycle is depicted in Figure 3.1. Java can also be compiled directly into machine code and run on a target system. Used this way, Java loses its run-time advantage of being able to run on any computer and any operating system that has a Java virtual machine, but it retains its advantage of generating code that has automatic memory management. Figure 3.1. The Java cycle



http://java.sun.com/docs/white/langenv/ Sun's official "white paper" on the Java programming language and environment, written by James Gosling and Henry McGilton http://www.sun.com/sunworldonline/swol-07-1995/swol-07-java.html SunWorld Online's history of Java
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Securing Windows NT/2000 Servers for the Internet 3.1.2 Java Safety From the beginning, the Oak team wanted to create a language that would encourage programmers to write code that was inherently reliable. Starting with C++, Gosling and his team removed many of the features from C++ that are confusing or commonly misused. In this way, they sought to increase the safety of the language and the sanity of programs written with it. The main way that Java achieves reliability is by providing automatic memory management. Specifically:



•



Instead of forcing the programmer to manually manage memory with malloc( ) and free( ), Java has a working garbage collection system. As a result, Java programmers don't need to worry about memory leaks, or about the possibility that they are using memory in one part of an application that is still in use by another.



•



Java has built-in bounds checking on all strings and arrays. This eliminates buffer overruns, which are another major source of C and C++ programming errors and security bugs.



•



The Java language doesn't have pointers. That's good, because many C/C++ programmers don't understand the difference between a pointer to an object and the object itself.14



•



Java only has single inheritance, making Java class hierarchies easier to understand. And since Java classes can implement multiple interfaces, the language supports many of the advantages of multiple-inheritance languages.



•



Java is strongly typed, so you don't have problems where one part of a program thinks that an object has one type, and another part of a program thinks that an object has another type.



•



Java has a sophisticated exception handling system.



All of these features combine to make Java a safe programming language: Java programs rarely misbehave wildly when given data that is slightly unexpected. (Instead, they simply generate an exception, which usually causes the program to terminate with a run-time error.) And because most security problems are the result of bugs and programming errors, it is thought that programs written in the Java language will be more secure than programs written in traditional languages such as C and C++. 3.1.3 Java Security Java was not designed to be a secure programming language. Under Java's original vision, programs would only be downloaded by an equipment manufacturer or an approved content provider. Java was designed for a closed programmer community and for a somewhat constrained set of target environments. When Java was repositioned for the Web, security immediately became a concern. By design, the World Wide Web allows any user to download any page from anyone on the Internet, whether it is from an approved content provider or not. If web users can download and run a program by simply clicking on a web page, then there needs to be some mechanism for protecting users from malicious and poorly constructed programs. 3.1.3.1 Safety is not security Having a safe programming language protects users from many conventional security problems. That's because many security-related problems are actually the result of programming faults.15 Java eliminates many traditional sources of bugs, such as buffer overflows. But a safe programming language alone cannot protect users from programs that are intentionally malicious.16 To provide protection against these underlying attacks (and countless others), it's necessary to place limits on what downloaded programs can do.



14



C lets you do some interesting things. For instance, if you define char *p; int i; in a program, you can then use the terms p[i] and i[p] almost interchangeably in your code. Few C programmers understand the language well enough to understand quirks such as this. 15 In technical terminology, programmers make errors that result in faults being present in the code. When the faults cause the code to produce results different from the specifications, that is a failure. Most casual users simply refer to all of these as "bugs," and that's why we do too. 16 In fact, safety is an aid to people writing Trojan horses and hostile applications. Safety will help minimize the chances that a Trojan horse program will crash while it is reformatting your hard disk. Safety also helps ensure that the applet scanning your computer for confidential documents and surreptitiously mailing them to a remote site on the Internet won't go into an infinite loop. page 40



Securing Windows NT/2000 Servers for the Internet Java employs a variety of techniques to limit what a downloaded program can do. The main ones are the Java sandbox, the SecurityManager class, the Bytecode Verifier, and the Java Class Loader. These processes are illustrated in Figure 3.2 and described in the following sections. Figure 3.2. The Java sandbox, SecurityManager class, Bytecode Verifier, and Class Loader



3.1.3.2 Sandbox Java programs are prohibited from directly manipulating a computer's hardware or making direct calls to the computer's operating system. Instead, Java programs run on a virtual computer inside a restricted virtual space. Sun termed this approach to security the Java "sandbox," likening the Java execution environment to a place where a child can build things and break things and generally not get hurt and not hurt the outside world. 3.1.3.3 SecurityManager class If all Java programs were restricted so that they couldn't send information over the network, couldn't read or write from the user's hard disk, and couldn't manipulate the computer's input/output devices, they would probably be nearly secure: after all, there would be little damage that the programs could do.17 Of course, these limitations would also make Java a much less exciting programming environment: that's because there wouldn't be much of anything interesting that Java programs could do either. Java uses a series of special classes that allow programs running inside the sandbox to communicate with the outside world. For example, the Java class FileOutputStream allows a Java program to open a file for writing to the user's hard disk. The creators of Java believed that programs that are downloaded from an untrusted source, such as the Internet, should run with fewer privileges than programs that are run directly from the user's hard disk. They created a special class, called SecurityManager, which is designed to be called before any "dangerous" operation is executed. The SecurityManager class determines whether the operation should be allowed or not.18



17 18



However, the code could replicate itself and tie up processing resources, resulting in a denial of service. In Netscape Navigator, the java.lang.SecurityManager base class is subclassed by the netscape.lang.AppletSecurity class that implements the actual Java security policy. page 41



Securing Windows NT/2000 Servers for the Internet 3.1.3.4 Class Loader Because most of the security checks in the Java programming environment are written in the Java language itself, it's important to ensure that a malicious piece of program code can't disable the checks. One way to launch such an attack would be to have a malicious program disable the standard SecurityManager class or replace it with a more permissive version. Such an attack could be carried out by a downloaded piece of machine code or a Java applet that exploited a bug in the Java run-time system. To prevent this attack, the Class Loader examines classes to make sure that they do not violate the run-time system. 3.1.3.5 Bytecode Verifier To further protect the Java run-time security system, Java employs a Bytecode Verifier. The verifier is supposed to ensure that the bytecode that is downloaded could only have been created by compiling a valid Java program. For example, the Bytecode Verifier is supposed to assure that:



•



The downloaded program doesn't forge pointers.



•



The program doesn't violate access restrictions.



•



The program doesn't violate the type of any objects.



Sun implements its Bytecode Verifier as a series of ad hoc checks. Sun claims that once a program has been proven to be correct, it can be executed with fewer run-time checks, and this allows it to run faster. Certified programs can also be compiled into machine code without risk, as the same set of instructions are guaranteed to be executed, no matter whether they are interpreted or compiled. There are many problems with the Java security approach. These are described later in this chapter in Section 3.1.5. 3.1.4 Java Security Policy Java security policy is complicated by the fact that the Java programming language is designed for two fundamentally different purposes:



•



Java is a general-purpose computer language for creating word processors, electronic mail clients, web browsers, and other kinds of productivity software. These programs might be resident on a user's computer or downloaded from an organization's internal web server.



•



Java is a language that is used to download applications from the Web that perform animations, create interactive chat systems, and perform complex calculations on the user's machine.



These different purposes require fundamentally different security policies: you want to be able to read files on your hard disk with your word processor, but it is probably inappropriate for an applet that implements a chat system to do the same. This dual nature leads to a much more complicated security model, which in turn leads to more difficulty in enforcement. Java's original implementors envisioned three different security policies that could be enforced by web browsers that implemented the Java programming language: 1.



Do not run Java programs.



2.



Run Java programs with different privileges depending on the source of the program. Programs downloaded from web pages would run with severe restrictions. Programs loaded off the user's hard drive would have no restrictions.



3.



No restrictions on Java programs. Allow the Java program to do anything at all with the computer's hard disk, network connectivity, and anything else.
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Securing Windows NT/2000 Servers for the Internet Sun's HotJava browser implemented all three of these policies; the choice was left to the user. Most users chose policy 2. The complete list of restrictions for downloaded applets appears in Table 3.1. Table 3.1, Some of the Restrictions on Downloaded Java Applets in the HotJava Browser Restriction



Reason



Cannot read the contents of files or directories on the client computer.



Protects the confidentiality of information on the user's computer.



Cannot write, rename, or delete files on the client computer.



Protects the user's data from unauthorized modification.



Cannot initiate a network connection to a computer other than the computer from which the Java applet was downloaded.



Prevents a downloaded applet from probing for security problems behind an organization's firewall.



Cannot receive network connections.



Prevents an applet from appearing to be a legitimate server on an organization's internal network.



Cannot display a window without a special "untrusted" border.



Prevents applets from creating windows that appear to be system windows.



Cannot create a ClassLoader or SecurityManager.



Prevents subverting the Java type checking system and disabling all Java security checks.



Cannot run system programs.



Prevents running arbitrary code.



Sun's Java policy was but one of many possible policies that could have been implemented. Java, after all, is a flexible language with fine-grained control over the actions of programs. Here, for example, are some policies that could have been set for network connectivity:



•



No network connectivity. A Java program could not access the network.



•



Limited network connectivity. A Java applet could only open network connections to the host from which it was downloaded.



•



Limited network connectivity. A Java applet could only open network connections to a host whose name appears in a set of preapproved hosts.



•



Limited network connectivity. A Java applet could only open network connections on a specified port or ports.



•



No restrictions for applets downloaded from particular machines. A corporation might want to use such a policy for code that is downloaded from the company's internal "intranet" server, but still place restrictions on applets downloaded from other sources.



•



No restrictions for "signed" applets. Java applets that are digitally signed by an approved secret key have full access to the computer's resources; unsigned applets are restricted. This policy might be used to allow access for applets from a company vendor.



•



Unlimited connectivity.



One of the problems with Sun's original sandbox was that it blurred the distinction between the Java language and the security policies that could be applied.
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Securing Windows NT/2000 Servers for the Internet 3.1.4.1 Setting Java policy from Netscape Navigator 2.3 Netscape Navigator Version 2.3 followed Sun's rather simplistic approach to Java security policy:



•



Java is either enabled or it is not (see Figure 3.3).



•



Java applets that are downloaded from the Internet are restricted in a number of ways. This includes not being allowed to touch the local file system, and only being allowed to create network connections to the computer from which they were downloaded.



•



Java applets that are loaded from the user's local hard disk have full access to all features of the language.



Figure 3.3. Netscape Navigator Version 2.0's simple approach to Java and JavaScript security: turn it on or turn it off



3.1.4.2 Setting Java policy from Internet Explorer 3.0 Internet Explorer 3.0 implements a superset of Navigator 3.0's policy:



•



Java is either enabled or disabled.



•



Programs that are downloaded from the Internet cannot access the user's hard drive. These programs can only create Internet connections to the computer from which they were downloaded.



•



Programs that are loaded from the local hard disk have full access to the user's computer.



•



Programs that are signed with an Authenticode software publisher's key and approved by the user can also have full access to the user's computer.
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Securing Windows NT/2000 Servers for the Internet 3.1.4.3 Setting Java policy from Netscape Navigator 4.0 Netscape Navigator 4.0 opens the Java sandbox, allowing downloaded applets more functionality and flexibility. However, it attempts to do so in a way that can be carefully monitored and controlled by the user. It does so using digital signatures and digitally signed capabilities. Navigator 4.0 identifies a variety of different kinds of privileges that a Java program might need. These privileges can then be given to a program on a case-by-case basis. Navigator 4.0 further allows Java classes to be digitally signed by software publishers. Giving programs capabilities in this way allows the Java environment to satisfy the "principle of least privilege:" programs should have the privileges necessary to perform the tasks that are expected of them, and nothing more. For example, a game application might need the ability to read and write from a file containing previous scores and the ability to write directly to the user's screen. However, it doesn't need the ability to read and write any file on the user's hard drive. A teleconferencing application might need "push-to-talk" access to the user's microphone, but it doesn't need the ability to surreptitiously bug the user's workspace. Rather than presenting the user with a collection of capabilities when a program starts up - "Do you wish to grant Dark Stalker physical screen I/O access, read/write access to C:\WINDOWS\FILES\HIGHSCORE.STALKER, sound blaster access" and so on - Netscape has created a set of permissions "macros." These allow a program to ask for, and receive, "typical game permissions." Finally, Netscape has created a system that allows permissions to be encapsulated within signed application modules. This might allow Dark Stalker to get physical screen I/O access through a library that had been signed by an approved software publisher, but would prohibit Dark Stalker from directly accessing the screen otherwise. 3.1.4.4 Setting Java policy from Internet Explorer 4.0 Internet Explorer 4.0 will also introduce a sophisticated capabilities-based system that uses code signing to extend additional privileges to Java applets. 3.1.5 Java Security Problems In the spring of 1996, a trio of researchers at Princeton University searched for and found a number of security problems in the Java language. The team - Professor Edward W. Felten and graduate students Drew Dean and Dan S. Wallach - christened themselves the Secure Internet Programming (SIP) group and published several bulletins informing people of the problems that they had found. They also worked with Microsoft, Netscape, and Sun to correct the problems they discovered. Most of the security problems discovered by the Princeton team were implementation errors: bugs in the Java run-time system that could be patched. But some of the problems discovered were design flaws in the Java language itself. The good news for Java users and developers is that many of the security problems found by the Princeton team were addressed shortly after they were discovered. And there were no published cases of any of these flaws being used by an attacker to exploit the security at a victim site. The bad news is the fact that the Princeton team was able to find many security problems in a program that had been widely released on the Internet and was being used by millions of people. Ideally, outside security reviews should take place before products are released, rather than afterwards. While the basic implementation flaws discovered by the Princeton team have been fixed, new features and releases will bring new bugs. Sun, Netscape, and Microsoft need to be more open with their internal reviews, and they need to slow down the pace of development so that code can be evaluated more rigorously before it is used by the millions. Users and customers, meanwhile, need to demand higher levels of security and overall software quality. They must also be willing to allow vendors to properly test code, rather than demanding the right to download the earliest "alpha," "beta," or "prerelease" program.
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Securing Windows NT/2000 Servers for the Internet 3.1.5.1 Java implementation errors Most security flaws are implementation errors - bugs - that can simply be found and fixed. Working with the source code to the Java compiler and run-time environment, Dean and Wallach discovered many problems in the Java implementation. There were three main classes of flaws:



•



Bugs with the Java virtual machine that let programs violate Java's type system. Once the type system is violated, it is possible to convince the JVM to execute arbitrary machine code.



•



Class library bugs, which allow hostile programs to learn "private" information about the user or, in the case of Sun's HotJava browser, edit the browser's settings.



•



Fundamental design errors leading to web spoofing and other problems.



A complete list of the Princeton group's findings is on the Web at http://www.cs.princeton.edu/sip/. Most of the implementation errors discovered by the group were fixed shortly after they were reported. 3.1.5.2 Java design flaws The Princeton Secure Internet Programming group has also identified numerous design flaws in the Java language itself. Design flaws are serious because fixing them can break legitimate programs that depend on the flaws for proper operation. Some design flaws cannot be fixed without fundamentally changing the underlying structure of the system. The most serious design flaw with the Java system identified by the SIP group is that Java's security model was never formally specified. Quoting from the literature of computer science, they repeated, "A program that has not been specified cannot be incorrect, it can only be surprising." The group was forced to conclude that many of the apparent problems that they found weren't necessarily security problems because no formal security model existed. The second major problem with Java's security is that the security of the entire system depends on maintaining the integrity of the Java type system. Maintaining that integrity depends on the absolute proper functioning of the SecurityManager class and the Bytecode Verifier. While the SecurityManager class is 500 lines long in the first set of Java implementations that were commercialized, the Bytecode Verifier was 3500 lines. To make things worse, there was no clear theory or reason as to what makes Java bytecode correct and what makes it incorrect, other than the operational definition that "valid bytecode is bytecode that passes the Bytecode Verifier." The SIP group has made several concrete suggestions for making Java a more secure environment in which to run programs. These recommendations include:



•



Public variables should not be writable across name spaces.



•



Java's package mechanism should help enforce security policy.



•



Java's bytecode should be simpler to check and formally verify. One way to do this would be to replace the current Java bytecode, which was designed to be small and portable but not designed to be formally verifiable, with a language that has the same semantics as the Java language itself. The SIP group proposes replacing or augmenting Java bytecode with abstract syntax trees.



Unfortunately, it's not clear whether these underlying problems with the Java language are going to be addressed. Representatives from JavaSoft say they know that there are problems with the language, but there are already so many people using it that these problems may be impossible to fix.
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Securing Windows NT/2000 Servers for the Internet 3.1.5.3 The Java DNS policy dispute One of the most interesting security problems discovered by the Princeton team boils down to a dispute with Sun regarding the policies of Sun's Java sandbox implementation. In February 1996, Felten et al. reported that they had discovered a security flaw in the Java run-time system: Java applets were vulnerable to DNS spoofing. The Princeton group suggested a workaround. But Sun said that Felten et al. were way off base. There was no such security flaw in Java, Sun said. The problem was with the Princeton researchers' interpretation of Sun's security policy. Under Sun's Java security policy for downloaded applets, a downloaded applet should only be able to initiate network connections to the same computer from which it was downloaded. But what is meant by the words "the same computer"? According to Sun, "the same computer" means any computer that shares the same DNS name with the computer from which the applet was downloaded. Many computers on the Internet have more than one IP address for a single host name. Different IP addresses might be used for different interfaces. Alternatively, several computers may be given the same name because they are functioning as essentially the same computer using DNS round robin. (You might, for instance, have three web servers for a company, each with the same DNS name but each with its own IP address.) Felten et al. showed that Sun's definition of "the same computer" was open to DNS spoofing. If an attacker can convince the computer on which an applet is running that any arbitrary IP address has a particular DNS name, then that applet can open a connection to that IP address. This situation can be easily accomplished by someone running a rogue DNS server. Working together, the applet and the DNS server could enable the applet to initiate a connection to any computer on the Internet. For corporations with firewalls, this meant that an applet could probe for security weaknesses on systems that the corporation thought were protected. Sun agreed that DNS spoofing is a problem, but said that the correct answer is to improve the security of the entire DNS system. Felten et al. agreed that DNS security should be improved but said that, until then, Java applets should run under a policy that permits them only to open network connections to the IP address from which they were downloaded, rather than the DNS name. Considering that problems with the DNS system have been known for many years and have still not been fixed, we think the Princeton team's approach makes more sense. Netscape ultimately issued a patch to Navigator that addressed the Princeton group's concerns. Current Java implementations in Netscape Navigator are not susceptible to the DNS spoofing problem. Another policy dispute that has not been settled is how much of the user's personal information a Java applet should be able to access. Should a Java applet be able to determine the real name of the person who is running it? Should the Java applet be able to determine the person's email address? Should it be able to send electronic mail on behalf of the user? Should the applet be able to find out what time it is? Unfortunately, it is probably not reasonable to expect users to decide these questions for themselves, because there may be profound security implications to these questions that are not at all obvious. 3.1.6 Java Security Future Despite the problems discovered with Java, the good news is that the underlying design of the language makes it amenable to ultimately solving the security problem of downloaded programs. One area where Java security can be enforced is in the run-time system, which can be used to enforce finegrained control over security policy. For example, if an organization decided that Java applets shouldn't be able to send electronic mail, the code could be configured to ensure that Java applets couldn't open a TCP/IP connection to port 25, the SMTP port.19 One of the most important features that needs to be added to Java run-time systems is the logging of applet downloading and actions. The SIP group recommends logging all file system and network access as well as the applet bytecode itself. This allows attacks to be reconstructed and is probably necessary if one later wishes to seek legal recourse. Browser vendors may be thinking along these same lines: Internet Explorer 3.01 has a file named C:\WINDOWS\JAVA\ JAVALOG.TXT. Unfortunately, the file is merely a copy of the Java console and not an actual log of Java applets that are run. Internet Explorer 4.0 reportedly will have more sophisticated logging.



19



Reportedly, Finjan Software, based in Netanya, Israel, sells a product called SurfinBoard that addresses this kind of problem. The company can be reached at http://www.finjan.com. Finjan is Hebrew for a kind of coffee pot. page 47



Securing Windows NT/2000 Servers for the Internet It's also important to note that even though some Java implementations seem to have some security problems, this doesn't mean that the alternatives (JavaScript, ActiveX, VBScript, and so forth) are secure. If anything, the research community has been focusing on Java attacks because Java's creators claimed that it was designed with security in mind. Currently, users who view security as a primary concern are well advised to disable the execution of Java programs by their browsers.



3.2 JavaScript JavaScript, originally known as LiveScript, is a programming language that Netscape developed to make animation and other forms of interaction more convenient. JavaScript programs reside in HTML files, usually surrounded by both  
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This was not Simson's intent in posting the URL. page 50
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In fact, both Netscape Navigator 3.0 and Internet Explorer 3.0 terminate this program, but in different ways. Netscape gives the error message "Lengthy JavaScript" and presents the user with an option to terminate it. But when Internet Explorer 3.0 runs this program, it stops after Fibonacci number 22 with a stack overflow error. (Of course, either approach is better than the alternative of running the script for weeks or longer.) Unfortunately, while both browsers are executing the JavaScript, they are completely unusable. That's because JavaScript, unlike Java, appears to be executed in the program's main thread - the same thread that is used to handle events from the user. 3.3.2.2 Can't break a running script Both Navigator and Explorer's Java and JavaScript implementations suffer from the fact that you can't break out of a running Java or JavaScript program. If you want to terminate a program, your only real choice is to exit the browser itself. Unfortunately, exiting the browser can be complicated by the fact that the browser itself may have stopped listening to menu commands as a result of an ongoing denial-of-service attack. In this case, it will be necessary to find some other way to terminate the browser, such as typing Control-Alt-Del under Windows 95 or Command-Option-Escape under MacOS. Many users do not know about these "tricks" for forcing a running program to quit. Therefore, your typical Macintosh or Windows users, faced with this JavaScript-based HTML attack, may find themselves with no choice other than turning off their machines:   



To further complicate matters, it turns out that this program has different semantics when running under Windows 95 and MacOS than it does when running on versions of UNIX. That's because under Netscape's Windows 95 and MacOS clients, the JavaScript alert( ) method is blocking: it waits for you to click the "ok" button before going on. But under Netscape's UNIX clients, the alert( ) method does not block. Instead, Netscape brings up hundreds (or even thousands) of little alert windows. This will actually cause some UNIX window managers to crash, making this an effective denial-of-service attack not only against the browser, but against the user's entire workspace. 3.3.2.3 Swap space attacks Both Explorer and Navigator handle stack attacks rather well - at least they terminate quickly. The same isn't true for other kinds of swap space attacks. Consider this: public true mouseDown(Event evt, int x, int y) { String big="This is going to be really big."; int i; for(i=0;i


Running under Windows 95, both Internet Explorer and Navigator will attempt to allocate a huge amount of memory, likely filling up the computer's entire hard disk with the swap file. Unlike the stack attacks, this attack will considerably impact the performance of both the web browser and all other applications running on the computer. That's because the computer is forced to swap and swap and swap. In the process of all that swapping, the hard disk isn't available to do anything else, and the CPU is effectively blocked from action.
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Securing Windows NT/2000 Servers for the Internet 3.3.2.4 Window system attacks Both Java and JavaScript allow downloaded code to create and manage windows on the user's machine. Graphical User Interface (GUI) operations consume a tremendous amount of system resources on most computers. By creating many windows, the user's entire computer can be rendered inoperable. A particularly amusing hostile applet featured on the DigiCrime web site creates a single window. Move the mouse into the window to click its "close" box, and the window disappears and is replaced with two other windows in different locations. Each of these two windows has the same property. A message displayed on the screen says "Your only way out now is to kill the browser." The applet can be found at http://www.digicrime.com/. Mark LaDue, a student at Georgia Tech, has developed an applet that he calls a "self-defending applet killer." This applet will stop any other applets that are running and will kill any applet that is downloaded afterwards. For examples of this applet and others, see LaDue's web page entitled "A Collection of Increasingly Hostile Applets" at http://www.math.gatech.edu/~mladue/HostileApplets.html. 3.3.3 Can Denial-of-Service Attacks Be Stopped? Solving denial-of-service attacks is difficult - that's why the designers of the programming languages described in this chapter haven't tackled it. That's because no matter how many different ways you attempt to solve the problem, intelligent vandals can usually come up with another way of sucking the life out of your system. However, experience with other operating systems has shown that there are ways to minimize the impact that denial-of-service attacks can have. Experience has also shown that there is good reason to do so: most denial-of-service attacks are the result of programming bugs, rather than malicious hackers. Here are some ideas for limiting the potential of denial-of-service attacks:



•



Identify limited resources and meter them. Downloaded applets probably don't need to crunch thermodynamic simulations. Track how much CPU time an applet has used. After a reasonable interval, ask the user for authorization before using more. Applets that do have extraordinary CPU requirements should have a way of requesting them from the user. Some versions of JavaScript will alert the user after more than a million jump instructions have been executed. This is an interesting idea, but it's probably better to measure directly the amount of CPU being used.



•



Be especially suspicious of applets that access and reserve operating system resources, such as files, windows, or network connections. A single Java applet could easily disable a web server by creating a thousand connections to its HTTP port. The environments that run downloaded code should take extra pains to monitor critical resources and place severe limits on their use.



•



Allow the user to list the applets that are currently running in a browser, and allow the user to interrupt a running applet. Currently, there is nothing even resembling process control within most web browser environments. The only way to interrupt a running Java or JavaScript program is to kill the web browser. There should be an easier way to do this - especially as many users don't know how to kill a process on their computers.
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Securing Windows NT/2000 Servers for the Internet 3.4 JavaScript-Enabled Spoofing Attacks Ed Felten at Princeton University notes that people are constantly making security-related decisions. To make these decisions, people use contextual information provided by their computer. For example, when a user dials in to a computer, the user knows to type her dial-in username and password. At the same time, most users know to avoid typing their dial-up username and password into a chat room on America Online. The combination of Java and JavaScript can be used to confuse the user. This can result in a user's making a mistake and providing security-related information to the wrong party. 3.4.1 Spoofing Username/Password Pop-Ups with Java When an untrusted Java applet creates a window, most web browsers label the window in some manner so that the user knows that it is unsecure. Netscape Navigator, for instance, will display the window with the message "untrusted applet." The intention of this labeling is to alert the user: users may not wish to type their login usernames and passwords into a window that's not "trusted." When an applet runs inside a browser window itself, no such labeling takes place. A rogue HTML page can easily display an innocuous background and then use a Java applet to create a traditional web browser username/password panel. The applet can even detect an attempt to drag the spoofed "window" and make it move on the page appropriately. The user can't determine the difference unless she tries to drag the window outside the browser's window. Applets aren't limited to spoofing web username/password panels. An applet could easily display other username/password panels. For example, a web server could check to see if a user has accessed a web page using a Windows 95 personal computer dialed up with the Microsoft PPP dialer. If this is detected, the applet could display a window that told the user that the connection had been disconnected, followed by a request to reconnect (see Figure 3.4 and Figure 3.5). Figure 3.4. Your connection has been terminated; is this window real or Java?
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Figure 3.5. The reconnection request



The applet could even play the sound of a modem dialing and connecting. An astute user might realize that the modem is still connected, but many probably would not. Send such an applet to a few thousand users, and you'll probably get dozens of dial-up usernames and passwords. 3.4.2 Spoofing Browser Status with JavaScript Felten notes that many users' security decisions are based on URLs and filenames. For example, a Windows user knows that downloading a file called HAPPY.EXE might be more dangerous than downloading a file called HAPPY.GIF because the first is an executable program, whereas the second is an image. Now consider these two URLs: https://www.mall.com/order.html https://www.university.edu/users/guest/open/order.html



Although the naming of both of these URLs implies that they are secure order pages, either or both may not be. At that, the first URL might inspire trust, but fewer users might feel comfortable typing a credit card number into the second. JavaScript has several tools that can be used for spoofing user context. These include:



•



JavaScript can display boxes containing arbitrary text.



•



JavaScript can change the content of the browser's status line.



•



JavaScript can be used to hide the browser's "Goto:" field and replace it with a constructed field built from a frame.



For example, the status line of the browser normally displays the URL that will be accessed if the user clicks on a link. But using JavaScript, you can make a user believe that one URL actually points someplace else. For example, this HTML link will display the URL http://www.shopping.com/order-entry.html when the mouse is moved over the link, but clicking on the link will jump to the web page http://www.attacker.org/trapped.html.  Click Here to enter your credit card number
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Securing Windows NT/2000 Servers for the Internet Many users might be willing to run any program that they downloaded from a well-trusted domain. However, there are many ways to trick a user's web browser into downloading a program from one domain but displaying visual cues that indicate the program is in fact being downloaded from another. Consider these issues when downloading a file SETUP.EXE, apparently from a host at the Microsoft Corporation.



•



The user may think that the file is being downloaded from the domain MICROSOFT.COM, when the file is in fact being downloaded from MICROS0FT.COM (a domain in which the letter "O" has been changed to the digit "0").



•



The user may see that the file is being downloaded from MICROSOFT.CO.FI, and not know whether or not that is a domain associated with Microsoft.



•



The web browser may display the beginning and the end but truncate the characters in the middle of a large URL. For example, the browser may display that a file is being downloaded from the address http://www.microsoft.co.../setup.exe . But the user might not realize that the file being downloaded actually has the URL http://www.microsoft.com.attacker.org/guests/users/hacker/setup.exe.



One way to minimize spoofing risks is by producing "unspoofable" areas, status displays on the browser's window that cannot be rewritten by JavaScript or Java. For example, Netscape Navigator 4.0 may display part of the web server's DNS name in an area that cannot be overwritten by a program running in the web browser. This may help solve some problems. A better approach would be to have the web browser display the distinguished name that is on a web server's public key certificate. (See Chapter 7, for more information on server certificates.) 3.4.3 Mirror Worlds Felten et al. have demonstrated that it is possible to use the techniques mentioned in the preceding sections to create a mirror world web site. The site uses a combination of URL rewriting, JavaScript substituting techniques, long hostnames, and caching to replicate the content of one web site on another. A mirror world constructed in this fashion can essentially trap users, monitoring all of the pages that they request, capturing passwords, and even conducting man-in-the-middle attacks (described in Chapter 12) on SSL connections. A suspicious user could detect such a mirror world attack by looking at the distinguished name on a SSL certificate, and he could break out of the mirror world by using the web browser's Open Location function. However, it is conjectured that most users would not discover the attack, and would divulge significant information to the attacker. There are many ways to lure a user into a mirror world. The URL could be put in a public area where it is likely to be tried. For example, it could be sent to a mailing list or posted on a web-based bulletin board. The URL could be added to a search engine. Once inside the mirror world, the only way out would be by using a bookmarked web site or using the browser's "Back" button. Although a mirror world attack is easily traced back to the web site that is conducting it, this information may not in itself be useful. The attacking site may be in a foreign country. Alternatively, it may be a web site that has itself been compromised.



3.5 Conclusion Java and JavaScript are both here to stay, as both of the languages give web developers powerful techniques for creating new content for the Web. Unfortunately, both of these languages have profound security implications. The challenge for software vendors will be to discover ways of making the implementations of these languages secure enough so that users can download and run programs from any web site without fear.
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Securing Windows NT/2000 Servers for the Internet Chapter 4. Downloading Machine Code with ActiveX and Plug-Ins One of the most dangerous things that you can do with a computer that is connected to the Internet is to download a program and run it. That's because most personal computer operating systems place no limits on what a program can do once it starts running. When you download a program and run it, you are placing yourself entirely in the hands of the program's author. Most programs that you download will behave as expected. But they don't have to. Many programs have bugs in them: running them will cause your computer to crash. But some programs are malicious: they might erase all of the information on your computer's disk. Or the program might seek out confidential information stored on your computer and transmit it to a secret location on the Internet. The program might even send threats to the president of the United States and the U.S. Congress, possibly granting you a visit from the Secret Service.



4.1 When Good Browsers Go Bad The goal of an attacker is to be able to run a program of his choice on your computer without your knowledge. Once this ability is gained, any other attack is possible. The easiest way for an attacker to accomplish this goal is to give or download a program to you for your computer to run. One would think that an easy way to defend against this attack would be to inspect all downloaded programs to see if they contain malicious code. Unfortunately, it's theoretically impossible to determine what a computer program will do without running it. What's possibly even more frightening is the fact that it's frequently impossible to determine what a program is doing even after you have run it: programs have many ways of hiding their operations. Even secure operating systems with memory protection and other security mechanisms, such as Windows NT and UNIX, offer users no real security against programs that they download and run. That's because once the program is running, it inherits all of the privileges and access rights of the user who invoked it. No commercially available operating system allows users to create a "sandbox" in which to run suspicious code. Internet users have been taught to download programs and run them without question. Web browsers like Netscape Navigator and Internet Explorer are distributed by downloads. And systems that extend the capabilities of these web browsers, such as the RealAudio player and the Adobe Acrobat Reader, are distributed by downloads as well. Already, users have lost thousands of dollars by the actions of hostile programs that they have downloaded and run on their computers. These losses are likely to mount as technologies for downloading executable code become more widespread. 4.1.1 Card Shark In January 1996, First Virtual Holdings demonstrated a program designed to show how easy it is to compromise a computer system. Affectionately called "Card Shark," the program appeared to be a screensaver. Normally, the program would run silently in the background of your computer. If you didn't type on your computer's keyboard for a while, the screen would blank. You could make the screen reappear by typing a few characters. Card Shark's real purpose was to demonstrate the danger of typing credit card numbers into a computer system. While Card Shark was running, the program waited in the background on a PC or Mac, silently scanning the computer's keyboard and waiting for a user to type a credit card number.22 When the user typed a credit card number, Card Shark played ominous music, displayed a window on the screen, and informed the user that he or she had been sharked.



22



Because of their structure, credit card numbers are exceedingly easy to recognize. For information about this structure, see Section 16.1.3.1 in Chapter 16. page 56



Securing Windows NT/2000 Servers for the Internet The program's designers at First Virtual said that while Card Shark made its intention clear, an attacker interested in capturing credit card numbers wouldn't need to do so. Instead, an attacker could have a similar sharking program store captured credit card numbers. When the program detected that the user's computer was reconnected to the Internet, the sharking program could quietly post the credit card numbers on Usenet, enciphering the numbers in some way so as not to arouse suspicion. An attack carried out in this manner would be almost impossible to trace. 4.1.2 The Sexy Girls Pornography Viewer In January 1997, a scam surfaced involving long distance telephone calls, pornography, and the Internet. The scam involved a web site, called sexygirls.com, which promised subscribers free pornography. In order to view the pornography, a computer user first had to download a special "viewer" program. When the viewer program was downloaded and run, the program disconnected the user's computer from its local Internet service provider, turned off the modem's speaker, and placed an international telephone call to Moldova. Once connected overseas, the user's computer was reconnected to the Internet and the pornography was seen.23 It turns out that the "free" pornography was actually paid for by long distance telephone charges, charges that were split between the American telephone company, the Moldovan phone company, and the web site. As this book was going to press, a spokesperson from AT&T was quoted as saying that the telephone charges would have to be paid, because the calls had in fact been placed. Meanwhile, the Federal Trade Commission was conducting an investigation of its own. One could argue that AT&T and the Bell operating companies introduced this security hole by deploying a purchasing and billing system that did not have adequate controls.



4.2 Netscape Plug-Ins Although the two examples in the preceding section involved standalone programs, increasingly there is interest in using downloaded programs to extend the capabilities of web browsers. One way to do this is with helper applications , such as the RealAudio player. Another way is through the use of plug-ins. Plug-ins were introduced with Netscape Navigator as a simple way of extending browsers with executable programs that are written by third parties and loaded directly into Netscape Navigator. One of the simplest uses for plug-ins is to replace helper applications used by web browsers. Instead of requiring that data be specially downloaded, saved in a file, and processed by a helper application, the data can be left in the browser's memory pool and processed directly by the plug-in. But plug-ins are not limited to the display of information. In the fall of 1996, Microsoft released a plug-in that replaced Netscape's Java virtual machine with its own. And PGP, Inc., is developing a plug-in that adds PGP encryption to Netscape Communicator's email package. 4.2.1 Getting the Plug-In Plug-ins are manually downloaded by the web user and stored in a special directory located in the Netscape Navigator program directory. The web browser scans this directory when it starts up to discover what plug-ins are available. Two popular plug-ins are the Macromedia Shockwave plug-in, which can play animated sequences, and the Adobe Acrobat plug-in, which lets Navigator display PDF files. Both of these plug-ins have been used since shortly after the introduction of Netscape's plug-in architecture.
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Netscape's Eric Greenberg notes that this kind of attack does not require the Internet. A fairly common telephone scam in 1996 was for companies operating phone sex services in the Caribbean to call 800 numbers associated with digital pagers, in an attempt to get the pagers' owners to return calls to the telephone number on the islands. These islands are part of the North American Numbering Plan, so they have regular area codes, just like telephone numbers in the United States and Canada. But calling these numbers costs many dollars per minute - a charge that is shared between the telephone company and the phone sex operator. page 57



Securing Windows NT/2000 Servers for the Internet When Netscape Navigator encounters a document that requires a plug-in to be properly viewed, Navigator displays a window such as the one in Figure 4.1. Figure 4.1. Netscape Navigator displays a special window when it encounters a document for which a plug-in is required



If the user clicks the "Plug-in Info" button, Navigator switches to a web page that describes the plug-ins that are currently available. At the bottom of the page there is a link for a "security warning." Follow the link and you'll see an ominous message: Plug-in Security Implications When running network applications such as Netscape Navigator, it is important to understand the security implications of actions you request the application to perform. If you choose to download a plug-in, you should know that: * Plug-ins have full access to all the data on your machine. * Plug-ins are written and supplied by third parties. To protect your machine and its documents, you should make certain you trust both the third party and the site providing the plug-in. If you download from a site with poor security, a plug-in from even a trusted company could potentially be replaced by an alternative plug-in containing a virus or other unwanted behavior. ...Copyright © 1996 Netscape Communications Corporation Unfortunately, most users don't have the necessary tools or understanding to act upon Netscape's message. Most users wish to view the content of the page in question, and they will download the plug-in and install it no matter what the source. Few realize that a plug-in can do far more damage than simply crashing their computer. 4.2.2 Evaluating Plug-In Security Given Netscape's warning, how do you evaluate whether or not you should install a plug-in on your computer? Fundamentally, it is nearly impossible to determine if a plug-in does or does not have hidden security problems. That's because plug-ins are provided pre-compiled and without source code. Unless you work for the company that creates the plug-in, it is usually not possible to inspect the actual plug-in's source code. Instead, you must trust the company that makes the plug-in and hope the people there have your best interests at heart. Of course, the trust that you need to place in the plug-in vendor is fundamentally no different from the trust you place in the company that creates the web browser, the other applications that you run, your computer's operating system, and the computer's hardware itself. But whereas there are only a few companies that have the engineering prowess to create a full-featured word processor or web browser, by design many companies can create a plug-in without very much work. And whereas you might not be interested in running a web browser from Midnight Software, you might be willing to give their amazing "web rearranger" software a try. This opens you up to a much larger universe of potential attackers.
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Securing Windows NT/2000 Servers for the Internet There are many ways that your computer might be damaged by a plug-in. For example:



•



The plug-in might be a truly malicious plug-in, ready to damage your computer when you make the mistake of downloading it and running it.



•



The plug-in might be a legitimate plug-in, but a copy might have been modified in some way to exhibit new dangerous behaviors. (Netscape Navigator 4.0 has provisions for digitally signing plugins. Once modified, a digitally signed plug-in's signature will no longer verify.)



•



There might not be a malicious byte of code in your plug-in's executable, but there might be a bug that can be misused by someone else against your best interests.



•



The plug-in might implement a general-purpose programming language that can be misused by an attacker.



4.2.3 When Security Fails: Macromedia Shockwave Consider the Macromedia Shockwave plug-in. In January 1997, Simson learned that the Shockwave plug-in contained instructions for reading and writing directly to the file systems of the computer on which the web browser is running. This would seem to be a security problem. So Simson contacted Macromedia, spoke with an engineer, and was told that the Shockwave plug-in could only read and write to files stored in a particular directory in the Shockwave folder. The engineer said that Macromedia had been very careful to ensure that the plug-in could read and write to no other files on the system. He further said that there was no way to use the system to store executable files. On March 10, 1997, David de Vitry posted a message to the Bugtraq mailing lists that said the Shockwave plug-in could be used to read email messages stored in the Netscape mail folders. Apparently, the Shockwave GETNETTEXT command can read from many different folders located within the Netscape directory, rather than just Shockwave "preference" files. Reportedly, this Shockwave bug also affected Macromedia's plug-in with Internet Explorer. Macromedia said that it would be issuing a bug fix. Unfortunately, there's no way to know whether or not other security problems are lurking and misunderstood by the company's own engineers. This is true for every plug-in, not simply Macromedia. 4.2.4 Tactical Plug-In Attacks The security problem with the Macromedia plug-in was publicized through a variety of channels, both electronic and print. Presumably, this is the way that Netscape believes plug-in security will be addressed: people who discover problems with plug-ins will publicize them. Other users will know not to install plug-ins that have problems and avoid running them (or de-install them if they were running them already). Certainly some users may fall victim to a malicious program, but it's hoped that such malicious plug-ins will be quickly exposed. Netscape may be correct, but that may be small comfort for the users who are in the position of discovering such a piece of malware. Unfortunately, if you are a specific target, you cannot find safety in numbers. It is fairly trivial to create a program that behaves one way for everybody else in the world and another way for you in particular. Such a program could also be programmed to cover its tracks. If you did notice a problem, you might be more likely to ascribe it to a passing bug or strange interaction because no one else would have reported the problem.
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Securing Windows NT/2000 Servers for the Internet 4.3 ActiveX and Authenticode ActiveX is a collection of technologies, protocols, and APIs developed by Microsoft that are used for downloading executable code over the Internet. The code is bundled into a single file called an ActiveX control. The file has the extension OCX. Microsoft has confusingly positioned ActiveX as an alternative to Java. ActiveX is more properly thought of as an alternative to Netscape's plug-ins. ActiveX controls are plug-ins that are automatically downloaded and installed as needed, then automatically deleted when no longer required. Adding to the confusion is the fact that ActiveX controls can be written in Java! Despite the similarities between ActiveX controls and Netscape plug-ins, there are a few significant differences:



•



Whereas plug-ins usually extend a web browser so that it can accommodate a new document type, most ActiveX controls used to date have brought a new functionality to a specific region of a web page.



•



Traditionally, ActiveX controls are downloaded and run automatically, while plug-ins need to be manually installed.



•



ActiveX controls can be digitally signed using Microsoft's Authenticode technology. Internet Explorer can be programmed to disregard any ActiveX control that isn't signed, to run only ActiveX controls that have been signed by specific publishers, or to accept ActiveX controls signed by any registered software publisher. Netscape Navigator 3.0 has no provisions for digitally signing plug-ins, although this capability should be in Navigator 4.0.



4.3.1 Kinds of ActiveX Controls ActiveX controls can perform simple animations, or they can be exceedingly complex, implementing databases or spreadsheets. They can add menu items to the web browser, access information on the pasteboard, scan the user's hard drive, or even turn off the user's computer. Fundamentally, there are two kinds of ActiveX controls:



•



ActiveX controls that contain native machine code. These controls are written in languages such as C, C++, or Visual Basic. The control's source code is compiled into an executable that is downloaded to the web browser and executed on the client machine.



•



ActiveX controls that contain Java bytecode. These are controls that are written in Java or another language that can be compiled into Java bytecode. These controls are downloaded to the web browser and executed on a virtual machine.



These two different kinds of ActiveX controls have fundamentally different security implications. In the first case, ActiveX is simply a means to quickly download and run a native machine code program. It is the programmer's choice whether to follow the ActiveX APIs, to use the native operating system APIs, or to attempt direct manipulation of the computer's hardware. There is no way to easily audit the ActiveX control's functions on most PC operating systems. ActiveX controls that are downloaded as Java bytecode, on the other hand, can be subject to all of the same restrictions that normally apply to Java programs. These controls can be run by the browser within a Java sandbox. Alternatively, a web browser can grant these controls specific privileges, such as the ability to write within a specific directory or to initiate network connections to a specific computer on the Internet. Perhaps most importantly, the actions of an ActiveX control written in Java can be audited - provided, of course, that the Java run-time environment being used allows such auditing. Although ActiveX support has been ported to a variety of platforms, ActiveX controls that are downloaded as machine code fundamentally are processor and operating system dependent. These ActiveX controls are compiled for a particular process and with a particular set of APIs. ActiveX controls that are written in Java, on the other hand, can be operating system and processor independent - provided that the web browser being used has support for both Java and ActiveX.
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Securing Windows NT/2000 Servers for the Internet 4.3.2 The  Tag ActiveX controls can be automatically downloaded and run within web pages by using the  tag. The parameters to the tag specify where the ActiveX control is downloaded from and the Class ID that is to be run. Following the  tag are named parameters that are passed to the ActiveX control once it starts executing. For example:       When the  tag is encountered by a web browser that implements the ActiveX protocol, the browser downloads the control, optionally verifies the control using a digital signature mechanism, loads it into the browser's address space, and executes the code. The process is depicted in Figure 4.2. Figure 4.2. ActiveX controls are composed of executable code that is downloaded from a web server and run on a local computer
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4.3.3 Authenticode Authenticode is a technology developed by Microsoft that lets users discover the author of a particular piece of code and determine that the program has not been modified since the time it was distributed. Authenticode relies on digital signatures and the public key infrastructure, described in Part III. The process of creating signed programs and verifying the signatures is described in Chapter 9. Authenticode signatures can be used for different purposes depending on whether the ActiveX control is distributed in native machine code or in Java bytecode: For ActiveX controls distributed in machine code Authenticode can be used to enforce a simple decision: either download the control or do not download the control. These Authenticode signatures are only verified when a control is downloaded from the Internet. If the control is resident on the computer's hard disk, it is assumed to be safe to run. For ActiveX controls distributed in Java bytecode Authenticode can be used to enforce a simple decision: either download the control or do not download the control. Under Internet Explorer 4.0, Authenticode signatures can also be used to determine what access permissions are given to the Java bytecode when it is running. If a control mixes machine code and Java, or if both Java and machine code controls are resident on the same page, the capabilities-controlled access permitted by the Java system is rendered irrelevant. Authenticode signatures are only checked when a control is downloaded from the network. If a control is installed, it is given unrestricted access. 4.3.4 Internet Exploder In the fall of 1996, a Seattle area programmer named Fred McLain decided to show that ActiveX poses significant security risks. He wrote an ActiveX control called Internet Exploder. The control started a 10second timer, after which it performed a clean shutdown of Windows 95 and then powered off the computer (if it was running on a system with advanced power management). McLain then obtained a VeriSign personal software publisher's digital certificate, signed his Exploder control, and placed the signed control on his web site. McLain said that he was being restrained: his Exploder control could have done real damage to a user's computer. For example, it could have planted viruses, or reformatted a user's hard disk, or scrambled data. McLain said that ActiveX was a fundamentally unsafe technology, and people should stay clear of the technology and instead use Netscape Navigator. Neither Microsoft nor VeriSign were pleased by McLain's actions. McLain said that the reason they were angry was that he was showing the security problems in their technologies. Representatives from Microsoft and VeriSign, on the other hand, said that they were angry because he had violated the Software Publisher's Pledge by signing a malicious ActiveX control. Exploder wasn't a demonstration, they said: it was an actual denial-of-service attack. After several weeks of back-and-forth arguments, VeriSign revoked McLain's software publisher's certificate. It was the first digital certificate ever revoked by VeriSign without the permission of the certificate holder. For people using Internet Explorer 3.0, the revocation of McLain's digital ID didn't have much effect. That's because Explorer 3.0 didn't have the ability to query VeriSign's database and determine if a digital certificate was valid or had been revoked. For these people, clicking on McLain's web page still allowed them to enjoy the full effects of the Exploder. Soon after McLain's digital ID was revoked Microsoft released Internet Explorer Version 3.0.1. This version implemented the real-time checking of revoked certificates. People using Explorer 3.0.1 who clicked on McLain's web page were told that the ActiveX Control was invalid, because it was not signed with a valid digital ID... assuming that they had the security level of their browser set to check certificates and notify the user.
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Securing Windows NT/2000 Servers for the Internet Proponents of ActiveX said the Exploder incident showed how Authenticode worked in practice: an individual had signed a hostile control and that individual's digital ID had been revoked. The damage was contained. But opponents of ActiveX said that McLain had shown that ActiveX is flawed. Exploder didn't have to be so obvious about what it was doing. It could have tried to attack other computers on the user's network, compromise critical system programs, or plant viruses. It was only because of McLain's openness and honesty that people didn't encounter something more malicious.



4.4 The Risks of Downloaded Code Fred McLain's Internet Exploder showed that an ActiveX control can turn off your computer. But, as we've said, it could have done far worse damage. Indeed, it is hard to overstate the attacks that could be written and the subsequent risks of executing code downloaded from the Internet. 4.4.1 Programs That Can Spend Your Money Increasingly, programs running computers can spend the money of their owners. What happens when money is spent by a program without the owner's permission? Who is liable for the funds spent? How can owners prevent these attacks? To answer these questions, it's necessary to first understand how the money is being spent. 4.4.1.1 Telephone billing records One of the first recorded cases of a computer program that could spend money on behalf of somebody else was the pornography viewer distributed by the Sexy Girls web site (described at the beginning of this chapter). In this case, what made it possible for the money to be spent was the international long distance system, which already has provisions for billing individuals for long distance telephone calls placed on telephone lines. Because a program running on the computer could place a telephone call of its choosing, and because there is a system for charging people for these calls, the program could spend money. Although the Sexy Girls pornography viewer spent money by placing international telephone calls, it could just as easily have dialed telephone numbers in the 976 exchange or 900 area code, both of which are used for teletext services. The international nature of the telephone calls simply makes it harder for authorities to refund the money spent, because the terms of these calls are subject to international agreements. One way to protect against these calls would be to have some sort of trusted operating system that does not allow a modem to be dialed without informing the person sitting at the computer. Another approach would be to limit the telephone's ability to place international telephone calls, the same as telephones can be blocked from calling 976 and 900 numbers.24 But ultimately, it might be more successful to use the threat of legal action as a deterrent against this form of attack. 4.4.1.2 Electronic funds transfers In February 1997, Lutz Donnerhacke, a member of Germany's Chaos Computer Club, demonstrated an ActiveX control that could initiate wire transfers using the European version of Quicken, a popular home banking program. With the European version of Quicken it is possible to initiate a wire transfer directly from one bank account to another bank account. Donnerhacke's program started up a copy of Quicken on the user's computer and recorded such a transfer in the user's checking account ledger. Written in Visual Basic as a demonstration for a television station, the ActiveX control did not attempt to hide its actions. But Donnerhacke said that if he had actually been interested in stealing money, he could have made the program more stealthy.
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There is a perhaps apocryphal story of a New York City janitor who got his own 976 number in the 1980s and called it from the telephone of any office that he cleaned. Blocking calls to the 976 exchange and the 900 area code prevents such attacks. page 63



Securing Windows NT/2000 Servers for the Internet 4.4.2 Programs That Violate Privacy and Steal Confidential Information One of the easiest attacks for downloaded code to carry out against a networked environment is the systematic and targeted theft of private and confidential information. The reason for this ease is the network itself: besides being used to download the programs to the host machine, the network can be used to upload confidential information. Unfortunately, this can also be one of the most difficult threats to detect and guard against. A program that is downloaded to an end user's machine can scan that computer's hard disk or the network for important information. This scan can easily be masked to avoid detection. The program can then smuggle the data to the outside world using the computer's network connection. 4.4.2.1 A wealth of private data Programs running on a modern computer can do far more than simply scan their own hard drives for confidential information: they can become eyes and ears for attackers:



•



Any computer that has an Ethernet interface can run a packet sniffer, eavesdropping on network traffic, capturing passwords, and generally compromising a corporation's internal security.



•



Once a program has gained a foothold on one computer, it can use the network to spread worm-like to other computers. Robert T. Morris' Internet Worm used this sort of technique to spread to thousands of computers on the Internet in 1988. Computers running Windows 95 are considerably less secure than the UNIX computers that were penetrated by the Worm, and usually much less well administered.



•



Programs that have access to audio or visual devices can bug physical space. Few computers have small red lights to indicate when the microphone is on and listening or when the video camera is recording. Bugging capability can even be hidden in programs that legitimately have access to your computer's facilities: imagine a video conferencing ActiveX control that sends selected frames and an audio track to an anonymous computer somewhere in South America.



•



Companies developing new hardware should have even deeper worries. Imagine a chip manufacturer that decides to test a new graphic accelerator using a multiuser video game downloaded from the Internet. What the chip manufacturer doesn't realize is that as part of the game's startup procedure it benchmarks the hardware on which it is running and reports the results back to a central facility. Is this market research on the part of the game publisher or industrial espionage on the part of its parent company? It's difficult to tell.



Firewalls Offer Little Protection In recent years, many organizations have created firewalls to prevent break-ins from the outside network. But there are many ways that information can be smuggled through even the most sophisticated firewall. Consider:



• • • • • • •



The information could be sent by electronic mail. The information could be encrypted and sent by electronic mail. The information could be sent via HTTP using GET or POST commands. The information could be encoded in domain name system queries. The information could be posted in a Usenet posting, masquerading as a binary file or image. The information could be placed in the data payload area of IP ping packets. An attacker program could scan for the presence of a modem and use it.



Confidential information can be hidden so that it appears innocuous. For example, it could be encrypted, compressed, and put in the message-id of mail messages. The spaces after periods can be modulated to contain information. Word choice itself can be altered to encode data. The timing of packets sent over the network can be modulated to hide still more information. Some data hiding schemes are ingenious: information that is compressed, encrypted, and hidden in this manner is mathematically indistinguishable from noise. Computers that are left on 24 hours a day can transmit confidential information at night, when such actions are less likely to be observed. They can scan the keyboard for activity and only transmit when the screensaver is active (indicating that the computer has been left alone).
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Securing Windows NT/2000 Servers for the Internet 4.5 Is Authenticode a Solution? Code signing is an important tool for certifying the authenticity and the integrity of programs. But as we will see, Authenticode does not provide "safety," as is implied by Internet Explorer's panel. 4.5.1 Signed Code is Not Safe Code Code signing does not provide users with a safe environment where they can run their programs. Instead, code signing is intended to provide users with an audit trail. If a signed program misbehaves, you should be able to interrogate the signed binary and decide who to sue. And as the case of Fred McLain's Internet Exploder demonstrates, once the author of a malicious applet is identified the associated software publisher's credentials can be revoked, preventing others from being harmed by the signed applet. Unfortunately, security through code-signing has many problems: Audit trails are vulnerable. Once it is running, a signed ActiveX control might erase the audit trail that would allow you to identify the applet and its author. Or the applet might merely edit the audit trail, changing the name of the person who actually signed it to "Microsoft, Inc." The control might even erase itself, further complicating the task of finding and punishing the author. Current versions of Microsoft's Internet Explorer don't even have audit trails, although audit trails may be added to a later release. The damage that an ActiveX control does may not be immediately visible. Audit trails are only useful if somebody looks at them. Unfortunately, there are many ways that a rogue piece of software can harm the user, each of which is virtually invisible to that person. For example, a rogue control could turn on the computer's microphone and turn it into a clandestine room bug. Or the applet could gather sensitive data from the user, such as scanning the computer's hard disk for credit card numbers. All of this information could then be surreptitiously sent out over the Internet. Authenticode does not protect the user against bugs and viruses. Signed, buggy code can do a great deal of damage. And signed controls by legitimate authors may be accidentally infected with viruses and distributed. Signed controls may be dangerous when improperly used. Consider an ActiveX control written for the express purpose of deleting files on the user's hard drive. This control might be written for a major computer company and signed with that company's key. The legitimate purpose of the control might be to delete temporary files that result from installing software. But since the name of the file that is deleted is not hardcoded into the control, but instead resides on the HTML page, an attacker could distribute the signed control as is and use it to delete files that were never intended to be deleted by the program's authors. The Authenticode software is itself vulnerable. The validation routines used by the Authenticode system are themselves vulnerable to attack, either by signed applets with undocumented features or through other means, such as Trojan horses placed in other programs. Ultimately, the force and power of code signing is that companies that create misbehaving applets can be challenged through the legal system. Will ActiveX audit trails hold up in a court of law? If the company that signed the control is located in another country, will it even be possible to get them into court? Code signing does prove the integrity and authenticity of a piece of software purchased in a computer store or downloaded over the Internet. But code signing does not promote accountability because it is nearly impossible to tell if a piece of software is malicious or not.
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Securing Windows NT/2000 Servers for the Internet 4.5.2 Signed Code Can Be Hijacked Signed ActiveX controls can be hijacked: they can be referenced by web sites that have no relationship with the site on which they reside and used for purposes other than those intended by the individual or organization that signed the control. There are several ways that an attacker could hijack another organization's ActiveX control. One way is to inline a control without the permission of the web site on which it resides, similar to the way an image might be inlined.25 Alternatively, an ActiveX control could simply be downloaded and republished on another site, like a stolen GIF or JPEG image.26 Once an attacker has developed a technique for running a signed ActiveX control from the web page of his or her choice, the attacker can then experiment with giving the ActiveX control different parameters from the ones with which it is normally invoked. For example, an attacker might be able to repurpose an ActiveX control that deletes a file in a temporary directory to make it delete a critical file in the \WINDOWS directory. Alternatively, the attacker might search for buffer or stack overflow errors, which might be able to be exploited to let the attacker run arbitrary machine code.27 Hijacking presents problems for both users and software publishers. It is a problem for users because there is no real way to evaluate its threat: not only does a user need to "trust" that a particular software publisher will not harm his computer, the user also needs to trust that the software publisher has followed the absolute highest standards in producing its ActiveX controls to be positive that there are no lurking bugs that can be exploited by evildoers.28 And hijacking poses a problem for software publishers, because a hijacked ActiveX control will still be signed by the original publisher: any audit trails or logs created by the computer will point to the publisher, and not to the individual or organization that is responsible for the attack! 4.5.3 Reconstructing After an Attack The transitory nature of downloaded code poses an additional problem for computer security professionals: it can be difficult if not impossible to reconstruct an attack after it happens. Imagine that a person in a large corporation discovers that a rogue piece of software is running on his computer. The program may be a packet sniffer: it's scanning all of the TCP/IP traffic, looking for passwords, and posting a message to Usenet once a day that contains the passwords in an encrypted message. How does the computer security team at this corporation discover who planted the rogue program, so that they can determine the damage and prevent it from happening again? The first thing that the company should do, of course, is to immediately change all user passwords. Then, force all users to call up the security administrator, prove their identity, and be told their new passwords. The second thing the company should do is install software such as ssh or a cryptographically enabled web server so that plaintext passwords are not sent over the internal network. Determining the venue of attack will be more difficult. If the user has been browsing the Internet using a version of Microsoft's Internet Explorer that supports ActiveX, tracking down the problem may be difficult. Internet Explorer currently doesn't keep detailed logs of the Java and ActiveX components that it has downloaded and run. The company's security team might be able to reconstruct what happened based on the browser's cache. Then again, the hostile applet has probably erased those.



25



Inlined images are a growing problem on the Internet today. Inlining happens when an HTML file on one site references an image on another site through the use of a [image: ] tag that specifies the remote image's URL. Inlining is considered antisocial because the site that holds and downloads the image is usually having its content used without its permission - and frequently to further the commercial interests of the first site with which it has no formal relation. 26 Developers at Microsoft are trying to develop a system for signing HTML pages with digital signatures. Such a system would allow a developer to create ActiveX controls that can only be run from a specially signed page. 27 Anecdotal reports suggest that many ActiveX controls, including controls that are being commercially distributed, will crash if they are run from web pages with parameters that are unexpectedly long. Programs that crash under these conditions usually have bounds checking errors. In recent years, bounds errors have become one of the primary sources of security-related bugs. Specially tailored excessively long input frequently ends up on the program's stack, where it can be executed. 28 Companies such as Microsoft, Sun, and Digital Equipment, as well as individual programmers working on free software have consistently demonstrated that they are not capable of producing software that is free of these sorts of bugs. page 66



Securing Windows NT/2000 Servers for the Internet It's important to note that technologies like code signing of ActiveX and Java applets don't help this problem. Say a company only accepts signed applets from one of 30 other companies, three of which are competitors. How do you determine which of the signed applets that have been downloaded to the contaminated machine is the one that planted the malicious code? The attacker has probably replaced the malicious code on the source page with an innocuous version immediately after you downloaded the problem code. It turns out that the only way for the company to actually reconstruct what has happened is if the company has previously recorded all of the programs that have been downloaded to the compromised machine. This could be done with a WWW proxy server that records all ".class" files and ActiveX components.29 At least then the company has a chance of reconstructing what has happened. 4.5.4 Recovering from an Attack While to date there is no case of a malicious ActiveX control that's been signed by an Authenticode certificate being surreptitiously released into the wild, it is unrealistic to think that there will be no such controls released at some point in the future. What is harder to imagine, though, is how the victims of such an attack will seek redress against the author of the program - even if that attack is commissioned with a signed control that has not been hijacked. Consider a possible scenario for a malicious control. A group with an innocuous-sounding name but extreme political views obtains a commercial software publisher's certificate. (The group has no problem obtaining the certificate because it is, after all, a legally incorporated entity. Or perhaps it is just a single individual who has filed with his town and obtained a business license, which legally allows him to operate under a nonincorporated name.) The group creates an ActiveX control that displays a marquee animation when run on a web page and, covertly, installs a stealth virus at the same time. The group's chief hacker then signs the control and places it on several WWW pages that people may browse. Afterwards, many people around the world download the control. They see the certificate notice, but they don't know how to tell whether it is safe, so they authorize the download. Or, quite possibly, many of the users have been annoyed by the alerts about signatures, so they have set the security level to "low" and the control is run without warning. Three months later, on a day of some political significance, thousands or tens of thousands of computers are disabled. Now, consider the obstacles to overcome in seeking redress:



•



The users must somehow trace the virus back to the control.



•



The users must trace the control back to the group that signed it.



•



The users must find an appropriate venue in which to bring suit. If they are in a different state in the U.S., this may mean federal court where there is a multiyear wait for trial time. If the group has disbanded, there may be no place to bring suit.



•



The users will need to pay lawyer fees, court costs, filing fees, investigation costs, and other expenses.



In the end, after years of wait, the users may not win the lawsuit. Even if they do, the group may not have any resources to pay for the losses, or it may declare bankruptcy. Thus, victims could lose several hundreds or thousands of dollars in time and lost data, and then spend hundreds of times that amount only to receive nothing.
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Turning a WWW proxy server into a security server was proposed by Drew Dean, Ed Felten, and Dan Wallach at Princeton University. page 67



Securing Windows NT/2000 Servers for the Internet 4.6 Improving the Security of Downloaded Code Although this chapter tells many scary stories, there are real protections that both users and developers can employ in order to protect against the dangers of downloaded code. 4.6.1 Trusted Vendors One way to improve the security of downloaded code is to rely only on code from vendors with a good reputation who follow high standards in writing their programs.30 If you choose to trust the code of these vendors, you also need to make sure that the programs you download are actually the programs these companies have created - and not booby-trapped copies. This is, in fact, exactly the rationale behind Microsoft's Authenticode system. 4.6.2 Separate Execution Contexts Another way to run downloaded code safely is to minimize the privileges available to the execution context in which the downloaded code runs. This is precisely the idea behind the Java "sandbox." Unfortunately, implementing separate execution contexts for executable machine code requires modifications to both the browser and the operating system. ActiveX controls currently run in the same execution context as the user's web browser. With Windows 95, this means that the control has full access to the system. But on operating systems like Windows NT, it is possible that a control could be executed within a more restricted context with added security. To realize added security, it would be necessary for the control to be run in a separate thread that lacked the ability to modify any portion of the web browser or any other executable on the operating system. Additional privileges could be added to this thread similar to the way additional privileges can be given to Java applets. Without separate execution contexts, it is doubtful that the overall security of ActiveX can be improved - even on operating systems such as Windows NT. This is because the web browser is normally run with privileges that can do substantial damage to the operating system: many people who install Windows NT systems either install all system software from the same user account or, even worse, give themselves administrator privileges so the system's security won't "get in the way." Doing so all but eliminates the security advantages of operating systems such as Windows NT.



30



Again, read the footnote about vendors in the "Signed Code Can be Hijacked" section earlier in this chapter. page 68



Securing Windows NT/2000 Servers for the Internet Chapter 5. Privacy Privacy is likely to be a growing concern as Internet-based communications and commerce increase. Designers and operators of web sites who disregard the privacy of users do so at their own peril. Users of web services who are not concerned with privacy may soon find they have none. Users who feel that their privacy has been violated may leave the Web. Stories of problems may keep others away. Thus, it behooves everyone to pay attention to the task of protecting personal privacy on the Web.



5.1 Log Files Every time a web browser views a page on the web, a record is kept in that web server's log files. Log files are under the control of the person or organization that controls the web server. They could be used against you in a court of law. They could be given to your employer to show what you do during the day when you're being paid to work. They could be used by a jilted lover to spy on your activities. Worse things have happened. But most likely, the information will lay low, never raising its head. It might even be deleted . . . then again, it might not. Each time a page is downloaded or a CGI script is run from a web server, the web server records the following information in its log files:



•



The name and IP address of the computer that made the connection



•



The time of the request



•



The URL that was requested



•



The time it took to download the file



•



The username of the person who downloaded the file, if HTTP authentication was used



•



Any errors that occurred



•



The previous web page that was downloaded by the web browser (called the refer link)



•



The kind of web browser that was used



This information can be combined with other log files - such as login/logout information from Internet service providers, or logs from mail servers - to discover the actual identity of the person who was doing the downloading. Normally this sort of cross-correlation requires the assistance of another organization, but that is not always the case. For example, many ISPs dynamically assign IP addresses to computers each time they call up. A web server may know that a user accessed a page from the host, free-dial-77.freeport.mwci.net; one will then have to go to mwci.net's log files to find out who the actual user was. On the other hand, sometimes computers are assigned permanent IP addresses. For several years, Simson used a computer called pc-slg.vineyard.net. 5.1.1 The Refer Link The refer link is another source of privacy violations. It works like this: whenever you as a web surfer look for a new page, one of the pieces of information that is sent along is the URL of the page that you are currently looking at. (The HTTP specification says that sending this information should be an option left up to the user to decide, but we have never seen a web browser where sending the refer information is optional.) One of the main uses that companies have found for the refer link is to gauge the effectiveness of advertisements they pay for on other web sites. Another use is charting how customers move through a site. But it also reveals personal information - namely, the URL of the page that a user was looking at before he or she clicked into your site. The researchers at the World Wide Web consortium have found another use for the refer link: determining readers' predilections. It turns out that web search engines such as Lycos encode the user's search query inside the URL, and this information is sent along and stored in the refer link. In the spring of 1996, an astonishing number of people searching for pages about sex have downloaded the web specifications for "MIME body parts." A year later, another problem with the refer link was found: a URL fetched from one site using a cryptographic protocol such as SSL would be faithfully sent to the next site contacted over an unencrypted link. Because credit card numbers are sometimes embedded in URLs as the result of HTML forms activated with the GET method, this was seen by many as a serious security risk.
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Securing Windows NT/2000 Servers for the Internet 5.1.2 Looking at the Logs A typical web server log is shown in Example 5.1. Example 5.1. A Sample Web Server Log free-dial-77.freeport.mwci.net - - [09/Mar/1997:00:04:11 -0500] "GET /awa/ issue2/Woodstock.gif HTTP/1.0" 200 26385 "http://www.vineyard.net/awa/issue2/Wood.html" "Mozilla/2.0 (compatible; MSIE 3.01; Windows 95)" "" free-dial-77.freeport.mwci.net - - [09/Mar/1997:00:04:27 -0500] "GET /awa/ issue2/WoodstockWoodcut.gif HTTP/1.0" 200 54467 "http://www.vineyard.net/awa/issue2/Wood.html" "Mozilla/2.0 (compatible; MSIE 3.01; Windows 95)" "" crawl4.atext.com - - [09/Mar/1997:00:04:30 -0500] "GET /org/mvcc/ HTTP/ 1.0" 200 10768 "-" "ArchitextSpider" "" www-as6.proxy.aol.com - - [09/Mar/1997:00:04:34 -0500] "GET /cgi-bin/ imagemap/mvol/cat2.map?31,39 HTTP/1.0" 302 - "http://www.mvol.com/" "Mozilla/2.0 (Compatible; AOL-IWENG 3.0; Win16)" "" www-as6.proxy.aol.com - - [09/Mar/1997:00:04:40 -0500] "GET /mvol/ photo.html HTTP/1.0" 200 6801 "http://www.mvol.com/" "Mozilla/2.0 (Compatible; AOL-IWENG 3.0; Win16)" "" www-as6.proxy.aol.com - - [09/Mar/1997:00:04:48 -0500] "GET /mvol/ photo2.gif HTTP/1.0" 200 12748 "http://www.mvol.com/" "Mozilla/2.0 (Compatible; AOL-IWENG 3.0; Win16)" "" free-dial-77.freeport.mwci.net - - [09/Mar/1997:00:05:07 -0500] "GET /awa/ issue2/Wood.html HTTP/1.0" 200 37016 "http://www.altavista.digital.com/cgi-bin/ query?pg=q&what=web&fmt=.&q=woodstock" "Mozilla/2.0 (compatible; MSIE 3.01; Windows 95)" "" free-dial-77.freeport.mwci.net - - [09/Mar/1997:00:05:07 -0500] "GET /awa/ issue2/Sprocket1.gif HTTP/1.0" 200 4648 "http://www.vineyard.net/awa/issue2/Wood.html" "Mozilla/2.0 (compatible; MSIE 3.01; Windows 95)" "" free-dial-77.freeport.mwci.net - - [09/Mar/1997:00:05:08 -0500] "GET /awa/ issue2/Sprocket2.gif HTTP/1.0" 200 5506 "http://www.vineyard.net/awa/issue2/Wood.html" "Mozilla/2.0 (compatible; MSIE 3.01; Windows 95)" "" www-as6.proxy.aol.com - - [09/Mar/1997:00:05:09 -0500] "GET /mvol/peter/ index.html HTTP/1.0" 200 891 "http://www.vineyard.net/mvol/photo.html" "Mozilla/2.0 (Compatible; AOL-IWENG 3.0; Win16)" ""



Web server logs can be confused by the use of proxy servers. When a user accesses a web server through a proxy, the web server records the proxy's address, rather than the address of the user's machine. Most users who access the Internet through America Online do so through the company's proxy server. Web proxies do not necessarily give web users anonymity: the user's identity can still be learned by referring to the proxy's logs. Proxies simply make the task a little more difficult.



5.2 Cookies Netscape introduced the "cookies" specification with Navigator Version 2.0. The original purpose of cookies was to make it possible for a web server to track a client through multiple HTTP requests. This sort of tracking is needed for web-based applications. For example, an online catalog might store a session ID in a cookie so that the web server can keep track of what items are in a customer's "shopping cart." A cookie is a block of ASCII text that a web server can pass into a user's instance of Netscape Navigator (and many other web browsers). Once received, the web browser sends the cookie every time a new document is requested from the web server. Cookies are kept in the web browser's memory. If a cookie is persistent, the cookie is also saved by the web browser. Persistent cookies can be used to store a user's preferences for things like screen color, so that the user does not need to re-register preferences each time he or she returns to a web site. Netscape browsers store cookies in the file called cookies.txt, which can be found in the user's preference directory. Internet Explorer saves cookies in the directory C:\Windows\Cookies on Windows systems. Netscape's cookies can be used to remove anonymity on the web or to enhance it. Unfortunately, the choice is not in the hands of the web user: it is under the control of the web server. Furthermore, it can be difficult for users to tell to what purpose cookies are being used.
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RFC 2109 on Cookies RFC 2109 describes the HTTP state management system (cookies). According to the RFC, any web browser that implements cookies should provide users with at least the following controls:



•



The ability to completely disable the sending and saving of cookies



•



A (preferably visual) indication as to whether cookies are in use



•



A means of specifying a set of domains for which cookies should or should not be saved



5.2.1 Anatomy of a Cookie Here is an example of the Netscape cookies file: # Netscape HTTP Cookie File # http://www.netscape.com/newsref/std/cookie_spec.html # This is a generated file! Do not edit. .techweb.com TRUE /wire/news FALSE 942169160 TechWeb 204.31.228.79.852255600 path=/ .hotwired.com TRUE / FALSE 946684799 p_uniqid yQ63oN3ALxO1a73pNB .talk.com TRUE / FALSE 946684799 p_uniqid y46RXMoBwFwD16ZFTA .packet.com TRUE / FALSE 946684799 p_uniqid y86ijMoA9MhsGhluvB .boston.com TRUE / FALSE 946684799 INTERSE stl-mo810.ix.netcom.com20748850376179639 .netscape.com TRUE / FALSE 1609372800 MOZILLA MOZID=DFJAKGLKKJRPMNX[-]MOZ_VERS=1.2[-]MOZ_FLAG=2[-]MOZ_TYPE=5[-]MOZ_CK=AJpz085+6OjN_Ao1[-] .netscape.com TRUE / FALSE 1609372800 NS_IBD IBD_ SUBSCRIPTIONS=INC005|INC010|INC017|INC018|INC020|INC021|INC022|INC034|I NC046 www.xmission.com FALSE / FALSE 946511999 RoxenUserID 0x7398 ad.doubleclick.net FALSE / FALSE 942191940 IAF 22348bb .focalink.com TRUE / FALSE 946641600 SB_ID ads01.28425853273216764786 gtplacer.globaltrack.com FALSE / FALSE 942105660 gtzopyid 85317245 .netscape.com TRUE / FALSE 1585744496 REG_DATA C_DATE_ REG=13:06:51.304128 01/17/97[-]C_ATP=1[-]C_NUM=0[-] www.digicrime.com FALSE FALSE 942189160 DigiCrime virus=1



A web server sends a cookie to your browser by sending a Set-Cookie message in the header of an HTTP transaction, before the HTML document itself is actually sent. Here is a sample Set-Cookie message: Set-Cookie: comics=broomhilda+foxtrot+garfield; domain=.comics.net; path=/comics/;



This command is a series of name=value pairs that are encoded according to the HTTP specification for encoding URLs. There are some special values: expires=time Specifies when the cookie will expire. domain= Specifies which computers will be sent the cookie. Normally, cookies will only be sent back to the computer that first sent the cookie to the user. path= Controls which references will trigger sending the cookie. If not specified, the cookie will be sent for all HTTP transmissions to the web site. If path=/directory, then the cookie will only be sent when pages underneath /directory are referenced.
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Securing Windows NT/2000 Servers for the Internet 5.2.2 Cookies for Tracking Shortly after Netscape introduced cookies, web sites discovered a powerful and unintended use of the technology: tracking users' movements as they explore a web site or move from site to site. Cookies seem to remove one of the great features (or problems) of the web: anonymity. Although Netscape soon modified its browser so that a cookie from one site could not be given to another site, web developers soon found a way to get around this restriction by adding cookies to GIF images that were served off thirdparty sites. The Doubleclick Network, an Internet advertising company, was an early firm to use cookies to correlate users' activities between many different web sites. Doubleclick does this by paying web sites to place an [image: ] tag on the site's HTML pages that causes a GIF and a cookie from the Doubleclick site to be loaded. Doubleclick claims that it tracks which Internet surfers have seen which advertisements, making sure people don't see the same advertisement twice (unless the advertiser pays for it, of course.) Cookies let Doubleclick display a sequence of advertisements to a single user, even if they are jumping around between different pages on different web sites. Cookies allow users to be targeted by area of interest. Furthermore, they can be targeted where they're browsing: Doubleclick has struck deals with Gamelan, Macromedia, and USA Today. Doubleclick's advertisements (and cookies) are also on Digital Equipment's AltaVista web search service, allowing Doubleclick to build a database of each term searched for by each of AltaVista's users. 5.2.3 Disabling Cookies Both Netscape Navigator and Internet Explorer have options that will allow you to be notified when a cookie is received. The notification panels allow you to refuse a cookie when one is offered. However, as currently coded, neither browser will let you disable the sending of cookies that have already been accepted, to refuse cookies from some sites but not others, or to categorically refuse cookies without being annoyed. Simply because there is no easy-to-use method for disabling the cookie mechanism does not mean that users must continue to use it:



•



Under UNIX-based systems, users can delete the cookies file and replace it with a link to /dev/null. On Windows systems, the file can be replaced with a zero-length file with permissions set to prevent reading and writing.



•



Alternatively, you can simply accept the cookies you wish and then make the cookie file read-only. This will prevent more cookies from being stored inside.



•



You can disable cookies entirely by patching the binary executable for your copy of Netscape Navigator or Internet Explorer. Search for the string "Set-Cookie" and change it to "Set-Fookie". It's unlikely that anyone will be sending you any Fookies, so that should make you safe.



Filter programs, such as PGP's "cookie cutter," as well as new features in browsers themselves, may soon give users control over cookies. New browsers may allow cookies from some sites but not from others, or allow cookies to be collected automatically but not sent back to the site unless specifically authorized. Finally, these programs may even have user interfaces, so users will be able to examine and selectively toss their cookies. 5.2.4 Cookies That Protect Privacy Used properly, cookies can actually enhance privacy. Cookies violate a person's privacy when they are used to tie together a whole set of seemingly unconnected requests for web pages to create an electronic map of where a person has been. These cookies usually contain a single index number, such as the cookie for Doubleclick in the example below: ad.doubleclick.net



FALSE



/



FALSE



942191940



IAF



22348bb



Most of the cookies in the cookie file shown in "Anatomy of a Cookie" are this sort of cookie. The unique identifier indexes into a database operated on the web server site, thus identifying the user. This database can be used to track a user over time. But cookies can also be used to eliminate the need for a central data bank. That's especially important for web site operators who are looking for ways of offering customizable interfaces and individualized content delivery. Using cookies, these services can be offered without storing personal information for each subscriber on the web site's master servers.
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Securing Windows NT/2000 Servers for the Internet To eliminate the central data bank, it is necessary to store a person's preferences in the cookie itself. For example, a web site might download a cookie into a person's web browser that records whether the person prefers to see web pages with a red background or with a blue background. A web site that offers news, sports, and financial information could use a cookie to store the user's preferred front page. The cookie from the DigiCrime web site is this sort of privacy-protecting cookie: www.digicrime.com



FALSE



FALSE



942189160



DigiCrime virus=1



This cookie tracks the number of times that the user has visited the DigiCrime web site without necessitating the creation of a large user tracking database on the DigiCrime site itself. The fifth time you visit the web site, the cookie is changed to read: www.digicrime.com



FALSE



FALSE



944134322



DigiCrime virus=5



Keeping information about a user in a cookie, rather than in a database on the web server, means that it is not necessary to track sessions: the server can become essentially stateless. And there is no need to worry about expiring the database entries for people who clicked into the web site six months ago and haven't been heard from since. Unfortunately, using cookies this way takes a lot of work and thoughtful programming. It's much simpler to hurl a cookie with a unique ID at somebody's browser and then index that number to a relational database on the server. For one thing, this makes it simpler to update the information contained in the database because there is no requirement to be able to read and decode the format of old cookies. Web sites that store a lot of personalized information inside the browser's cookie file - in the interest of protecting the user's privacy - will end up requiring data compression techniques to keep the cookies from getting too big. It's going to be nearly impossible to tell those cookies from the privacy-violating cookies that simply key the user into a big database. This is not an insurmountable problem, but it is not a simple one, either. Because there are many techniques other than cookies for tracking users, users who desire anonymity will ultimately be forced to trust that a web site is actually following its stated policy. The cookie specification for Netscape Navigator can be found at http://www.netscape.com/newsref/std/cookie_spec.html.



5.3 Personally Identifiable Information Online businesses know a lot about their customers - and they can easily learn a lot more. What standards should web sites follow with personally identifiable information that they gather? As with any business, online service providers know the names, addresses, and frequently the credit card numbers of their subscribers. But records kept by the provider's computers can also keep track of who their customers exchange email with, when they log in, and when they go on vacation. Internet service providers can learn even more about their customers, because all information that an Internet user sees must first pass through the provider's computers. ISPs can also determine the web sites that their users frequent - or even the individual articles that have been viewed. By tracking this information, an Internet provider can tell if its users are interested in boats or cars, whether they care about fashion, or even if they are interested in particular medical diseases.
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eTrust The Electronic Frontier Foundation thinks that it has a solution to the cookie privacy problem. Called eTrust, the program's goal is to develop standards for online privacy. One of the things that those standards would govern is what web sites can do with personal information they collect about their users. Web sites would display a particular eTrust logo indicating their privacy policy; in return, they would submit to data audits by a recognized accounting firm. Something like the eTrust program is a good idea, because even with smart cookies, some personal information is inevitably going to be stored on web servers. But the real hope is that web sites will start using cookies intelligently to cut down on the amount of personal information that's being collected. Our second hope is that nations will pass privacy laws regulating what can and cannot be done with information that is collected online.



In January 1997, Congressman Bruce F. Vento introduced the Consumer Internet Privacy Protection Act (HR 98) into the House of Representatives. The act would prohibit online services from releasing any personally identifiable information about their customers unless customers first gave explicit written consent. Critics of the legislation say that it would put limits on online service providers that are unheard of in other kinds of business. After all, it is common practice for magazines and some stores to sell lists of their customers. Although most online services do not make subscriber information available, many wish to keep this option open for the future. By forcing online services to obtain subscriber permission before releasing personal information, and by putting the force of law behind that policy, Vento's bill runs counter to (voluntary) practices that have been established in other U.S. industries. Those practices generally require consumers to "opt-out" before data considered private is released. Consumer and privacy advocates, meanwhile, have long been pressuring for the abandonment of "opt-out" practices and the institution of some form of mandatory controls. Voluntary controls are always subject to abuse, they say, because the controls are voluntary by their very nature. Whether or not such legislation passes in the future, web surfers should be aware that information about their activities may be collected by service providers, vendors, site administrators, and others on the electronic superhighway. As such, users should perhaps be cautious about the web pages they visit if the pattern of accesses might be interpreted to the users' detriment.
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The Moral High Ground Here is a simple but workable policy for web sites that are interested in respecting personal privacy:



•



Do not require users to register in order to use your site.



•



Allow users to register with their email addresses if they wish to receive bulletins.



•



Do not share a user's email address with another company without that user's explicit permission for each company with which you wish to share the email address.



•



Whenever you send an email message to users, explain to them how you obtained their email addresses and how they can get it off your mailing list.



•



Do not make your log files publicly accessible.



•



Delete your log files when they are no longer needed.



•



If your log files must be kept online for extended periods of time, remove personally identifiable information from them.



•



Encrypt your log files if possible.



•



Do not give out personal information regarding your users.



•



Discipline or fire employees who violate your privacy policy.



•



Tell people about your policy on your home page, and allow your company to be audited by outsiders if there are questions regarding your policies.



5.4 Anonymizers One clever approach to privacy is to use an anonymizing Web server. These are servers that are designed to act as proxies for users concerned with privacy. A user sends a URL to the anonymizer as an addition to the URL for the anonymizer itself. The software at the anonymizer then strips off the additional URL and makes a request for that URL itself. The destination server receives the request, apparently from a user on the anonymizing server. The information returned from the destination server is passed back to the anonymizer. The anonymizing site then passes this information back to the end user. Anonymizers vary in their sophistication and their capabilities. For instance, some of the simplest anonymizers will not properly handle forms-based input for a third party. Cookies holding personal preferences are not passed along to the destination. Although this protects the privacy of the user, it may also hinder customization. Anonymizers have trouble with active content, such as Java and ActiveX. Both of these systems for running programs on the user's machine contain method calls that allow a running program to determine the name of the machine on which it is running. If this information is passed back to the original web server, the anonymizer is useless. Thus, if you wish to truly surf the Web anonymously through an anonymizer, you should also disable the execution of active content such as Java, JavaScript, and ActiveX. Anonymizers are simple to set up, and there may be a number of reasons to do so:



•



If you believe that people should be able to surf the Web anonymously, you might set up an anonymizer as a public service.



•



You might run an anonymizer that displays an advertisement in addition to the selected page.



•



You might run an anonymizer that covertly monitors the people who use it. Such an anonymizer really wouldn't be anonymous, but could be fraudulently advertised as being anonymous. Such an "anonymizer" could be a good source of valuable intelligence information. After all, if someone is concerned with avoiding collection of identifiable information, then perhaps that is precisely why they would be interesting to monitor.
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Securing Windows NT/2000 Servers for the Internet Indeed, using an anonymizer requires that you place faith in the person or organization that is running the service. That's because the anonymizer knows who has connected to it and what pages they have seen. We aren't suggesting that any anonymizer is being run with these purposes in mind, but we would be remiss not to point out that the possibility exists. You can find an anonymizing web server at http://www.anonymizer.com/. The anonymizer is run by Cyberpass, Community ConneXion, and Justin Boyan. Unfortunately, there is no way to be sure that the anonymizer is not really tracking your movements, despite its claim that it doesn't. "We don't keep any logs of who is accessing the anonymizer," reads the anonymizer FAQ. "Cyberpass has a long history of dedicated privacy services, and our reputation is highly regarded in privacy circles." In other words, if you use the service, you need to trust it.



5.5 Unanticipated Disclosure Increasingly, the Internet is showing how difficult it is to keep confidential information confidential. 5.5.1 Violating Trade Secrets Because information can be posted anonymously, the Internet can be used to attack individuals or corporations by revealing their carefully held secrets without fear of retribution. In two well-publicized cases, intellectual property belonging to RSA Data Security, Inc. was revealed over the Internet. As a result of the revelations, RSA no longer holds a monopoly over its RC2 and RC4 data encryption algorithms, and individuals have been able to create programs that interoperate with Netscape Navigator but do not generate royalties for RSA. (We discuss this issue more fully in Chapter 11, in the section called Section 11.3.2.2.) 5.5.2 Revealing Disparaging Remarks Search engines make it increasingly difficult to hide disparaging remarks from the people or corporation being disparaged. This is because there is a natural tendency on the part of people to search for their own names. When people find themselves or their companies described on the Internet in an unflattering light, they can be quick to anger. Caution is advised.
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Securing Windows NT/2000 Servers for the Internet Part III: Digital Certificates This part of the book explains what digital signatures and certificates are and how they can be used to establish identity and assure the authenticity of information that is delivered over the Web. Although digital certificates rely on public key cryptography (described in Part IV), you do not need to understand how cryptography works in order to make use of digital certificate technology. This part also discusses code signing.
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Securing Windows NT/2000 Servers for the Internet Chapter 6. Digital Identification Techniques Fly to San Francisco International Airport, flash two pieces of plastic, and you can drive away with a brand new car worth more than $20,000. The only assurance that the car rental agency has that you will return its automobile is your word - and the knowledge that if you break your word, they can destroy your credit rating and possibly have you thrown in jail. Your word wouldn't mean much to the rental company if they didn't know who you are. It's those pieces of plastic, combined with a nationwide computer network that reports if they are stolen, that gives the car rental firm and its insurance company the ability to trust you. Digital certificates are designed to provide this same sort of assurance for transactions in cyberspace. Their effectiveness comes from a marriage of public key cryptography, a carefully created and maintained public key infrastructure (PKI), and the legal system. This chapter describes how digital certificates work; it explains the role of the certification authorities (CAs) that issue the certificates; it explains the difference between client and server certificates; and it ends with some real-world observations about the role and usefulness of the digital signature technology.



6.1 Identification As the rental car agency knows, the ability to identify people creates accountability and helps to promote trust. Indeed, identification is an indispensable part of modern life. Large organizations use employee identification badges to help guards determine who should be let into buildings and who should be kept out. Governments use identification papers to help control their borders. And, increasingly, computers use various kinds of systems to determine the identity of their users to control access to information and services. 6.1.1 The Need for Identification Today For much of the 20th century, driver's licenses, passports, and other kinds of identity cards have been the primary tools that people have used to prove their identities. We use them when cashing checks, when opening accounts with new businesses, when applying for a job, and when buying property. We use them when we are cited by police for speeding or jaywalking, as an alternative to being arrested, taken to a police station, and held for a hearing. By reliably identifying who we are, these physical tokens make it possible for business to extend credit and trust to individuals with whom they are unfamiliar. You might think that the alternative is to do business solely with cash. But even when cash or other articles of value are used, strong identification is often required because of the possibility of fraud. Think about it: would you take three pounds of gold as payment for a new car without knowing the name of the person handing you the bullion? Identification cards don't create a stable business environment by themselves: they work hand-in-hand with the legal system. If a person bounces a check or fails to carry through on the terms of the contract, the business knows that it ultimately has the option of going to court with its grievance. But a successful outcome in court is only possible if the business knows the true identity of the customer. This is one reason why it is a crime to impersonate another person in the course of a financial transaction. Customers also need to be able to determine the identity of businesses when they are engaging in financial transactions. In the physical world, the assurance is usually provided by physical location: if Sara buys a book in Harvard Square and then for some reason decides that she has been cheated (she may have taken the book home and discovered that several pages are missing), she knows that she can walk back to Harvard Square and demand a replacement or a refund. And she knows that she can trust the bookstore, at least within reason, because the store has obviously spent a considerable amount of money on the accoutrements of business: books, shelves, carpets, cash registers, and so on. It's unrealistic to think that the bookstore would spend so much money and then cheat a few dollars off paperback purchases that would damage the store's reputation. And if the bookstore was a scam, at least Sara knows where the bookstore is based. In the worst case, Sara can always go to City Hall, look up the store's owner, and take him to court. Things are not so neat and tidy in cyberspace. Sara might spend $995 at a trendy online software store, only to discover that the copy of ExCommunicate 3.0 that she has downloaded contains a nasty Trojan horse. She ends up having to reformat her hard disk. When she goes back to figure out what's happened, she discovers that the online shop is gone. When she tries to sue the store to collect damages, she finds that she can't: the store was operating from Africa, and the government officials in that particular African country have no record of any such business. Sara ends up feeling cheated and resolves never to buy anything online again.
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Securing Windows NT/2000 Servers for the Internet Things can be as difficult for online businesses attempting to determine the names of their customers - or trying to verify that the person at the other end of the web browser is actually the person that he or she claims to be. Consider an online stock trading company that gets an order from one of its customers to sell 500 shares of Netscape Communications, Inc. How does the trading house know that the "sell" order came from the bona fide customer and not from the customer's 10-year-old son - or from the son's best friend who happens to be visiting for the afternoon? What sort of proof is possible, when your only connection with your customer is over a 28.8-kbps modem? 6.1.2 Credentials-Based Identification Systems One proven way for establishing identity in the physical world is to carry credentials from a trusted authority. Consider a passport, a driver's license, or even a membership card for the local gym. All of these credentials attest to your identity. To bolster their claims, they rely on the good name and reputation of a national government, a state, or the YMCA. Good identification credentials are tamper-proof (or at least tamper-resistant) so that the person who holds them can't change them. They should also be forgery-proof to prevent anyone other than the appropriate government or organization from issuing them. 6.1.2.1 Forgery-proof IDs In the physical world, tampering and forgery are usually prevented by using exotic materials. Polaroid, for instance, manufactures a semitransparent film that is affixed to the driver's licenses issued by many U.S. states. Driver's licenses equipped with this film are tamper-proof: try to remove the film to alter the license, and the film changes color. They are also forgery-proof: it's easy to tell the authentic film from fraudulent film, because the authentic film displays the name of the particular state when it is tilted to a certain angle. Counterfeiters could make their own film, but the equipment required to do so is incredibly expensive. Furthermore, the process that is used to manufacture the film is itself protected by patents and trade secret. Another exotic material that has become common is the security hologram. These holograms are placed on credit cards, tapes on CD cases, software packages (such as Microsoft's Windows 95), and even some books. Although it's fairly easy to make a hologram with film, it is much harder to press a hologram onto a thin piece of metal: the equipment is expensive and the knowledge is relatively rare. And as the businesses that operate these machines tend to have close relationships with the banking industry, they don't look kindly on counterfeiters. 6.1.2.2 Using a document-based ID system In the physical world, identification cards are so commonplace that we rarely think about how they work. Your U.S. passport has your photograph, your hair and eye color, and your signature, among other information. You prove your identity by handing the passport to an inspector and having the person compare its photograph with your face. If the inspector is interested in giving you an especially hard time, he or she might ask you to sign your name on a piece of paper and compare that signature with the one on the document. Or the inspector might ask you questions based on the information that the document contains. For credentials that are less important, such as a gym membership, there might not even be a photograph: mere possession of the document is assumed to be proof of identity. That's because the added cost of a photograph might be greater than the lost income from stolen service that would result if two people were sharing a single ID. On the other hand, if fraud becomes a major problem, then greater security measures such as a photograph on the ID - might be warranted. 6.1.3 Computerized Identification Techniques Personal computers have traditionally not identified their users. Instead, PCs have traditionally given complete access to any person sitting at the computer's keyboard. That's why they were considered personal computers - they weren't shared with others. But these days, when PCs can be accessed over a network, or when a PC containing sensitive information might be shared by a group of individuals, physical access alone is no longer an acceptable criteria to determine access. Some way of identifying users is necessary. Many computer users already have several forms of ID in their possession. Why not simply use them - or have the computer scan your facial features and determine who you are?
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Securing Windows NT/2000 Servers for the Internet Unfortunately, most computers can't look at your face and then glance at your driver's license to decide if you should be allowed access or not:



•



Most computers don't have video cameras.



•



Even computers that do have video cameras don't have software that lets them reliably identify a person.



•



Even computers that can identify people from video images still don't have the "common sense" to know if they are looking at a real-time video image of a person or a videotape of the person that's been previously recorded.



•



And even if computers had common sense, they don't have the hands, fingers, and so forth to look at a driver's license and determine if it is a true instrument or an imitation.



Although there is active research in using physical characteristics such as a person's face or voice for identification (see Section 6.1.3.3, later in this chapter), far simpler and cheaper systems have been used for years. But there is a key difference between these systems and the document-based identification systems used by people in the physical world. Rather than proving that the person sitting at the keyboard is a particular person, most computer ID systems are designed to let the computer determine if the person sitting at the keyboard is the same as the person who was sitting there yesterday.31 These systems care about continuity of identification rather than absolute identification. Practically speaking, absolute identification has not been a requirement for most computer systems. A computer on your local area network doesn't need to know your true legal name. It simply needs a way of verifying that the person trying to access it today is authorized to do so. 6.1.3.1 Password-based systems: something that you know The earliest digital identification systems were based on passwords: every user of the system is assigned a username and a password. To prove your identity to the computer, you simply type your password. If the password that you type matches the password that is stored on the computer, then you must be who you claim to be. Because they are simple-to-use, familiar, and require no special hardware, passwords continue to be the most popular identification system used in the computer world today. Unfortunately, there are many problems with using passwords for identification. Almost all of them revolve around four key factors:



•



The computer has to have your password on file before you attempt to prove your identity.



•



Your password can be intercepted when you send it to the computer. Somebody else who learns your password can impersonate you.



•



People forget passwords.



•



People choose easily guessed passwords.



•



People tell their passwords to others.



Nevertheless, passwords continue to be used as a common identification system for many applications. 6.1.3.2 Physical tokens: something that you have Another way that people can prove their identity is through the use of a token - a physical object that you carry with you that somehow proves your identity and grants you access. Access cards are typical tokens used to prove identity in today's business world. To open a door, you simply hold the card up to a reader. Every card has a unique number. The system, in turn, has a list of the cards authorized to open particular doors at certain times. In order for the system to be effective, people should not lend their cards to others.



31



The Massachusetts-based Miros company has even developed a set of web access control tools that use a small video camera to grant web access. For information, see www.miros.com. page 80



Securing Windows NT/2000 Servers for the Internet As with passwords, tokens have problems as well:



•



The token doesn't really "prove" who you are. Anybody who has physical possession of the token can gain access to the restricted area.



•



If a person loses his token, he cannot enter the restricted area, even though his identity hasn't changed.



•



Some tokens are easily copied or forged.



Thus, token-based systems don't really authorize individuals: they authorize the tokens. For this reason, token-based systems are often combined with password-based systems. To gain access to a room or a computer, you need to both present the token and then type an authorization code. This is the technique used by automatic teller machines (ATMs) to identify bank account holders. 6.1.3.3 Biometrics: something that you are A third technique commonly used by computers to determine a person's identity is to make a physical measurement of that person and compare that physical measure with a profile that has been previously recorded. This technique is called a biometric, because it is based on measuring something about a living person. There are two ways that biometric identification systems can be used. The simplest and most reliable way is to compare an individual's metrics with a specific stored profile. The second technique is to scan a large database of stored profiles looking for a particular match. This second technique is more prone to falsepositive matches than the first. Many kinds of biometrics are possible:



•



An image of a person's face



•



Fingerprints



•



Footprints and walking style



•



Hand shape and size



•



Pattern of blood vessels in the retina



•



DNA patterns



•



Voice prints



•



Handwriting techniques



•



Typing characteristics



Biometrics can be reliable tools for ascertaining identity, but they have so many problems that they are not commonly used. Some of these problems include:



•



A person's biometric "print" must be on file in the computer's data bank before that person can be identified.



•



Biometric-based authentication usually requires expensive, special-purpose equipment to measure the particular biometric desired.



•



Unless the measuring equipment is specially protected, the equipment is vulnerable to sabotage and fraud. For example, a clever thief could defeat a voice-recognition system if he or she had access to the wires connecting the system's microphone to the voice-processing unit. With such access, the thief could simply record the voice of an authorized individual. Later, when the thief wished to gain unauthorized access, he or she would simply play back the recording.



Because of the possibility of false matches, biometrics are often combined with passwords or tokens. In the case of passwords, a user might be asked to type a secret identification code, such as a personal identification number (PIN), and then give a biometric sample, such as a voice-print. The system uses that PIN to retrieve a specific stored profile, which is then compared with the sample that has just been acquired.
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Securing Windows NT/2000 Servers for the Internet 6.1.3.4 Location: someplace where you are Lincoln Stein reports that some companies are developing authentication systems based on the Global Positioning System (GPS). Such systems authenticate users based on where they are. 6.1.4 Using Digital Signatures for Identification Many of the identification systems described in the previous section can be improved through the use of digital signatures. The theory behind digital signatures is described in Chapter 10. Briefly, each user of a digital signature system creates a pair of keys: A private key Used for signing one's signature to a block of data, such as an HTML document, an email message, or a photograph A public key Used for verifying a signature after it has been signed If Ian's public key is widely distributed in a tamper-proof format, then he can use his private key to prove that he is in fact Ian (provided, of course that he has been careful to prevent others from stealing his private key). The advantage of using public key cryptography is that this proof can be done safely over a telephone or a computer network even if a third party is eavesdropping. To see how Ian could use his private key to prove his identity, imagine that Ian and Wendy are exchanging letters by electronic mail. All Wendy has to do is send Ian a brief letter with a random number, asking him to digitally sign the number and send it back. When Wendy gets the letter back, she verifies the signature with her copy of Ian's public key. If the signature matches, then she knows that the person she is communicating with has Ian's private key. If Ian has been careful with his keys, Wendy can reasonably infer that the person she is communicating with is Ian (see Figure 6.1). Figure 6.1. Using a digital signature to prove who you are
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What Is an Encryption Key? Is the private key used to prove your identity with a digital signature system something that you know or something that you have? It's really something that you have. Although you could, in theory, memorize your private key, most people simply store them on a computer. That's because private keys, to be secure, must be large. And keys like those shown below are really too difficult to commit to memory. -----BEGIN PGP MESSAGE----Version: 2.6.2 lQEAAy6AuD4AAAECAOYmckXV137fmUrLdK5vvsYIDLpluzMojR3sDleOO84S7XoT 0MTQQk4VqeZYtjdWSXd8LvOjhcqNdMXUZLBGGukABREB+4UsErU1RX4B+5YuD//n CmjIPQFwTc17JKzCr9KbO+m0GKiIZrYbkVLJrjwiGlJlUtIjWw+yeAYutzY51PUk +5hAWUOyHNizEbABAFH7+dtvb79ytHn6FTzKRr9PgHtFiYgHSQ0HkyMYr+6/AQDs Pri4gtqTFk1y4jsBTFb8JaDIqLIgRwzv42+S/TBLLgEAHz34xZ9e8gy09UMxOQDy uvFxQsEFtULQty7vzexDsrRQVrQGTGl6YXJk =XFpM -----END PGP MESSAGE-----



Notice that this technique cannot be compromised by either eavesdropping or tampering of a third party (such as Peter). Even if Peter observes all the communications that go between Wendy and Ian, he will not see Ian's private key and will not be able to forge his signature. Peter can, however, cause Wendy to distrust Ian. He can do this by modifying the message as it travels between Wendy and Ian. Ian won't sign the right message, and Wendy will wonder why Ian isn't doing what she asked. Alternatively, Peter could modify the signed message; this might make Wendy think that somebody was trying to pose as Ian (somebody who does not have the correct key). 6.1.4.1 Physical devices for digital signatures Many ways have been developed for protecting private keys: Store the key encrypted on the hard disk. The simplest way to protect a private key is to encrypt it using a passphrase. This is the way that programs such as PGP and Netscape Navigator protect private keys. This technique is convenient. The disadvantage is that if somebody gains access to your computer and knows your passphrase, he or she can access your private key. And since the key must be decrypted by the computer in order to be used, it is vulnerable to attack inside the computer's memory by a rogue program or a Trojan horse. Store the key encrypted on removable media. A slightly more secure way to store a private key is to store it encrypted on a floppy disk, a CD-ROM, or other removable media. With this technique, an attacker needs both your media and knowledge of your passphrase to access your private key. Unfortunately, to use your private key, your computer must decrypt the key and put a copy of it in its memory. This still leaves the key vulnerable to attack by a computer virus, Trojan Horse, or other rogue program. Store the key in a smart card or other "smart" device. This is one of the most secure ways to protect your private key. The smart card has a small microprocessor and actually creates the public key/private key pair. The smart card can transmit the public key to the host computer and has a limited amount of storage space for holding 10 or 20 public key certificates (see Figure 6.2). Ideally, the private key never actually leaves the card. Instead, if you want to sign or decrypt a piece of information, that piece of information has to be transmitted into the card, and the signed or decrypted answer transmitted off the card. Thus, attackers cannot use your private key unless they have possession of your smart card. And, unlike storing the private key on a floppy disk, a rogue program running inside your computer can't surreptitiously make a copy of your private key because the key itself is never placed in the computer's memory.
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Securing Windows NT/2000 Servers for the Internet Figure 6.2. Using a smart card to store a private key/public key pair



Smart cards are exciting pieces of security technology. Take the card out of your computer, and you know that nobody else has access to your private key. Smart cards can also be programmed to require a PIN or passphrase before they will perform a cryptographic function; this helps protect your key in the event that the card is stolen. They can be programmed so that if many PINs are tried in succession, the key is automatically erased. And smart cards can be built to use biometrics as well. For instance, you could build a fingerprint reader or a small microphone into a smart card. Smart cards aren't without drawbacks, however. Some of them are fragile, and normal use may eventually result in the card's becoming unusable. Some kinds of smart cards are exceptionally fragile. If the card is lost, stolen, or damaged, the keys it contains are gone and no longer available to the user. Thus, it is necessary to have some form of card duplication system or key escrow to prevent key loss. This is especially important for keys that are used to encrypt stored data. It is also the case that smart cards are not completely tamper-proof. In 1996, Ross Anderson and Markus Kuhn presented a paper on how they broke the security of a professionally designed smart card widely used for security mechanisms.32 Later that year, DeMillo, Lipton, and Boneh of Bellcore announced a theoretical attack against smart cards that perform encryption. Other researchers, including Shamir and Biham, quickly entered the fray and published a variety of attacks on hardware-based encryption systems. 6.1.4.2 Veritas: digital signatures for physical credentials An interesting twist on using public key technology to prove identification is the Pitney-Bowes Veritas system, which uses digital signatures to authenticate photographs and other information stored on physical documents (such as a driver's license). The Pitney-Bowes system stores a high-density two-dimensional bar code on the back of a plastic card. This bar code contains a digitized photograph, a copy of the driver's signature, and information such as the driver's name, age, and address. All of the information stored in the bar code is signed with a digital signature. The private key used to create this signature belongs to the card's issuing authority. To verify the digital signature stored on the back of the plastic card, it is necessary to have a Veritas reader. This reader scans in the two-dimensional bar code, verifies the digital signature, and then displays a copy of the photograph on a small screen. A liquor store might use such a system to verify the age of people attempting to purchase alcohol, as well as to verify the names of people writing checks. Veritas was first tested in 1994 to issue IDs for 800 students at the University of New Haven. In 1995, Veritas was tested at the Special Olympic World Games in Connecticut. Approximately 7,000 athlete credentials were issued and used for the games. These credentials contained a photograph of the athlete, biographical data, and medical information. Pitney-Bowes reported a 100 percent read rate on the cards. At one point, the event's network went down, and the offline data retrieval capability of Veritas enabled officials to retrieve medical data in life-saving situations.



32



For an excellent description of the ease of attacking hardware-based encryption devices, see Ross Anderson and Markus Kuhn, "Tamper Resistance - a Cautionary Note," in The Second USENIX Workshop on Electronic Commerce Proceedings, Oakland, California, November 18-21, 1996, pp. 1-11, ISBN 1-880446-83-9. PostScript can be found at http://www.ft.unierlangen.de/~mskuhn/anderson-kuhn-tamper.ps.gz. HTML can be found at http://www.ft.uni-erlangen.de/~mskuhn/tamper.html. page 84



Securing Windows NT/2000 Servers for the Internet 6.2 Public Key Infrastructure All of the identification systems presented in the previous section share a common flaw: they allow people to create private relationships between themselves and a particular computer system, but they don't allow these relationships to be framed within the context of a larger society. They are all private identification systems, not public ones. For example, say that Jonathan Marshall enrolls with a nationwide online service and creates an email account. When he creates the account, he gets a username, jonathan, and a password, deus451. Whenever Jonathan wishes to pick up his email, he uses his password to prove his identity. He might even create a private key to prove his identity, and give his online service a copy of his public key. Now imagine that Jonathan loses his password. He can always go back to the nationwide service and create a new username, jmarshall, and a new password, excom3.0. But how does Jonathan convince the people he has been exchanging email with that jonathan and jmarshall are actually the same person? One way that Jonathan could try to prove his identity would be for him to email his telephone number to his friends, and ask them to call him. This might work for people who had heard Jonathan's voice. Others, though, would have no way of knowing if Jonathan's voice really belonged to Jonathan or belonged to an imposter. This technique also wouldn't work if Jonathan was in the habit of posting in public forums: if there were thousands or tens of thousands of people who read what Jonathan wrote, there is simply no way that he could speak with them all individually. Another way would be for Jonathan to appeal to a trusted third party to vouch for his identity. For example, he might scan his driver's license into his computer and post the image on his web site. The problem with this approach is that readers clicking into Jonathan's web site wouldn't actually be seeing his driver's license: they would be seeing a digital reproduction of the license. If the person using the jmarshall account were actually an imposter, that person could have taken his own driver's license, scanned it in, and used a program like PhotoShop to change the name to "Jonathan Marshall." What Jonathan really wants is for his state to put a digital signature on his driver's license. (Some states are thinking about doing this; see Section 6.1.4.2 earlier in this chapter.) That digital signature would certify the contents of his driver's license: people downloading the image from the web would know that Jonathan's name or address had not been changed. Unfortunately, the digitally signed credential is only half the problem. People corresponding with Jonathan will be able to look at the photograph on his driver's license and know what Jonathan Marshall actually looks like. But how will they know that jmarshall is really Jonathan Marshall? Instead of digitally signing Jonathan's photograph, the state should actually digitally sign his public key. Then Jonathan could sign all of his messages with his private key. Anybody wishing to verify that Jonathan's postings or email messages truly belong to him would simply have to get a copy of Jonathan's digitally signed public key and verify the signature that's on it. Indeed, this is precisely the way that a public key infrastructure works. For more information, see the discussion of the cryptographic underpinnings of a PKI in Chapter 10. 6.2.1 Certification Authorities A certification authority (CA) is an organization that issues public key certificates. Conceptually, these certificates look like cryptographically signed index cards. The certificates, signed by the certification authority's own private keys, contain the name of a person, that person's public key, a serial number, and other information, as shown in Figure 6.3. The certificate attests that a particular public key belongs to a particular individual or organization.



page 85



Securing Windows NT/2000 Servers for the Internet Figure 6.3. A schematic certification authority certificate.



There are many different ways that certification authorities can offer service: Internal CA An organization can operate a CA to certify its own employees, their positions, and their levels of authority. Such a certification hierarchy could be used to control access to its internal resources or the flow of information. For example, every employee in an organization could create a key and be issued a certificate for that key detailed to the computer systems to which that employee should have access. Computers around the organization could then decide whether or not to grant an individual employee access based on the certification of his key. In this way, the business avoids the necessity of distributing an access control list and a password file to all of its distributed computers. Outsourced employee CA A company might contract with an outside firm to provide certification services for its own employees, just as a company might contract with a photo lab to create identification cards. Outsourced customer CA A company might contract with an outside firm to operate a certification authority to be operated for the company's current or potential customers. By trusting in the outside firm's certification practices, the company would save the expense of creating its own procedures. Trusted third-party CA A company or a government can operate a CA that binds public keys with the legal names of individuals and businesses. Such a CA can be used to allow individuals with no prior relationship to establish each other's identity and engage in legal transactions. To use the certificates issued by a CA, you need to have a copy of the CA's public key. Currently, public keys are being distributed prebundled in software packages such as web browsers and operating systems. Other CA public keys can be added manually by the end-user. Clearly, CAs that do not have their keys prebundled are at a disadvantage. For more information, see Section 7.2 in Chapter 7.
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Securing Windows NT/2000 Servers for the Internet 6.2.1.1 Revocation Besides issuing certificates, CAs need a way of revoking them as well, because:



•



The key holder's private key may become compromised.



•



The CA may discover that it issued the certificate to the wrong person or entity.



•



The certificate may have been issued to grant access to a particular service, and the individual may have lost his authorization for that service.



•



The CA may have its systems compromised in such a way that someone has the ability to issue falsified certificates.



One way that has been proposed for handling revocations is the certificate revocation list (CRL). A CRL is a list of every certificate that has been revoked by the CA that has not yet expired for other reasons. Ideally, a CA issues a CRL at regular intervals. Besides listing certificates that have been revoked, the CRL states for how long it will be valid and where to get the next CRL. CRLs are interesting in theory: they allow computers that are not connected to a network to determine if a certificate is valid or if it has been revoked. In practice, though, CRLs have a variety of problems:



•



CRLs tend to grow large very quickly.



•



There is a period between the time that a certificate is revoked and the time that the new CRL is distributed when a certificate appears to be valid but is not.



•



The information contained in CRLs can be used for traffic analysis.



Instead of CRLs, most production CAs will probably use real-time verification through the use of online database management systems connected to a network such as the Internet. These systems neatly dispense with the CRL problem, although they do require a network that is reliable and available. An alternative suggested by Carl Ellison of Cybercash is simply to use certificates with very short expiration times - one to two minutes. In effect, this requires the person using the certificate to communicate with the CA before every transaction. In some cases, this may be more efficient than having the recipient of the certificate verify it with the CA. 6.2.1.2 Certification practices statement (CPS) What does it mean to have a certified key? The answer to this question depends on who is doing the certification and what policies they are following. An internal CA that's run by a Fortune 500 company might certify that the person whose key is signed is an active employee. The hypothetical Cypherpunk Anonymous Key Signer, on the other hand, might sign any key that is sent to a particular electronic mail address. The certification practices statement (CPS) is a legal document CAs publish that describes their policies and procedures for issuing and revoking digital certificates. It answers the question, "What does it mean when this organization signs a key?" CPS documents are designed to be read by humans, not by machines. It's possible that in the future the terms and conditions of CAs will become standardized enough that it will be possible for programs to automatically process CPS documents. A business might be willing to accept certification from a CA that guarantees certain minimum certification policies and a willingness to assume a certain amount of liability in the event that its certification policies are not followed - and provided that the CA is bonded by an appropriate bonding agency. Alternatively, laws or the market may encourage CAs to adopt standard policies throughout the industry, the same as credit card issuers have adopted more-or-less standard policies, choosing to distinguish themselves with different interest rates, service charges, and ancillary services. 6.2.2 The X.509 v3 Certificate The X.509 v3 certificate is a popular standard for public key certificates. X.509 v3 certificates are widely used by many modern cryptographic protocols, including SSL. (X.509 certificates are not used by the PGP email encryption program versions 2.0 through 4.5, but it is possible that future versions of PGP will support X.509 v3.)
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Securing Windows NT/2000 Servers for the Internet Each X.509 certificate contains a version number, serial number, identity information, algorithm-related information, and the signature of the issuing authority. Figure 6.4 shows the structure of an X.509 certificate. Figure 6.4. The schematic structure of a typical X.509 certificate



The industry has adopted X.509 v3 certificates, rather than the original X.509 certificates, because the X.509 v3 standard allows arbitrary name/value pairs to be included in the standard certificate. These pairs can be used for many purposes. Microsoft's Internet Explorer will display some of the fields if you choose the "Properties" option while looking at a secure document. For example, Figure 6.5 shows the additional fields in the certificate issued by VeriSign for the Vineyard.NET, Inc., web site. Figure 6.5. Some of the additional fields in the Vineyard.NET's X.509 v3 certificate, as displayed by Microsoft Internet Explorer
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Figure 6.6 shows the fields from one of the earliest X.509 v3 certificates that was distributed on the Internet the original RSA Secure Server Certification Authority. This certificate is a self-signed certificate, meaning that the signature on it was written by the RSA Secure Server Certification Authority private key. There is a copy inside every copy of Netscape Navigator and Microsoft Internet Explorer that has ever been distributed. You can also find a copy of this certificate at http://home.netscape.com/newsref/ref/rsa-server-ca.html. Figure 6.6. The original RSA Secure Server Certification Authority certificate



As you can see, the certificate has a definite time period when it is valid. It identifies the name of the organization (O) and the country (C) the certificate identifies; the name of the organization (O) and the country (C) that issued the signature; the algorithm the signature uses; the public key; and, finally, the certificate's signature. One of the interesting things about this certificate is that it is signed by the very organization (and public key) that it purports to identify. This is called a self-signed certificate . What it's saying, in effect, is this: "Here is my public key. It's mine. Trust me." What makes it possible to trust this certificate is the social structure itself. The certificate comes inside programs like Netscape Navigator; if you can't trust the certificate, then you really can't trust Navigator, and you've got to be able to trust Navigator because that's the program that is verifying the other digital certificates. You can also call up RSA Data Security (or now, VeriSign), read them the public key, and ask if it is really their public key. At the same time, though, you've got to trust somebody. 33



33



For more information about the trust problem, please see Chapter 27, "Who Do You Trust?," of Practical UNIX & Internet Security. page 89



Securing Windows NT/2000 Servers for the Internet 6.3 Problems Building a Public Key Infrastructure Many people believe that a working public key infrastructure is a prerequisite for commerce on the World Wide Web: we disagree. Already, substantial commerce is occurring on the Internet based on old-style, easily forged credit cards, rather than high-tech digital signatures. Thus, the additional security offered by digital signatures may not be necessary if there is money to be made. It is also not clear that the current vision of a public key infrastructure can even be built. Today's vision calls for a system with multiple CAs and with thousands or millions of different users, each obtaining, invalidating, and discarding certificates and public keys as needed. For the past 20 years, the technology has really not been tested outside the lab except in very controlled environments.34 In the following sections, we'll look at the problems that must be faced in building a PKI. 6.3.1 Private Keys Are Not People Digital signatures facilitate the proof of identity, but they are not proofs of identity by themselves. All they prove is that a person (or a program) signing the digital signature has access to a particular private key that happens to match a particular public key that happens to be signed by a particular CA. Unless the private key is randomly generated and stored in such a way that it can only be used by one individual, the entire process can be suspect. Unfortunately, both of those processes depend on the security of the end user's computer. Practically every computer used to run Netscape Navigator or Internet Explorer is unsecure. Many of these computers run software that is downloaded from the Internet without knowledge of its source. Some of these computers are actually infected by viruses. The companies issuing digital certificates don't have answers to this problem today. The closest that VeriSign comes to addressing this issue is a phrase in its certification practices statement, which says: [E]ach certificate applicant shall securely generate his, her, or its own private key, using a trustworthy system, and take necessary precautions to prevent its compromise, loss, disclosure, modification, or unauthorized use. This is an example of system engineering by license agreement. Unfortunately, it simply doesn't solve the underlying computer security problems inherent in today's computer systems. Computers aren't trustworthy, because they can't prevent the intentional modification of programs by other programs. A computer virus or other rogue program could search its victim's computer for a copy of Netscape Navigator and modify the random number generator so that it always returned one of a million possible values. Public keys would still appear uncrackable, but anybody who knew about the virus would be able to forge your digital signature in no time. Today's PCs are no better at storing private keys once they have been generated. Even though both Navigator and Internet Explorer can store keys encrypted, they have to be decrypted to be used. All an attacker has to do is write a program that manages to get itself run on the user's computer,35 waits for the key to be decrypted, and then sends the key out over the network. VeriSign knows that this is a problem. "We do not, and cannot, control or monitor the end users' computer systems," says VeriSign's president Stratton Sclavos. "In the absence of implementing high-end PC cards for all subscribers, or controlling or participating in key generation, the storage of end user keys is fully within the control of end users." Unfortunately, this means that users, and not VeriSign, are ultimately responsible for the fraudulent uses of keys, which leaves one wondering about the ultimate worth of VeriSign's stated per-key liability (described in the next chapter). The advent of new technology may solve this problem. The widespread use of smart cards and smart card readers, for example, will make it much more difficult to steal somebody's private key. But it won't be impossible



34



Although smart cards have been used widely in Europe and at the 1996 Atlanta Olympics, these cards contain anonymous certificates that are not bound to individual identities and do not need to be invalidated if the cards are lost. 35 For example, by using Netscape's plug-in or Microsoft's ActiveX technology. page 90



Securing Windows NT/2000 Servers for the Internet 6.3.2 Distinguished Names Are Not People Unfortunately, merely protecting private keys is not enough to establish the trustworthiness of the public key infrastructure. That's because merely possessing a private key and an X.509 v3 certificate for the matching public key signed by a CA doesn't prove you are the person whose name appears in the Distinguished Name field. All it proves is that somebody managed to get the CA to sign the corresponding public key. Ideally, a distinguished name means what a CA says it means. Ideally, a CA has established a regime of practices and assurances and that CA is consistent in the application of its own policies. But how do you determine if the name in the Distinguished Name field is really correct? How do you evaluate the trustworthiness of a CA? Should private companies be CAs, or should that task be reserved for nations? Would a CA ever break its rules and issue fraudulent digital identification documents? After all, governments, including the United States, have been known to issue fraudulent passports when its interests have demanded that it do so. How do you compare one CA with another CA? Each CA promises that it will follow its own certification rules when it signs its digital signature. How do you know that a CA's rules will really assure that a distinguished name on the certificate really belongs to the person they think it does? If a CA offers several different products, then how do you distinguish between them? A CA might offer several different signature products - some with rules like "we sign whatever key we see"36 others with more involved certification regimes. How do you tell them apart in an automated way? Once you've taken the time to understand the CA's rules, how do you know that the CA has really followed them? VeriSign's Michael Baum says that many of these questions can be resolved through the creation of standards, audits, and formal systems of accreditation. Legislation creating standards may also help. 6.3.3 There Are Too Many Robert Smiths Lets say that CAs are upstanding and honest corporate citizens and they never make mistakes. If you get a certificate from a CA with the distinguished name "Simson L. Garfinkel," then there's an excellent chance that certificate belongs to him. That's because there is only one Simson L. Garfinkel in the United States and probably only one in the world as well. At least, we think that there is only one Simson L. Garfinkel. We've certainly never met another one. And Simson has searched the nation's credit data banks and checked with Internet search services, and so far it seems there is only one Simson L. Garfinkel around. So it's probably Simson's certificate you've got there. But what do you do with a certificate that says "Robert Smith" on it? How do you tell which Robert Smith it belongs to? The answer is that a certificate must contain more information than simply a person's name: it must contain enough information to uniquely and legally identify an individual. Unfortunately, you (somebody trying to use Robert Smith's certificate) might not know this additional information - so there are still too many Robert Smiths for you. 6.3.4 Today's Digital Certificates Don't Tell Enough Another problem with the digital certificates currently being distributed on the Internet is that they don't have enough information in them to be truly useful. Sites that distribute pornography might want to use digital IDs to see if their customers are over 21, but they can't because, unlike a driver's license, the digital certificates being issued by companies including VeriSign, Thawte, and GTE don't specify age. Sites that would like to have "women-only space" on the Net can't, because VeriSign's digital IDs don't specify gender. They don't even have your photograph or fingerprint, which makes it almost impossible to do business with somebody over the Internet and then have them show up at your office and prove that they are the same person.
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This is currently the case for VeriSign's Class 1 digital IDs. page 91



Securing Windows NT/2000 Servers for the Internet Of course, if these digital certificates did have fields for a person's age, gender, or photograph, users on the Internet would say that these IDs violate their privacy if they disclosed that information without the user's consent. And they would be right. That's the whole point of an identification card: to remove privacy and anonymity, producing identity and accountability as a result. Clearly, there is nothing fundamentally wrong with CAs disclosing information about subscribers, as long as they do so with the subscriber's consent. However, if all certificates disclose personal information, this choice may be illusory: it may be a choice between disclosing information and not using the system. 6.3.5 X.509 v3 Does Not Allow Selective Disclosure When a student from Stanford University flashes her state-issued California driver's license to gain entrance to a bar on Townsen Street, she is forced to show her true name, her address, and even her Social Security Number to the person who is standing guard. The student trusts that the guard will not copy down or memorize the information that is not relevant to the task at hand - verifying that she is over 21. In the digital realm selective disclosure is much more difficult. There is no way to reveal some of the fields on a digital certificate but not other fields: the certificate cannot be verified unless the recipient has a complete and exact copy. Today the only workable way to allow selective disclosure of personal information using digital certificates is to use multiple certificates, each one with a different digitally signed piece of personal information. If you want to prove that you are a woman, you provide the organization with your "XX" digital certificate. If you want to prove that you're over 21, you provide an organization with your "XXX" digital certificate. These certificates wouldn't even need to have your legal name on them. The certification authority would probably keep your name on file, however, should some problem arise with the certificate's use. This is not the X.509 v3 model. With X.509 v3 certificates, each certificate is a mini-dossier. Other public key initiatives, such as the IETF's SPKI project, are experimenting with small digital certificates that carry a single assertion. 6.3.6 Digital Certificates Allow For Easy Data Aggregation Over the past two decades, universal identifiers such as the U.S. Social Security Number have become tools for systematically violating people's privacy. That's because universal identifiers can be used to aggregate information from many different sources to create comprehensive data profiles of an individual under investigation. Digital certificates issued from a central location have the potential to become a far better tool for aggregating information than the Social Security Number ever was. That's because digital signatures overcome the biggest problem that's been seen by people using Social Security Numbers: poor data. People sometimes lie about their Social Security Numbers; other times, these numbers are mistyped. Today, when two businesses attempt to match individually identified records, the process is often difficult because the numbers don't match. By design, digital certificates will simplify this process by providing for verified electronic entry of the numbers. As a result, the practice of building large data banks containing personal information aggregated from multiple sources is likely to increase. 6.3.7 How Many CAs Does Society Need? Would the world be a better place if there were only one CA, and everybody trusted it? How about if there were two? What about two thousand? Is it better to have many CAs or a few? If you have only one or two, then everybody sort of knows the rules, but it puts that CA in a tremendous position of power. If the world has but one CA, then that CA can deny your existence in cyberspace by simply withholding its signature from your public key. Do we really need CAs for certifying identity in all cases? Carl Ellison of Cybercash doesn't think so. In his paper on generalized certificates, Ellison writes: When I communicate with my lover, I don't need to know what city she's in and I certainly don't need to know that she's prosecutable. We aren't signing a contract. All I need is assurance that it's her key, and for that I use my own signature on her key. No CA ever needs to know she has a key, even though this is clearly an identity certificate case.
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Securing Windows NT/2000 Servers for the Internet 6.3.8 How Do You Loan a Key? Finally, we'll leave you with yet another question asked, but not answered, by Carl Ellison: how do you handle people loaning out their private keys? Suppose Carl is sick in the hospital and he wants you to go into his office and bring back his mail. To do this, he needs to give you his private key. Should he be able to do that? Should he revoke his key after you bring it back? Suppose he's having a problem with a piece of software. It crashes when he uses private key A, but not when he uses private key B. Should he be legally allowed to give a copy of private key A to the software developer so he or she can figure out what's wrong with the program? Or is he jeopardizing the integrity of the entire public key infrastructure by doing this? Suppose a private key isn't associated with a person, but is instead associated with a role that person plays within a company. Say it's the private key that's used for signing purchase orders. Is it okay for two people to have that private key? Or should the company create two private keys, one for each person who needs to sign purchase orders? 6.3.9 Are There Better Suited Alternatives to Public Key Digital Signatures? Should a technology that requires the use of private keys be used in cases where there is a high incentive to commit fraud or a history of fraud by the intended keyholder? The U.S. Postal Service plans to offer a digital postmark service in which it will sign message digests (or entire messages) with the date and time. These postmarks will have the same force of law as today's postmarks on envelopes. They will also have aspects of a digital notary, as the signature will also verify that the document it signs has been unaltered. While there is wide agreement that some form of digital timestamping or digital notary service is necessary, it is not clear that this is an ideal application for public key technology. The reason is that the signed timestamp is completely under the control of the service that is signing the signature. If the service's private key were compromised, either accidentally or intentionally, the service could issue fraudulent timestamps with different dates. Bogus signatures and certificates might be issued because of a bribe, or a particular clerk acting on a grudge. Alternatively, bogus signatures might be issued for political purposes. Other technologies for timestamping exist that do not require the use of private keys. These technologies have the advantage that there is no way to compromise the system because there is no secret to be divulged. One such system is the digital notary that is being marketed by Surety Technologies, Inc. Instead of treating each signature process as a distinct operation, the Surety system builds a hash-tree based, in part, on the contents of every document that is presented for digital timestamping. The root of the tree is published once a week in The New York Times so that anyone may verify any signature. Tampering with Surety signatures is extremely difficult: the only way to do it is either to find a document with the same message digest (Surety uses a combination of MD5 and SHA-1, which we describe in Chapter 10), or changing the root of the tree after it has been published.37 In the fall of 1996, Simson asked officials working on the U.S. Postal Service's digital postmark project if they knew of the Surety system, and if they had any intention of using it. They said that they hadn't heard about it, but it didn't really matter, because the Postal Service had pretty much decided to use public key technology.
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For more information about Surety and its digital notary system, consult their web pages at http://www.surety.com/. page 93



Securing Windows NT/2000 Servers for the Internet 6.3.10 Why Do These Questions Matter? These questions matter because people who are talking about using a public key infrastructure seem to want a system that grants mathematical certainty to the establishment of identity. They want to be able to sign digital contracts and pass cryptographic tokens and know for sure that the person who is at the other end of the wire is who that person says he is. And they want to be able to seek legal recourse in the event that they are cheated. The people who are actually setting up these systems seem to be a little wiser. They don't want a system that is perfect, just one that is better than today's paper-based identification systems. Unfortunately, it's not clear whether public key technology even gives that kind of assurance about identity. It's an unproven matter of faith among computer security specialists that private keys and digital certificates can be used to establish identity. But these same specialists will pick up the phone and call one another when the digital signature signed at the bottom of an email message doesn't verify. That's because it is very, very easy for the technology to screw up. Probably the biggest single problem with digital signatures is the fact that they are so brittle. Change one bit in a document and the digital signature at the bottom becomes invalid. Computer security specialists make this out to be a big feature of the technology, but the fact is that paper, for all of its problems, is a superior medium for detecting alteration. That's because paper doesn't simply reveal that a change has been made to a document: it reveals where the change was made as well. And while the digital technologies will detect a single period changed to a comma, the technologies will also frequently detect changes that simply don't matter (e.g., a space being changed to two spaces) which causes people to expect signatures not to verify. Meanwhile, although it is possible to create better and better copies of documents, advances in watermarking, holography, and microprinting are allowing us to create new kinds of paper that cannot be readily copied or changed without leaving a detectable trace. Society does need the ability to create unforgeable electronic documents and records. While illegal aliens, underage high school students, and escaped convicts may be interested in creating forged credentials, few other people are. Society will have to discover ways of working with the problems inherent in these new digital identification technologies so that they can be used in a fair and equitable manner.
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Securing Windows NT/2000 Servers for the Internet 6.4 Ten Policy Questions We include the following helpful policy questions about digital signatures with the permission of Bradford Biddle.38 Following the lead of the state of Utah, numerous states and several foreign countries have enacted "digital signature" legislation aimed at promoting the development of a public key infrastructure. While PKI legislation has acquired significant momentum, it is not clear that lawmakers have carefully considered the public policy implications and long-term consequences of these laws. 1. Is legislation necessary at all? Proponents of digital signature legislation start with the premise that the need for a PKI is clear: public key cryptography and verifiable certificates offer the best hope for sending secure, authentic electronic messages over open networks, thereby facilitating electronic commerce. They argue that the reason that the commercial marketplace has not produced a viable certification authority (CA) industry is because of legal uncertainty (CAs are unable to determine their potential liability exposure because of a confusing array of applicable background law) or because existing law imposes too much liability on CAs. Thus, proponents argue, legislation is necessary in order to provide certainty in the marketplace and allow a much-needed industry to emerge, as well as to address other issues such as the legal status of digitally signed documents. Opponents of this view assert that it is far too soon to conclude that the market will not produce commercial CAs and point to the increasing numbers of commercial CAs emerging even in the absence of legislation. Time is solving the "uncertainty" problem, opponents argue, and the "too much liability" problem is the product of flawed business models, not a flawed legal system. Opponents of legislation argue that the real danger is that a group of lawyers will impose a set of flawed rules that will fundamentally skew a dynamic infant marketplace and "lock in" a set of business models that the market would otherwise reject. The time for legislation and regulation is after identifiable problems exist in a mature industry, opponents say, not before an industry even exists. Opponents of legislation further argue that existing legal mechanisms can address the issue of the legal status of digitally signed documents. 2. Where should PKI legislation occur? Debate also occurs over the appropriate jurisdictional level for digital signature legislation. Some observers cringe at the thought of 50 inconsistent state digital signature laws; others believe that CAs and consumers will opt-in to the most sensible legislative scheme, and thus believe that competition between the states is helpful. Proponents of uniformity and consistency argue for PKI legislation at the federal or international level; opponents of this view point out that general commercial law has long been the province of state legislatures. 3. Is licensing of certification authorities the right approach? Under the Utah Digital Signature Act ("Utah Act") and much of the subsequent PKI-related legislation, CAs are licensed by the state. The Utah Act makes licensing optional: CAs that obtain licenses are treated with favorable liability rules, but non-licensed CAs may exist in Utah. Licensing is a highly intrusive form of government regulation (other, less intrusive methods of regulation include mandatory disclosure requirements, altering liability rules to avoid externalized costs, bonding or insurance requirements, etc.). Typically, licensing as a form of regulation is reserved for circumstances where a market flaw cannot be addressed by other, less intrusive means. Does this sort of dynamic exist with CAs? Would consumers be able to make informed, rational choices between CAs? Could an incompetent CA cause irreparable harm? Could other types of regulation address any relevant market flaws? If unlicensed practitioners are allowed to exist, subject to different liability rules, how will this affect the CA market?
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Securing Windows NT/2000 Servers for the Internet 4. Should legislation endorse public key cryptography, or be "technology neutral"? Most of the digital signature legislation to date has focused specifically on digital signatures created using public key cryptography. Some legislation has also addressed the issue of "electronic signatures" - other, nonpublic key methods of authenticating digital transmissions. Proponents of biometric authentication methods argue that it is foolish to legislatively enshrine public key cryptography as the only technology capable of authenticating an electronic document. They argue that biometric methods can currently accomplish many of the same goals as digital signatures; they further argue that by precluding other technologies future innovations will be discouraged. They also note that public key cryptography can only be implemented using patents owned by a limited number of commercial entities, and question whether it is wise public policy to legislatively tie electronic commerce so closely to the interests of a few private sector actors. 5. Should legislation endorse the X.509 paradigm? When the Utah Act was enacted, it explicitly endorsed the X.509 infrastructure model. Subsequent laws have dropped the explicit endorsement of X.509, but nonetheless remain true to the X.509 paradigm. Under most digital signature legislation, certificates serve to bind an individual's identity to a particular public key. This binding is accomplished in the context of a rigid, hierarchical CA infrastructure. This model has been criticized for two main reasons: global CA hierarchies are almost certainly unworkable, and identity certificates often provide too much information - frequently an "attribute" or "authority" certificate will do. Alternative certificate formats, such as SDSI and SPKI, have emerged in response to these and other perceived flaws with the X.509 model. However, it is not clear that these alternative certificate formats can be accommodated under current digital signature legislation. 6. How should liability and risk be allocated in a PKI? Liability allocation promises to be a vexing problem in a PKI. The liability issue is most dramatic in the context of fraud. An impostor can obtain the private encryption key associated with a particular party and create electronic documents purporting to be from that party. A second party may enter into an electronic contract relying on these ostensibly valid documents, and a loss may occur. Who should bear this loss? In the paper world, generally one cannot be bound by a fraudulent signature. This principle may not be entirely appropriate in an electronic context, however. In a PKI, the integrity of the infrastructure depends upon the security of private encryption keys. If a key holder bears no liability for fraudulent use of that private key, perhaps he or she may not have adequate incentive to keep the private key secure. How much liability should the private key holder bear? Under the Utah Act and its progeny, an individual who negligently loses control of his private key will bear unlimited liability. This risk allocation scheme raises the specter of consumers facing immense losses - as one commentator puts it: "Grandma chooses a poor password and loses her house." In contrast, consumer liability for negligent disclosure of a credit card number is generally limited to $50. If consumer liability were similarly limited in a PKI, where would the risk of loss fall? If CAs had to act as an insurer in all transactions, the price of certificates would likely be extraordinarily high. If relying third parties faced the risk that ostensibly valid documents may in fact be forgeries and bear any resulting loss, then some benefits of a PKI are lost. 7. What mechanisms should be used to allocate risk? Currently at least one commercial certification authority, VeriSign, is attempting to allocate risk to both certificate subjects and relying third parties by contract. VeriSign includes significant warranty disclaimers, liability limitations, and indemnification provisions in its certification practices statement (CPS). Certificate applicants agree to be bound by the CPS when obtaining a certificate. VeriSign's web page informs relying third parties that the act of verifying a certificate or checking a certificate revocation list indicates agreement to the terms of the CPS. However, it is not clear that a binding contract can be formed with relying third parties in this fashion. Thus the relationship between VeriSign and relying parties may not be governed by the CPS at all, but instead be subject to default contract and tort rules (which would be less favorable to VeriSign). As a policy matter, should CAs be able to form contracts with relying third parties, despite their rather attenuated connection? If relying parties will be bound by unilateral contracts imposed by CAs, they face significant transaction costs involved with determining the contract terms offered by potentially numerous CAs. If CAs cannot scale their potential liability exposure to third parties by contract, however, it may be impossible for CAs to compete on warranty terms - and presumably such terms would otherwise be the subject of significant competition.



page 96



Securing Windows NT/2000 Servers for the Internet 8. Should digitally signed documents be considered "writings" for all legal purposes? The Utah Act and most other digital signature laws provide that digitally signed documents have the same legal effect as writings. Critics have noted that while most of the functions or goals of writing requirements may be served by electronic documents, this may not be true in all instances. For example, the law often requires a written instrument to effect notice - i.e., to alert an individual that a lien has been filed on their property. It is not clear that a digitally signed electronic message would achieve the same effect. Additionally, there are other contexts - such as wills or adoption papers where paper documents may prove more effective than electronic documents. Moreover, some paper documents (such as bank drafts or warehouse receipts) are negotiable instruments, and this negotiable character depends upon the existence of a single, irreproducible copy of the document. Thus, critics say, digital signature legislation should not override all writing requirements without separately considering the extent to which sound policy might require retention in specific circumstances. 9. How much evidentiary weight should a digitally signed document carry? Evidentiary issues, though seemingly arcane and procedural, can raise important public policy concerns. For example, the Utah Act creates a presumption that the person who owns a particular key pair used to sign a document in fact did sign the document. Holding an individual presumptively bound by obligations entered into under their digital signature could be inequitable if the individual is the victim of the fraudulent use of such a signature. This potential problem can be compounded by the evidentiary weight assigned to digitally signed documents. Under the Utah Act digitally signed documents are accorded the same evidentiary weight as notarized documents, and someone challenging the authenticity of such a document can overcome the presumption of authenticity only with "clear and convincing evidence" (in contrast, one can overcome the presumption of validity of a paper signature simply by denying that it is one's signature). Critics of the Utah Act's approach argue that providing digitally signed documents with this status creates unreasonable evidentiary burdens for victims of fraud challenging the validity of electronic documents signed with the victim's private key. 10. Should governments act as CAs? Much of the currently enacted digital signature legislation envisions state government agencies acting as "top level" certification authorities who in turn certify a second tier of private sector CAs. At the federal level, the U.S. Postal Service has declared its intention to act as a CA on a nationwide basis. Should governments be acting in this sort of role? Critics say no, arguing that government involvement will skew an emerging private sector CA marketplace. Government actors may face very different liability rules from private sector market participants - governments can choose to scale their potential liability exposure through the doctrine of sovereign immunity. Thus, critics argue, government CAs may "win" in the marketplace not because they are more efficient or provide better service, but rather because they can stack the rules in their favor. Proponents of government involvement argue that governments can play an important role precisely because they can create sensible ground rules for all PKI participants. Additionally, they note that governments have existing relationships with all of their citizens, making the process of identification and public key binding that much easier.
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Securing Windows NT/2000 Servers for the Internet Chapter 7. Certification Authorities and Server Certificates In the previous chapter, we looked at the theoretical and legal benefits and problems of digital identification techniques, and the ongoing efforts to create a public key infrastructure. In this chapter, we'll look at a variety of certificates available today.



7.1 Certificates Today Digital certificates give people, organizations, and businesses on the Internet simple ways to verify each other's identity. For consumers, some of the advantages of certificates include:



•



A simple way to verify the authenticity of an organization before providing that organization with confidential information.



•



The knowledge that, if worse comes to worst, consumers can obtain the organization's physical address and legally registered name, so as to pursue legal action against the company.



For businesses, the advantages include:



•



A simple way to verify an individual's email address without having to verify it by sending a piece of email. This cuts the transaction time, lowering cost. It can also prevent the abuse of email - for example, if an organization only allows people to sign up for a mailing list by presenting a digital ID, it isn't possible for an attacker to maliciously subscribe people to that mailing list without their permission.



•



A simple, widely used way for verifying an individual's identity without using usernames and passwords, which are easily forgotten and shared between users.



•



Instead of trying to manage large lists of users and passwords, businesses can simply issue certificates to their employees and business partners. Programs that grant access to services then merely need to validate the signature on a certificate.



•



Today, many subscription services on the Internet that charge a flat monthly fee authenticate their users with a username and password. Unfortunately, colluding users can defeat this system by simply sharing a single username and password among themselves. Services that use certificatebased authentication are less likely to be victim to such abuse, because it is more difficult for colluding users to share keys and certificates than to share usernames and passwords. Furthermore, if a single secret key is used for many purposes (for example, if it both unlocks a web site and gives a user access to his or her bank account), users are unlikely to collude. The risk of sharing secret keys may outweigh the benefit of doing so.



But always remember: the fact that people can authenticate themselves using certificates does not alone prove that they are who they claim to be. It only proves that they possess a secret key that has been signed by an appropriate CA. VeriSign's Michael Baum says that digital certificates provide "probative evidence" - evidence that is useful in making a determination of identity that could be used in court. However, this requires that the person has not lost control of his or her secret key, that the CA followed its procedures in establishing the person's identity to a degree consistent with the particular kind of certificate that was issued, and that the CA has not subsequently been compromised. Nevertheless, digital certificates are a substantially more secure way of having people identify themselves on the Internet than the alternative: usernames and passwords. 7.1.1 Different Kinds of Certificates An X.509 v3 certificate certifies that a public key was signed by a particular institution. That certification is sealed through the use of a digital signature.
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Securing Windows NT/2000 Servers for the Internet There are four different types of digital certificates in use on the Internet today: Certification authority certificates These certificates contain the public key of CAs and either the name of the CA or the name of the particular service being certified. These can be self-signed or in turn signed by another CA.39 They are used to certify other kinds of certificates. Server certificates These certificates contain the public key of an SSL server, the name of the organization that runs the server, its Internet hostname, and the server's public key. Personal certificates These certificates contain an individual's name and the individual's public key. They can have other information as well, such as the individual's email address, postal address, or anything else. Software Publisher certificates These certificates are used to sign distributed software. Certification authorities and server certificates are described in the remainder of this chapter. Personal certificates are described in Chapter 8. Publisher certificates and code signing are described in Chapter 9.



7.2 Certification Authority Certificates A certification authority certificate is a certificate that contains the name and public key of a certification authority. These certificates can be self-signed: the certification authority tells you that its own key is good, and you trust it. Alternatively, these certificates can be signed by another entity. CAs can also cross-certify , or sign each other's master keys. What such cross-certification actually means is an open question. CA certificates are normally distributed by trusted means, such as being embedded directly in web browsers. 7.2.1 Bootstrapping the PKI When Netscape Communications Corporation released the first beta version of its Netscape Navigator, it was faced with a problem. Navigator's SSL protocol required the existence of a certification authority to make it work, but there were no CAs that were offering service to the general public. Rather than set up its own CA, which could have been seen by some companies as anticompetitive, Netscape turned to RSA Data Security, which had supplied the public key technology software on which Navigator was based. For several years RSA had been running its own CA called RSA Certification Services. This CA's primary reason for existence was to enable protocols that require CAs, such as Privacy Enhanced Mail (PEM). RSA was more than happy to issue certificates for Netscape servers as well. In 1995, RSA spun out its certificate services division to a new company called VeriSign. Since then, each successive version of Netscape Navigator has added technology to allow for the creation of a marketplace of certification authorities:



39



•



Netscape Navigator Version 1.0 contained a CA certificate for a single authority, the Secure Server Certification Authority, operated by RSA Data Security, Inc.



•



Netscape Navigator Version 2.0 still came with support for only a single CA, but it allowed other CAs to be loaded with the user's permission.



•



Netscape Navigator Version 3.0 came preloaded with certificates for 16 CAs (the complete list is shown in Table 7.1). The program also contains a user interface for viewing the currently loaded certificates, deleting certificates that are already resident, or for adding more.



VeriSign issues CA certificates that are signed by the VeriSign Public Primary Certification Authority (PCA). page 99



Securing Windows NT/2000 Servers for the Internet You can see the certificates loaded into Netscape Navigator by choosing the "Security Preferences" command from the "Options" menu, then clicking on the "Site Certificate" tab. Select "Certificate Authorities" in the pulldown menu. A sample window is shown in Figure 7.1. With Internet Explorer, you can view the built-in CAs by choosing the "Options" menu under the "View" options menu, clicking the "Security" tab, and then clicking the "Sites" button. Figure 7.1. Netscape Navigator 3.0's Security Preferences window allows you to see which certification authorities are built into the browser



Table 7.1, The CA Certificates Built in to Netscape Navigator Version 3.0 and Internet Explorer 3.0



Certification Authority



In Navigator?



In Explorer?



AT&T Certificate Services



Yes



Yes



AT&T Directory Services



Yes



Yes



AT&T Prototype Research CA



Yes 31



BBN Certificate Services CA Root Canada Post Corporation CA



Yes



CommerceNet CA



Yes



GTE CyberTrust Root CA



Yes



KEYWITNESS, Canada CA



Yes



Yes



MCI Mall CA



Yes



Yes



Yes



Yes



Yes



Yes



RSA Commercial CA



40 31



RSA Secure Server CA



40



Yes



Thawte Premium Server CA



Yes



Thawte Server CA



Yes



U.S. Postal Service CA



Yes



VeriSign Class 2 Primary CA



Yes



Yes



VeriSign Class 3 Primary CA



Yes



Yes



VeriSign Class 4 Primary CA



Yes



Yes



Operated by VeriSign page 100



Securing Windows NT/2000 Servers for the Internet Several companies have more than one CA certificate in the CA list. VeriSign has the most: the old RSA certificates as well as certificates for Class 2, 3, and 4 primary CAs. VeriSign is using signatures by different private keys to denote different levels of trust and authentication. Table 7.2 describes some of the different VeriSign certificates offered in 1996. Table 7.2, VeriSign Certificates in 1996



Certificate Name



Class 1



Certificate Type



Client



41



Certification Practice



Cost



Liability Caps



VeriSign assures that the user can receive email at the given address and that no other certificate for the email address has been issued.



Free (nominally $9.95/year)



$100



Class 2



Client



VeriSign assures the identity of a digital ID holder through online identity verification against a consumer database.



$19.95/year



$5,000



Class 3



Client



VeriSign validates the entity applying for the certificate using background checks and investigative services.



$290/first year; $75/renewal



$100,000



Secure Server



Server



VeriSign validates the entity applying for the certificate using background checks and investigative services.



$290/first year; $75/renewal



$100,000



7.3 Server Certificates Every Secure Socket Layer (SSL) server must have an SSL server certificate.42 When a browser connects to a web server using the SSL protocol, the server sends the browser its public key in an X.509 v3 certificate. The certificate is used to authenticate the identity of the server and to distribute the server's public key, which is used to encrypt the initial information that is sent to the server by the client.



The Postal Service as CA? In the years that follow, other organizations are sure to challenge VeriSign for control of the public key certificate market. One of VeriSign's strongest competitors may be the U.S. Postal Service, which actually started investigating digital signatures as a kind of "digital postmark" several years before VeriSign was even created. (A variety of technical and managerial problems delayed the Postal Service, though, forcing it to enter the market many months after VeriSign.) Representatives from the Postal Service say that they will be a formidable competitor for VeriSign, because the Postal Service enjoys a privileged position under U.S. law thanks to the mail fraud statutes. Obtain a digital certificate from a private company under false pretenses and the worst that company can do is sue you for breach of contract. Lie to the Postal Service, on the other hand, and you are committing a form of mail fraud, a serious federal crime. As a result, the Postal Service claims, certificates issued by the U.S. Postal Service will implicitly have a higher level of assurance than the certificates issued by any private corporation. Although this argument sounds persuasive, it ignores the wire fraud statutes. If a digital certificate is obtained under fraudulent purposes to commit fraud, the individual who obtains the certificate may still be committing a felony. Instead of having the crime investigated by postal inspectors, it will be investigated by state attorney generals and the FBI. Furthermore, if you use the U.S. mail to lie to VeriSign, you are still committing mail fraud. If the U.S. Postal Service offers an electronic "postmark" service, VeriSign (or any other company) could gain all of the Postal Services' benefits by simply using that service to sign correspondence between itself and its users.



41 42



See Chapter 8, for a description of this type of certificate. SSL and other details of web server security are described in Chapter 12. page 101



Securing Windows NT/2000 Servers for the Internet 7.3.1 The SSL Certificate Format Netscape defined the SSL 2.0 certificate format in the document http://www.netscape.com/newsref/std/ssl_2.0_certificate.html. SSL certificates must contain the following fields:



•



Key length of signature.



•



Certificate serial number. (Must be unique within a certification authority.)



•



Distinguished name.



•



Signature algorithm. (Specifies which algorithm is used.)



•



Subject common name. This is the DNS name of the server. Netscape Navigator Version 3.0 allows wildcard patterns, such as *.netscape.com to sign all hosts with Netscape's domain. Specifically, Navigator Version 3.0 allows the following wildcards in the subject.commonName field:



Pattern



Meaning



*



Matches anything



?



Matches one character



\



Escapes a special character (e.g., \* matches "*")



$



Matches the end of a string



[abc]



Matches a, b, or c



[a-z]



Matches the characters a through z



[^az]



Matches any character except a or z



~



This character, followed by another pattern, causes any host whose name matches that following pattern to not match the subject.commonName field



(abc|def)



Matches abc or def



These pattern matching operators are similar to but not identical to the UNIX regular expression matching functions. We are quite familiar with regular expressions, but must admit that we're somewhat stumped by what the "~" operator does. The question may be academic, however, as VeriSign and other CAs have indicated that they will not sign certificates that have wildcards in them. VeriSign says that this is because web hosting companies were asking for certificates with common names like *.com. VeriSign has also said that it was concerned that individuals might obtain certificates that could be used by any computer within the company, when in fact they did not have the authority to do so. By refusing to issue certificates that contain wildcards, VeriSign assures that each name using a certificate will be verified by a human. Among other things, this will prevent the sort of certificates that could be used for web spoofing, such as www.microsoft.com.demo.cs.princeton.edu. The reliance on DNS in the SSL specification is surprising, considering that the DNS system itself is not secure. Instead of having a web browser attempt to validate that the DNS name in the certificate is the same as the DNS name of the machine it has connected to, web browsers would probably do better simply by displaying the server's distinguished name prominently in the browser's window. Certificates for certification authorities are nearly identical to the certificates for SSL servers, except that they do not have a distinguished name; they do have a certificate fingerprint, and their common name is the name of the certification authority itself. According to Netscape, "The common name will be displayed when the user chooses to view the list of trusted certification authorities in the Security Preferences dialog box (under the Options menu). Examples include Netscape Test CA or Certs-R-Us Level 42 CA. Examples of names that are not recommended are Certification authority and CA Root."
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Securing Windows NT/2000 Servers for the Internet 7.3.2 Obtaining a Certificate for Your Server To obtain a certificate for your server, you need to follow these steps: 1.



Generate an RSA public/private key pair using a utility program supplied by your server's vendor.



2.



Send the public key, your distinguished name, and your common name to the certification authority that you wish to use. Normally, keys are sent by electronic mail.



3.



Follow the CA's certification procedure. This may involve filling out forms on the CA's web site. You may also need to send the CA additional documentation by electronic mail, fax, or hard-copy. You may also need to pay the CA.



4.



Wait for the CA to process your requisition.



5.



When the CA is satisfied that your documentation is in order, it will issue a certificate consisting of your public key, your distinguished name, other information, and its digital signature. This certificate will normally be sent to you by electronic mail.



6.



Use another program supplied by your server's vendor to install the key.



Some of this process is illustrated in Appendix B. One of the nice benefits of public key cryptography is that the security of your server cannot be compromised if the electronic mail sent between you and the CA is monitored or modified by a hostile third party. If the email is monitored, the hostile third party will simply get a copy of your public key, but there is no way to take that information and use it to determine your private key. (This is the fundamental principle on which public key cryptography is based.) If the electronic mail is modified in transit, then you will receive either a public key certificate whose signature won't verify or one that doesn't work with your secret key. In either case, you'll know that something is amiss and request a new certificate. 7.3.2.1 Certificate renewal Like most other identification documents, X.509 v3 certificates expire. When they expire, you need to get new ones if you wish to continue to offer X.509 v3-based services. The authority that issues the X.509 v3 certificate determines when it will expire. These days, most third-party CAs seem to be issuing certificates that expire one year after the date on which they are signed. Why pick one year? Here are some practical reason:



•



The longer a certificate is used, the greater the chance that its associated private key will be compromised.



•



The speed of computers and our knowledge of public key cryptography are both improving rapidly. A secure certificate that is signed today may be unsecure in two years because of advances in technology. Short expiration times therefore increase one's confidence in the public key infrastructure.



•



Business licenses tend to be for a period of one or two years. If a business license is used in part to validate a certificate, it seems unreasonable to issue a certificate that is valid for longer than the master documents.



•



Most third party CAs are selling certification services. Selling a certificate that expires in one year means that you can count on a steady revenue stream from certificate renewals roughly a year after you first go into business.



•



Having a certificate expire once a year assures that companies that fire their webmasters and don't hire anybody new will be suitably punished before long.



Be sure to obtain a new certificate for your organization well before your current certificate expires!
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Securing Windows NT/2000 Servers for the Internet An SSL client determines whether or not a server's certificate has expired when it connects to the server. Thus, clients that have their clocks set incorrectly will frequently report that a server's certificate has expired, when in fact it has not. When you apply for your new certificate, you may wish to request that it become valid before your current certificate expires. Otherwise, some users may be locked out of your web site when you change over from one certificate to another, because they have a slightly different idea of what time it is than you do. For safety's sake, certificates should be replaced at least 36 hours before they expire. Some SSL servers allow you to equip them with multiple server certificates. These servers must be running SSL 3.0 or above to download multiple certificates over a single SSL connection. 7.3.3 Viewing a Site's Certificate You can view a site's certificate by using Netscape Navigator Version 3.0's "View Document Info" command (select "Document Info" from the View menu). Figure 7.2 shows the document information for the home page of Thawte Consulting, which sells both a cryptographically enabled HTTP server and certification services. Figure 7.2. Viewing a site's certificate



Netscape Navigator 3.0's View Document Info is split into two halves. The top half shows the URL of the current document and the URLs of any other elements (images or frames) that the document may contain. By clicking on a URL in the top half of the window, you direct Navigator to display its information in the bottom half. The certificate in [click here] is for the computer http://www.thawte.com, which belongs to the World Corporate Headquarters of Thawte Consulting, located at Western Cape, ZA.43 This certificate was issued by Thawte Server CA, at the Certification Services Division of Thawte Consulting, Cape Town, Western Cape, ZA. Their email address is [email protected]. This certificate is Serial Number: 10. You can view the certificate of a server using Internet Explorer's "Properties" command from the "File" menu. Click on the "Security" tab. Unfortunately, Internet Explorer only prints the field from the X.509 v3 certificate that was used for the base HTML page. It does not allow you to view the security of the individual elements on the page. This can be confusing when the individual elements come from different servers from the main page.



43



"ZA" is the Internet's two-character abbreviation for South Africa. page 104



Securing Windows NT/2000 Servers for the Internet 7.3.4 When Things Go Wrong When a web browser makes a connection to an SSL web server, it performs checks on a number of the fields in the server's X.509 v3 certificates. When the contents of the field don't match what the web browser expects, it can alert the user or disallow the connection. This section summarizes some of the problems that can befall even the most well-intentioned site administrators. 7.3.4.1 Not yet valid and expired certificates When a web browser opens an SSL connection to a server, it checks the dates on the certificates that the server presents to make sure that they are valid. If the certificate has expired (or if the client's clock and calendar are not properly set), it will alert the user. If the server's certificate is not yet valid, Netscape Navigator 3.0 will display this message: [KEY ICON] sitename is a site that uses encryption to protect transmitted information. However the digital Certificate that identifies this site is not yet valid. This may be because the certificate was installed too soon by the site administrator, or because the date on your computer is wrong. The certificate is valid beginning Tue Jan 04, 1996 Your computer's date is set to Thu Nov 08, 1990. If this date is incorrect, then you should reset the date on your computer. You may continue or cancel this connection [CANCEL][CONTINUE] If the certificate is expired, the words "not yet valid" will be replaced with the word "expired." Pressing "Cancel" aborts the download. Pressing "Continue" carries on, as if the certificate is valid. If the date on the end user's computer is wrong (as is the case in the example above), then the user will get another message saying that the certification authority is not good yet either, as shown in Figure 7.3. Figure 7.3. Pressing the "More Info..." button reveals the certificate for the Certification authority, as shown in Figure 7.4.
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Securing Windows NT/2000 Servers for the Internet



Pressing the "More Info..." button reveals the certificate for the Certification authority, as shown in Figure 7.4. Figure 7.4. Result of pressing the "More Info..." button (Netscape Navigator 3.0)



Internet Explorer 3.0 simply displays an error message, as shown in Figure 7.5. Figure 7.5. Wrong server address



7.3.4.2 Wrong server address Web server certificates contain a special field that indicates the Internet hostname of the computer on which the server is running. When a browser opens an SSL connection to a web server, it checks this field to make sure that the hostname in the certificate is the same as the hostname of the computer to which it has opened a connection. The purpose of this check is to ensure that certificates will be used only on the particular machine for which they are issued. This allegedly provides more security: through an attack called DNS spoofing, it's possible to confuse the client computer's system that translates between domain names and IP addresses. The client thinks it is jumping to a particular web site, like www.ibm.com, but it's really jumping to a pirate computer connected to a stolen dialup in Argentina. This checking of server addresses shouldn't really provide any more security, because people shouldn't be using Internet domain names as a form of identification. Instead, they should be looking at the distinguished name on the server's X.509 v3 certificate. Sadly, both Netscape and Microsoft have made this difficult for most web users. Instead of displaying the distinguished name in the titlebar of the window or something equally sensible, they hide it off in another window that most users don't even know about.
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Securing Windows NT/2000 Servers for the Internet Because of this checking, if you change the name of your web site, you will need a new certificate. For example, if your web site is at www.company.com, and you decide that forcing people to type "www." is stupid, you will need a new certificate when you change your web site's address to company.com. Netscape Navigator Version 3.0 handles this situation quite gracefully. It displays a Certificate Name Check window. The message inside the window says: The certificate that the site sitename has presented does not contain the correct site name. It is possible, though unlikely, that someone may be trying to intercept your communication with this site. If you suspect the certificate shown below does not belong to the site you are connecting with, please cancel the connection and notify the site administrator. Here is the Certificate that is being processed: _____________________________________________________ Certificate for:Company Name Signed By: Certification Authority Encryption: Encryption technique[More Info...] ______________________________________________________ A friendly "More Info..." button lets you display the site certificate and the certificate of the CA. Microsoft's Internet Explorer 3.0 allows you to set whether or not you wish to check hostnames. If this check is enabled, Internet Explorer displays a similar message, as shown in Figure 7.6. Figure 7.6. Internet Explorer 3.0 asks if you want to check hostnames



Clicking "View Certificate..." lets the user view the certificate. Clicking "About Security..." brings up the Microsoft Internet Explorer help system. And clicking "Do not show this warning" disables the check on future web pages. Further information can be found at http://search.netscape.com/newsref/std/ssl_2.0_ certificate.html. 7.3.5 Netscape Navigator 3.0's New Certificate Wizard If you connect to a web site that has a certificate that was not signed by one of the certification authorities that is built into your web browser, Netscape Navigator 3.0 will run a "wizard" that will allow the user to add the new certificate. The certificate must be added to Navigator 3.0's database to establish secure communications with the site. Navigator's new certificate wizard can be used to add new CA certificates as well as site certificates for sites that are signed by unknown CAs. To demonstrate this, Simson created a certificate for Vineyard.NET, Inc., signed by Vineyard.NET's secret key. He then clicked into his own self-signed web site. Netscape Navigator displayed a series of ugly dialog boxes that only a geek could love. They look equally bad under Windows, UNIX, and the Macintosh operating systems. The first box is shown in Figure 7.7.
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Securing Windows NT/2000 Servers for the Internet Figure 7.7. Netscape Navigator 3.0's dialog boxes could only be loved by a geek



Here's the text for Netscape's New Site Certificate box: vineyard.net is a secure web site. However, Netscape does not recognize the authority who signed its Certificate. Although Netscape does not recognize the signer of this Certificate, you may decide to accept it anyway so that you can connect to and exchange information with this site. This assistant will help you decide whether or not you wish to accept this certificate and to what extent.



This panel means that Netscape Navigator 3.0 will switch into encrypted mode, but it can't guarantee that the web site you are communicating with is actually "who" it claims to be. Because the site's certificate isn't signed by a recognized CA, Navigator has an option that can notify you before you send information to the site through a forms-based submission. A checkbox on the third panel allows you to control this option: If you click Next, you'll get the second panel: Netscape: New Site Certificate Here is the Certificate that is being presented: Certificate for:Vineyard.NET, Inc. Signed by: Vineyard.NET, Inc. Encryption: Export Grade (RC4 Export with 40-bit secret key)



The next window has more information: The signers of the ID promise you that the holder of this ID is who they say they are. The encryption level is an indication of how difficult it would be for someone to eavesdrop on any information exchanged between you and this web site. By accepting this ID you are ensuring that all information you exchange with this site will be encrypted. However, encryption will not protect you from fraud. To protect yourself from fraud, do not send information (especially personal information, credit card numbers, or passwords) to this site if you are in any doubt about their certificate. For your own protection, Netscape can remind you of this at the appropriate time.
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Securing Windows NT/2000 Servers for the Internet The information that Navigator displays is taken directly from the X.509 certificate. Specifically, Navigator displays the distinguished name, the common name (CN), the organization name (O), and the country (C). Once you have installed the certificate for a site in this manner, you can exchange information with it using SSL. However, as the warning indicates, because the site's digital certificate was not signed by a recognized CA, you don't really have any assurance as to whom you are communicating with. 7.3.6 Adding a New Site Certificate with Internet Explorer Internet Explorer 3.0 has a simpler approach for handling sites whose certificates are signed by unrecognized certification authorities: it does not allow you to connect to them using SSL (see Figure 7.8). Figure 7.8. Internet Explorer blocks access to sites whose certificates are signed by unrecognized CAs



Internet Explorer does allow you to specifically install new certificates. For example, if you had a version of Internet Explorer 3.0 that did not have the CA certificates for Thawte consulting, you could have clicked to the Thawte web site at http://www.thawte.com/ and clicked on a link labeled " Install the Thawte Server Basic Certificate." This link would cause a file http://www.thawte.com/ServerBasic.cert to be transferred to your computer using the application/x-x509-ca-cert MIME type. Microsoft Internet Explorer and Netscape Navigator recognize the application/x-x509-ca-cert MIME type as an instruction to install a new certificate. The raw HTTP transaction looks like this: % telnet www.thawte.com 80 Connected to bilbo.thawte.com. Escape character is '^]' GET /ServerBasic.cert HTTP/1.0 HTTP/1.0 200 OK Date: Fri, 22 Nov 1996 14:44:37 GMT Server: Sioux/1.1 Apache/1.1 Content-type: application/x-x509-ca-cert Content-length: 765 Last-modified: Sat, 16 Nov 1996 08:04:15 GMT 0\202^Bù0\202^Bb^B^A^@0^M^F *\206H\206÷^M^A^A^D^E^@0\201Ä1^K0 ^F^CU^D^F^S^B\ ZA1^U0^S^F^CU^D^H^S^LWestern Cape1^R0^P^F^CU^D^G^S Cape Town1^]0^[^F^CU^D^M ^S^TThawte Consulting cc1(0&^F^CU^D^K^S^_Certification Services Division1^Y0^W^F^CU^D\ ^C^S^PThawte Server CA1&0$^F *\206H\206÷^M^A ^A^V^[email protected]^^^W\ ... Of course, the certificate itself is in binary. If you are running a CA and want an easy way to generate this output, here is a script that you can put in your cgi-bin directory: #!/bin/sh /bin/echo "Content-Type: application/x-x509-ca-cert"; /bin/echo /bin/cat /our/cert/dir/CAcert.der exit 0
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Internet Explorer displays a nifty window, shown in Figure 7.9, when it receives a new site certificate. Figure 7.9. Internet Explorer's nifty window for adding new certification authorities



7.4 Conclusion The combination of web browsers that can understand and authenticate digital certificates, companies like VeriSign and Thawte Consulting that are willing to issue those certificates, and the incorporation of CA certificates for these companies embedded in the web browsers has done a remarkable job of bootstrapping an international public key infrastructure in a remarkably short period of time. To date, the main purpose of this infrastructure has been the identifying of corporations, which is a considerably easier job than identifying individuals. (For one thing, corporations are willing to pay more money for identification services than individuals are.) In the next chapter we'll look at individual identification.
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Securing Windows NT/2000 Servers for the Internet Chapter 8. Client-Side Digital Certificates In the previous chapter, we looked at digital certificates for organizations. In this chapter, we'll look at how digital certificates can certify the identity of individuals. We'll also walk through the VeriSign Digital ID Center, the first certification authority to offer public services on the Web.



8.1 Client Certificates A client certificate is a digital certificate that is designed to certify the identity of an individual. As with certificates for web sites, client certificates bind a particular name to a particular secret key. They are issued by certification authorities. Client certificates have many uses and benefits:



•



Digital certificates can eliminate the need to remember usernames and passwords. You simply sign your digital signature whenever you enter a restricted space.



•



Instead of deploying a large distributed database, organizations can simply use a digital certificate issued by a particular CA as proof of membership in that organization.



•



Because signing your name with a digital certificate requires access to a secret key, it is harder for groups of individuals to share a single digital ID than it is for a group of people to share a username and password. This is because there are technical barriers to sharing secret keys between users, and because users may be unwilling to share a secret key that is used for more than one application. This is interesting to sites that have per-user charges for distributing information over the Internet.



•



Because digital certificates contain a person's public key, you can use somebody's digital certificate to send that person encrypted electronic mail.



•



Certificates that denote a person's age can be used for restrictions on sexually oriented material or on chat groups.



•



Certificates that denote a person's sex can be used to allow access to "women's only" or "men's only" spaces.



By creating strong systems for identifying users, certificates help eliminate anonymity. They do so even more effectively than "cookies." A cookie merely leaves a track of where you have been through a web site. A digital certificate, on the other hand, leaves behind your name, your email address, or identifying information that, by design, can be traced back to you. Because certificates eliminate anonymity, some Internet users are opposed to certificates, on the grounds that they compromise a user's privacy. Well, of course they do: that's their purpose. As currently constructed, however, certificates are never sent by a web browser without the user's knowledge and permission. Furthermore, certificates never contain information that is unknown to the user. Of course, both of these conditions could change in the future. In the long term, Internet users may change their minds about certificates. It's true that a mark of totalitarian regimes is the issuing of identification cards and strong penalties for the failure to produce those cards when asked. But identification cards also help solidify a strong society and good behavior, largely by giving authorities ways for holding people accountable for their actions. They also permit trust and commerce, which benefit all members of society. Thus, strong identification is likely to become more and more common on the Internet. Digital signatures are likely to be a strong part of any identification infrastructure.
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Securing Windows NT/2000 Servers for the Internet 8.1.1 Support for Client-Side Digital Certificates Client-side digital certificates are supported by Microsoft Internet Explorer 3.0, Netscape Navigator 3.0, and other SSL-based applications. The support consists of four key elements: Key creation The browser contains code for creating a public/private key pair, sending the public key to a certification authority in the form of an HTTP POST transaction. Certificate acquisition The browser can accept a certificate that is downloaded from the certification authority via HTTP. Challenge/response The browser can use a stored secret key to sign a randomly generated challenge supplied by a SSL server. Secure storage The browser provides a place to store the secret key that is secure. Version 3.0 of Explorer and Navigator allow the key to be stored in an encrypted file. (Netscape Navigator's Security Preferences setting for storing passwords is shown in Figure 8.1.) Future versions of these browsers will allow keys to be stored on floppy disks or in smart cards. Figure 8.1. Netscape's Security Preferences panel allows you to put a password on your secret keys and cookies
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8.2 A Tour of the VeriSign Digital ID Center VeriSign opened its Digital ID service during the summer of 1996. The center is located at http://digitalid.verisign.com/. Its home page is shown in Figure 8.2. Figure 8.2. VeriSign's Digital ID Center opened for business during the summer of 1996
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8.2.1 Generating a VeriSign Digital ID VeriSign distributes digital certificates (called digital IDs by VeriSign) from its web site. As of December 1996, the web site could create digital certificates for Microsoft's Internet Explorer, Netscape Navigator, and RSA's Secure MIME format. The VeriSign certificate creation process consists of six steps: 1.



You select a Class 1 Digital ID or a Class 2 Digital ID. (For an explanation of these classes, see "VeriSign's Class System" later in this chapter.)



2.



You provide identifying information to establish who you claim to be. For a Class 1 Digital ID, VeriSign requires:



o o o



First name or alias Last name Email address



Only the email address is validated. For a Class 2 digital ID, VeriSign requires: • • • • • • • • • • • • • • • • • •



Email address First name Middle initial Last name Suffix Mailing address: street name and number Apartment or unit number City State or province Zip code or postal code Country Date of birth Social security number Driver's license number Home phone number Spouse's first name Employer Previous address (street, apartment, city, state, zip, and country)



VeriSign validates enough of the information so that it can be assured of the individual's identity to a degree that is consistent with its certification practices statement. VeriSign also asks for a "challenge phrase" that is used to revoke a digital ID in the event that it is compromised.



44



3.



You provide VeriSign with payment information - usually a credit card number.



4.



You verify the information provided to VeriSign.



5.



You claim that you have read and agree to be bound by VeriSign's certification practices statement. ou should be sure to read the CPS. It's 92 pages long, and by clicking the ACCEPT button you are agreeing to be bound by it.44



6.



VeriSign displays a page that contains a form. When the form is submitted, the key is automatically generated.



Why such a long agreement? VeriSign wants to tell people their critical obligations and VeriSign's responsibility. At this point in the development of the public key infrastructure, with no underlying law; VeriSign's CPS is the only means by which a person or business can adequately assess how the system works. Other areas of business interactions are covered by significantly longer legal documents, such as the uniform commercial code or SEC regulations. VeriSign's Michael Baum notes that credit card disclosure statements, which are ten or more pages of closely typed information, incorporate, by reference, VISA and MasterCard operating regulations, which are the size of telephone books. page 114



Securing Windows NT/2000 Servers for the Internet The browser generates the public/private key pair and sends the public portion of the key to the VeriSign web site. Once the key is received, VeriSign signs it and places the certificate for the key into its database. If you are using Internet Explorer, you will have the chance to select the name for this private key using the "Credentials Wizard." After you pick a name, VeriSign will send you your electronic mail with the information necessary to get your certificate (see Figure 8.3. Figure 8.3 The Internet Explorer Credentials Enrollment Wizard lets you choose the name of your key on Windows 95



If you are using Netscape Navigator, you will pick a name for the digital certificate when it is downloaded. Meanwhile, a window will appear with the following message:45 Netscape is about to generate a private key for you. This private key will be used along with the certificate you are now requesting to identify yourself to internet sites. Your private key never leaves your computer, and is protected by your Netscape password. It is important that you never give anyone your password, because that will allow them to use your private key and impersonate you on the internet. When you press the OK button below, Netscape will generate your private key for you. This is a complex mathematical operation, and may take up to several minutes for your computer to complete. If you interrupt Netscape during this process it will not create your key, and you will have to re-apply for your certificate. After you press OK, your computer should eventually display: Congratulations, you have successfully enrolled for a Class 1 Digital ID. The next step is to download your Digital ID from VeriSign and install it. You will promptly receive an e-mail corroboration letter from VeriSign with information about retrieving your Digital ID. You will need to use the information it contains to download and install your Digital ID. Check your e-mail, and retrieve your DigitalID from https://digitalid.verisign.com/getid.htm You can also find out more about how Digital IDs are used and access additional Digital ID services through the Digital ID Center.



45



Netscape Navigator displays this message in very small type, so it's no surprise if you don't read it. page 115
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8.2.2 Installing Your Digital Certificate Shortly after you complete the digital certificate enrollment process, you'll get email from VeriSign's Digital ID center. Here's what a user named Cass Frick got in the mail: From pin@playfair Fri Nov 22 18:03:40 1996 Date: Fri, 22 Nov 1996 15:03:03 -0800 To: [email protected] From: VeriSign Digital ID Center  Subject: Class 1 VeriSign Digital ID Corroboration Thank you for selecting VeriSign as your certification authority. To assure that someone else cannot obtain a Digital ID that contains your name and e-mail address, you must obtain your Digital ID from VeriSign's secure web site using a unique Personal Identification Number (PIN). Your Digital ID PIN is: f1a41cd7574d15c3 You can get your Digital ID at this site: https://digitalid.verisign.com/msgetidca.htm Your Digital ID will contain the following information: Name or Alias: CASS FRICK E-mail Address: [email protected] Thank you for using VeriSign's Digital ID Center. Using Microsoft's Internet Explorer, Frick opens the URL https://digitalid.verisign.com/msgetidca.htm, where she is prompted for her PIN. This is shown in Figure 8.4 She can then view the certificate by using Internet Explorer's "Options/Security/View Certificate" commands, as shown in Figure 8.5. Figure 8.4 Frick picks up her digital ID



page 116



Securing Windows NT/2000 Servers for the Internet



Figure 8.5. Viewing the certificate (Internet Explorer)



Another user named Sascha receives a similar email message. Sascha is a Netscape Navigator fan. Using Netscape Navigator, he goes to the Digital ID center. When he attempts to download the digital ID, Netscape displays: You are downloading a new personal certificate that you have previously requested from VeriSign, Inc.. This certificate may be used, along with the corresponding private key that was generated by you at the time you requested your certificate, to identify yourself to sites on the Internet. Using certificates and private keys to identify yourself to sites is much more secure than the traditional username and password. Sascha clicks [Next>] and Netscape displays the second window in the certificate downloading process. This window shows the name of the key. He can click the [More Info...] button to view the certificate. This will show, among other information, the digital certificate's comment field. Here is the comment on the panel: CAUTION: The Common Name in this Class 1 Digital ID is not authenticated by VeriSign. It may be the holder's real name or an alias. VeriSign does authenticate the e-mail address of the holder. This certificate incorporates by reference, and its use is strictly subject to, the VeriSign Certification Practice Statement (CPS), available in the VeriSign repository at: https://www.verisign.com; by E-mail at [email protected]; or by mail at VeriSign, Inc., 2593 Coast Ave., Mountain View, CA 94043 USA Copyright (c)1996 VeriSign, Inc. All Rights Reserved. CERTAIN WARRANTIES DISCLAIMED AND LIABILITY LIMITED. WARNING: THE USE OF THIS CERTIFICATE IS STRICTLY SUBJECT TO THE VERISIGN CERTIFICATION PRACTICE STATEMENT. THE ISSUING AUTHORITY DISCLAIMS CERTAIN IMPLIED AND EXPRESS WARRANTIES, INCLUDING WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE, AND WILL NOT BE LIABLE FOR CONSEQUENTIAL, PUNITIVE, AND CERTAIN OTHER DAMAGES. SEE THE CPS FOR DETAILS. Contents of the VeriSign registered nonverifiedSubjectAttributes extension value shall not be considered as accurate information validated by the IA. Sascha can view detailed information about a certificate (see Figure 8.6) and pick a name for the certificate. Finally, the certificate is added. The certificate can be viewed using Netscape's Security Preferences Options panel, shown in Figure 8.7. This panel allows you to view the personal certificates on the system. Pressing the "obtain new certificate" button jumps your browser to the URL https://certs.netscape.com/client.html, which contains a list of CAs that are currently approved by Netscape.
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Securing Windows NT/2000 Servers for the Internet Figure 8.6. Netscape Navigator allows you to see detailed information about a certificate before it is added to your system.



Figure 8.7. Netscape Navigator's Personal Certificate Security Preferences panel
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8.2.3 Behind the Scenes Behind the scenes is a set of messages being exchanged between the VeriSign web site and the particular browser that you are using. These are done with relatively undocumented protocols and APIs. 8.2.3.1 Behind the scenes with Netscape Navigator Netscape Navigator uses the  HTML tag to generate a key. The tag has this syntax:  When the key is generated, the public key is encoded and sent in the HTTP POST command in the variable name. More information can be found at http://home.netscape.com/eng/security/ca-interface.html. Here are some key fields from the Netscape enrollment process:       ...  Click the SUBMIT button to send your Digital ID request to VeriSign. Your web browser will prompt you to set up a password to protect the private key associated with your Digital ID. Your private key and password are stored on your computer and are not transmitted to VeriSign.  In a few moments, you will receive an e-mail confirmation letter from VeriSign that provides instructions for downloading and installing your Class 1 Digital ID. 

 ... 
 
  
 8.2.3.2 Behind the scenes with Internet Explorer Internet Explorer generates client keys using a combination of ActiveX controls and VBScript.   ... 
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