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HIPAA Compliance Statement About This Document This document provides summary information about how WinguMD is approaching and implementing its HIPAA compliant activities and product designs.



Regulatory Contact For inquiries about our security and quality systems and our practices, please contact Regulatory Affairs at [email protected]. Because your inquiries may include PHI (Patient Health Information), please first send a simple request to initiate an inquiry with your contact information only. Thereafter, we will provide a secure means to continue communications.



WinguMD’s HIPAA Compliance Approach Internal Access During maintenance and support activities, we may need to access records containing PHI. We ensure that such access is granted only to those who have such needs. We all have signed confidentiality agreements and are continually made aware of obligations regarding user information. Access is controlled via pre-assigned user accounts that require multiple levels of authentication. All staff members are periodically trained regarding security protection of their personal workstations.



Physical Site Security We utilize IT vendors who have established a HIPAA Business Associate Agreement (BAA), who can ensure that our servers, network devices, backup data storage media, and other equipment and information are physically secured and attended. Access is strictly limited to only those individuals who require it for a legitimate purpose.



Policies and Procedures We establish and execute a BAA with all of our enterprise customers. We continuously review and update our internal information security policies and our business continuity and disaster recovery plans. We perform risk assessment, security audits, and system-test activities on an ongoing basis. Our employees and contractors receive frequent training and reminders regarding information security and protecting the confidentiality of your information.



Standards and Regulations We are committed to meet or exceed healthcare-industry regulatory guidelines regarding privacy, confidentiality, and information security. We will review and adapt to evolving statutes, regulations, formal private-sector standards, and informal policy guidelines as they apply.
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How WinguMD’s Products Relate to HIPAA WinguMD’s products are intended for clinical use under the direction of board certified physicians. As such, its users perform the following PHI-related activities:      



Input of PHI into the application Display of PHI Local storage of PHI Transmission of PHI over the local network and/or public internet Permanent storage of PHI containing information Transacts with other PHI-carrying hospital IT systems such as Picture Archiving Communications Systems (PACS), Vendor Neutral Archives (VNA), Electronic Medical Records (EMR) using industry defined protocols including Digital Communications in Medicine (DICOM), Health Level 7 (HL7) and Fast Healthcare Interoperability Resources (FHIR) protocols



TECHNICAL INFORMATION Information Access



All access uses a minimum of user/password authentication, support for 2-step authentication as well as LDAP-based authentication can all be instituted.



Administrator Level Access



All products support a hierarchical administrative scheme from the central authority to regional/group authority. For example, the central IT can modify all users, whereas regional IT offices can administer the users belonging to that region. All access by any user, and log-off activities are audited. The following events are logged based on the originating user, affected user (if applicable), time, and location:  Patient record acquisition  Patient record access  Record sharing activities  Record modifications  Record deletion When local data must be stored, they are encrypted and isolated within its sandbox. This prevents access from other processes (e.g., apps) executing on the local system.



Access Auditing PHI Access Auditing



At-Rest Encryption



In-Transit Encryption



All data on servers, including the server’s OS image are encrypted.  In all modes of transmission over public or semi-public channels are encrypted (e.g., HTTPS, SSL, TLS).
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System Security



General   



Our system is built on top of well-known, widely-used available OS and components. There are no custom drivers or other OS modification components. Our system runs on the base OS without modifications, and it will not normally be affected by security updates.



For Customer On-Premise Installation   



We utilize the customer’s own OS or VM image We adhere to the customer’s own OS patch procedures and timings We only require two incoming ports: o HTTPS o RDP for Windows or SSH for Linux servers for maintenance



For Public Cloud Access (Does not apply to Customer On-Premise Users)      



We have established a BAA with the cloud provider. This means their access control is in compliance with HIPAA Our OS image is encrypted All stored data are encrypted We utilize a key management infrastructure Only a single port is open to public access We monitor our systems at 1-minute intervals
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