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1296 Worcester Rd, Apt 2311 Framingham, MA 01702 (617) 774-8612 [email protected] linkedin.com/in/xinfangsimon



Xin Fang Looking for a full-time position focusing on hardware security



SKILLS EDUCATION Northeastern University, Boston, MA — Sep. 2010 - May. 2017 Doctor of Philosophy Majoring in Computer Engineering, GPA: 3.8/4.0



Northeastern University, Boston, MA — Sep. 2010 - May. 2013 Master of Science Majoring in Computer Engineering, GPA: 3.5/4.0



Shandong University, Jinan, China — Sep. 2006 - June. 2010 Bachelor of Science Majoring in Electrical Engineering, GPA: 3.6/4.0



Programming: VHDL/Verilog, C/C++, Matlab, Python, Java, CUDA Tools: Quartus, ISE/Vivado, ChipScope/SignalTap, ModelSim, TimeQuest, Simulink, Visual Studio, Eclipse, GDB Specialty: Side Channel Attack and countermeasures, Cryptography, Secure Function Evaluation, HW-SW Co-Design, SoC, ARM, Hardware Arithmetic, Computer Architecture, AXI/PCIe/UART/JTAG Bus, Signal Processing scheme



INDUSTRY EXPERIENCE The Mathworks, Natick, MA — May. 2016 - Aug. 2016



FPGA Targets and Verification Team Intern



Work on Data Capture Feature for HDL Generator and Verifier Toolbox; Add trigger position, multiple numbers of window features; Code conversion for Verilog and VHDL Language; Build cases of system level and unit test harness for Altera and Xilinx FPGAs in Matlab and Simulink; Lead user experience test for workflow and GUI design



Harvard Medical School, Boston, MA — May. 2012 - Aug. 2012



Mobility Assistance Device Intern



Work on optical flow algorithm prototyping on FPGAs for one special purpose glass for visually impacted people



RESEARCH PROJECT Reconfigurable and GPU Computing Laboratory, Northeastern University Privacy-Preserving Data Mining using FPGA Overlays



— May. 2015 - now



First to accelerate Garbled Circuit (Secure Function Evaluation Scheme) via FPGA Overlays under heterogeneous system environment and show significant speed-up compared with current platforms



— Sep. 2013 - now



Testbed for Side-Channel Analysis and Security Evaluation (TeSCASE)



Hardware prototyping of standard Keccak (SHA-3) and first masked Keccak on Sasebo GII board; Keccak running on Microblaze SoftCore; Side Channel Attack (Power and EM) and Improved Wave Dynamic Differential Logic (WDDL) Countermeasure and Leakage Evaluation on Keccak; Fault injection attack and analysis by applying clock glitch. Variable Precision Floating Point Library Project (VFLOAT)



— May. 2011 – Sep. 2013



Open Source library for variable precision floating point arithmetic operations targeting general FPGAs. Support fully customized precision format while provide equal if not better performance than floating point IP cores of Xilinx and Altera



SELECTED PUBLICATIONS Secure Function Evaluation using an FPGA Overlay Architecture, 25th ACM/SIGDA International Symposium on FPGA, 2017 Open Source Variable Precision Floating Point Library for Major Commercial FPGAs, ACM Transaction TRETS, 2016 Balance Power Leakage to Fight against Side-Channel Analysis at Gate Level in FPGAs, IEEE 26th ASAP Conf. 2015 Leakage Evaluation on Power Balance Countermeasure against Side-Channel Attack on FPGAs, IEEE 19th HPEC, 2015 Side-Channel Analysis of MAC-Keccak Hardware Implementations, HASP 2015 Power Analysis Attack on Hardware Implementation of MAC-Keccak on FPGAs, ReConfig, 2014 Vendor Agnostic, High Performance, Double Precision Floating Point Division for FPGAs, IEEE 17th HPEC, 2013
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