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Introduction



Requirements for IoT Web Scanners



Conclusion & Future Work
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 IoT Devices  Web interfaces  Attack surface
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 Manual Inspection



 Web Application Vulnerability Scanners  IBM Security AppScan, Subgraph Vega, ...  Not designed for IoT devices



Need web application vulnerability scanners for IoT devices International Conference on Software Security and Assurance (ICSSA) Altoona, PA, USA, Jul. 24-25, 2017



 4 Requirements  IoT web scanner should satisfy  Based on the experience from Dr. Lee’s previous projects  Scanning 1,000+ websites using AppScan  Web application vulnerabilities in wireless routers  Found some vulnerabilities in ipTIME, TP-Link, and D-Link routers
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 An IoT web scanner should be able to Use a Browser’s Rendering Engine to parse web interfaces of IoT devices.  Why?  Could NOT render some interfaces properly  Need time-consuming & error-prone manual scans
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 An IoT web scanner should Minimize False Positives by excluding uncommon vulnerabilities in IoT devices.  Why?  Found possible false positives  SQL injections, SSL certificate expiration, private IP address leakage, ...
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 An IoT web scanner should be able to Minimize Device Setting Changes.  Why?  Often changed devices’ settings, even to factory defaults  Usually involved rebooting
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 An IoT web scanner should be able to Trace Injected Code for scanning.  Why?  Found some injected code in other pages  e.g., security log pages
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 Importance of IoT Web Interface Security



 Proposed 4 Requirements for IoT web scanners  Use Web Browsers’ Rendering Engines  Minimize False Positives  Minimize Device Setting Changes  Trace Injected Code  Further refine the requirements  Develop an IoT web scanner based on the requirements International Conference on Software Security and Assurance (ICSSA) Altoona, PA, USA, Jul. 24-25, 2017
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