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ABSTRACT The proliferation of mobile devices has led to their integration into a huge number of assistive environments where they perform a key role. Pervasive environments, built over wireless infrastructures, introduce new possibilities in the healthcare sector realizing the anytime-anywhere access to medical information paradigm. Towards this direction pervasive technology can be deployed in assistive environments, such as home monitoring for elderly or patients. In this paper we describe a policy based architecture that utilizes software agents and wireless sensor technologies to enable remote monitoring of patients and elderly people. We also discuss the technical challenges which directed the decisions with respect to the design of our software prototype architecture. These decisions mainly focus on providing continuous feedback of the patient’s condition, while transferring encrypted versions of the necessary medical information in accordance with the increased security and privacy requirements. The presented prototype implementation utilizes advanced network management technologies and software agent engineering in order to operate effectively, to achieve interoperability through the different modules and in order to comply with the imposed (by the legislative framework) increased security and privacy requirements.
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1. INTRODUCTION Pervasive and ubiquitous computing has gained increasing acceptance lately; this is mainly due to the relative low cost of devices and due to a continuous increase in their functionality; a large number of domains of application may benefit from their applicability. Among other benefits, they can facilitate the provision of high quality e-health services for elderly and patients when their health condition requires so. The aging population and the low ratio of medical personnel with respect to the number of patients, as well as the continuously increasing costs of medical services, demand the utilization of Permission to make digital or hard copies of all or part of this work for personal or classroom use is granted without fee provided that copies are not made or distributed for profit or commercial advantage and that copies bear this notice and the full citation on the first page. To copy otherwise, or republish, to post on servers or to redistribute to lists, requires prior specific permission and/or a fee. PETRA’08, July 15-19, 2008, Athens, Greece. Copyright 2008 ACM 1-59593-108-2/06/0004…$5.00.



wireless technologies in order to provide efficient e-health services; as a target group that would mainly benefit we consider people who should have monitored their vital function parameters but do not need in general hospitalization. Such cases include without being limited to- elderly people with different chronic diseases, such as heart problems, diabetes, Alzheimer etc. Accurate and on time provision of medical information to specialized personnel can provide patients with support - while being at home - by monitoring remotely their vital parameters and producing alerts when needed to medical personnel’s wireless devices. Our approach focuses on providing a test-bed infrastructure that enables the notification of authorized medical personnel, when actions should be taken to assist the patient. The main challenges behind such an approach include security management, utilization of interoperability standards and protocols for medical information encoding, and privacy preservation as a result of the imposed by legislation strict privacy standards. Our hybrid prototype architecture enables both in-home as well as outside the home patient monitoring by utilizing both sensor network technologies for in-house as well as Bluetooth enabled GSM devices for wide area coverage. The presence of a large number of devices and different security roles make network management a demanding task that is subject to complicated procedures task. High level management can be achieved by means of rules encoded as network policies, leading to a self configuration, optimization and automated security management of the underlying infrastructure. Our aim is to guarantee the provision of on site accurate and secure medical information to authorized personnel, enabling thus the provision of high quality e-health services. The challenges that have to be faced are manifold: on one side the criticality of processed medical information and the high privacy issues imposed by legislation; on the other side the technical challenges hindering the development of an infrastructure comprising of different autonomous modules that interoperate. The remainder of the paper is organized as follows: Section 2 presents related work in context. Section 3 outlines the proposed remote medical services provided to patients, while Section 4 presents the modular components of our architecture. Section 5 discusses implementation and performance evaluation details; finally, Section 6 concludes the paper.



2. RELATED WORK



3.2 Location-Based Monitoring



Remote monitoring attracts a lot of concern lately for both the industrial and academic sector; it can also provide to health ministries an alternative low-cost efficient way for the provision of high quality services without demanding hospitalization of patients; such a tendency is obvious from the large number of funded projects in different countries that focus on the e-health sector [3][4][5][6].



Many cellular phones are equipped today with a GPS. This enables the support of location-based monitoring of the patient, which is very helpful for patients suffering from Alzheimer. If such a patient is lost, its family can contact with the hospital and find out his/her exact position. Moreover, a specific cellular phone number can be registered to the hospital’s service and associated with a specific patient in order location information to be automatically sent from this mobile through SMS, whenever requested.



The advanced care and alert portable telemedical monitor (AMON) project [8] focuses on the development of wearable devices that monitor vital function parameters of patients with chronic cardiac and respiratory illnesses. It focuses on the acquisition of several patient indications which are sent to authorized medical personnel. Transmission of medical data is enabled using GPRS technologies. The MobiCare [9] project is a system for both in-house and open areas patient monitoring that allows remote monitoring of patients vital parameters using wearable devices and transmits the data using GPRS technology. In [7] a campus wide Mobile Information Manegement System is described that allows incident reporting and retrieval of medical information in a university campus, using a wireless LAN that spans the campus area. We extend the results of the aforementioned approaches in two ways: on the patient’s side we introduce a hybrid approach that utilizes sensors and DSL access for transmission of data to the hospital, while using GSM and Bluetooth technologies for wide area monitoring. On the hospital’s side, we introduce a policy based architecture that allows autonomous and continuous operation of our platform, providing continuously with the necessary medical information the hospital’s personnel. Codification of medical record’s parameters is achieved using interoperable protocols and appropriate encoding and encryption standards; Specific attention has been paid to the high security and privacy requirements regarding the transmission of sensitive information, in accordance with the imposed EU legislation.



3. PROVIDED SERVICES Our architecture focuses on providing a number of distinct medical treatment services to patients. The following section focuses on the description of the provided services.



3.1 Monitoring Patient’s Condition Monitoring of the patients situation is achieved through sensor devices attached to the patient’s body. Each sensor is responsible for collecting one or more values from vital parameters regarding the patient’s health. The most important of them are temperature, blood pressure, heart-beats and blood-oxygen ratio. Moreover, sensors existing at home should monitor the room’s temperature and humidity values. All these values are recorded by sensors in specific time intervals (e.g. every 1 minute) and transmitted to the hospital. The hospital’s gateway is responsible to receive that information and to store it to log files. Detailed information about the transmission of sensor information to the hospital is described in the next section.



Admittedly, the signal strength of a GPS interface is strongly affected by the existence of buildings, walls and rain, so the devices do not always work. In these conditions, location monitoring could be performed using the features of 3G. On the other hand, in cases where the patient goes in a rural area where medical assistance is difficult to be provided, the hospital’s service should inform the patient through SMS that in this area immediate medical assistance is not available. From another point of view, the patient can request information about the nearest place of medical assistance by pressing a key combination in his/her mobile phone. The hospital’s service is responsible to detect its location and send him/her information (e.g. hospital name or doctor’s office) about medical assistance existed near the device’s location. An issue that should be considered is that a patient may forget the cell phone at home or the phone may be lost or stolen. This is critical especially in patients with Alzheimer. In these cases, failure of the handover operation (see next sections) will generate an alarm to the hospital’s server and the doctor / nurse will proceed to several actions. These cases are not addressed in this paper.



3.3 Remote Surveillance Hospital’s employees should have the ability to monitor the patient at home using a remote camera, when critical alarms about its health are triggered. This requires a broadband connection between the patient and the hospital and several cameras set up at the patient’s home. Two big cameras existed in rooms where the patient usually stays (e.g. living room, bedroom) and three or four smaller cameras existed in other rooms (depending on the patient’s house) are enough to guarantee almost complete coverage. Remote surveillance is achievable today in relatively low cost, considering that a typical broadband internet connection can provide data rates of about 1Mb/s, while a typical black/white 320x240 video transmission requires about 640Kb/s with MPEG4 encoding. Detailed information about the connection setup is described in the next section. Note that remote surveillance actions require that privacy and confidentiality issues to be addressed, which is out of the scope of this paper.



3.4 Alarm-Triggered Actions When one of the monitored values goes above or below a threshold, the hospital’s service is responsible of triggering an alarm. When an alarm is triggered, the associated doctor or nurse should be informed and proceed to the appropriate action. Actions that can be taken when an alarm is triggered are: i) to call the patient on his/her mobile, ii) monitor the patient through a



remote camera, iii) send help at home, iv) adjust the temperature or the humidity of the home environment or adjust specific devices attached to the patient’s body.



Figure 1: Sequence of events following an alarm triggering Apart from the above actions that should be taken by an authorized doctor, the system is responsible to inform the patient about his/her condition through SMS. Figure 1 depicts the sequence of actions that can be taken when an alarm is generated.



3.5 Help on Demand The patient should have the ability to request for help either by pressing specific keys of his/her landline phone or by pressing a key combination of his/her mobile phone. In this case, a message is automatically generated and sent to the hospital’s server. The server is responsible for generating an alarm that will be forwarded to the appropriate doctor. The doctor will then proceed to the appropriate action. Several different levels of request may exist: e.g. by pressing key ’#’ of the landline phone means that he/she wants to contact with a nurse on the hospital in order to ask something. By pressing key ‘*’ of its landline phone means that he/she wants immediate help because he/she is not feeling very well. Calls from the patient’s mobile phone are directly routed to the hospital’s server, where a SS7 / GSM to IP sub agent exists that guarantees fast routing and fast response. The agent is responsible of receiving the call, identifying the number and generating an IP-based alarm to the corresponding nurse/doctor. Another practical approach is to have the alarm first route though a central call center. This way appropriate assistance could be selected and dispatched, even if the personal doctor was unavailable to review his/her condition at the moment of the alarm. In both cases, some agreements with the telephone service provider should be performed in order the phone to call the hospital’s server when a key combination is pressed.



3.6 Direct Communication Apart from the above, direct telephone communication with the corresponding doctor / nurse can be also provided. The patient can call the hospital directly or by pressing a key combination of his / her landline / mobile phone. The call is routed in a call center and forwarded to the responsible doctor / nurse.



4. THE PROPOSED ARCHITECTURE This section describes the proposed architecture that supports the provision of the aforementioned services. We can consider the total architecture as a composition of two distinguished modules: A module that handles the interaction between the patient’s equipment and the hospital’s database, and a module that is responsible to manage the interaction between the hospital’s database and the doctors’ devices.



4.1 Patient to Hospital Interaction The fundamental entities that are necessary for the provision of the aforementioned services are a number of sensors attached to the human body, collecting values related to the patient’s health condition. Lately, a number of sensors have been developed as wearable devices [8]; among their basic characteristics are their minimal energy consumption and an attached wireless interface. Several available wireless technologies exist for transmitting signals through sensor devices. Some of them are Infrared communication, GRM, Wi-Fi, WiMAX, UltraWideband, etc. Considering the above constraints and given the fact that the expected messages that will be transmitted by sensors will not require too much bandwidth, the technology that best fits our needs is Bluetooth. Using Bluetooth, we can transmit messages in a coverage range of 10-15m, with a maximum data rate of 100Kb/s. The energy consumption of Bluetooth devices is very small and the transmission power does not affect the human body (e.g. most of cellular phones are equipped with a Bluetooth interface, while the most popular handsets today use Bluetooth). Moreover, Bluetooth uses the IP protocol, by which we can transmit messages from sensors to the hospital without changing their format.



4.1.1 Indoor communication As discussed above, energy consumption and power transmission issue direct us in using a low transmission power technology when receiving information from sensors. Though an arising problem is that the 10m coverage of Bluetooth is not enough to send and receive information within the house limits. For example, if the patient is inside a room then the messages can be transmitted to a Bluetooth device and then forwarded to the hospital’s server through a broadband connection (e.g. ADSL, 3G, WLAN or WiMAX). But when the patient moves to another room, the Bluetooth connection will probably drop. Hence, a more efficient and self-energy capable device is needed, that will always be attached to the patient. This device will be responsible to receive the information from the sensors and to transmit them to a broadband gateway. The gateway will then forward the messages to the hospital’s server through a broadband connection. We define this device as an actor [1]. The actor will have two interfaces: one that allows it to receive the sensor’s signals using Bluetooth, and one that allows it to forward the signals to the broadband gateway through a wireless connection. The wireless technology that best fits the needs of the second interface is WiFi, which guarantees coverage of up to 200m for indoor communications and small energy consumption and transmission power, compared to other wireless technologies. On the other hand, a WLAN access point is needed, to receive the signals from the actor and forward them to the hospital’s server. This requires a broadband connection between the patient and the hospital. The patient’s broadband internet connection can be used for this purpose, like T1, T3, cable or xDSL. A VPN can be set up between the patient’s home and the hospital, in order the connection to be more secure and more reliable. Finally, an application server is necessary on the hospital’s side that receives the transmitted messages from the patient’s home. We define this application server as Service Gateway, the purpose of which is:



•



To receive the messages from the patient’s home gateway.



•



To store the messages to the hospital’s database.



•



To control the handover (discussed later).



•



To proceed to automatic actions.



•



To send SMS to the patient’s mobile phone whenever an alarm is triggered.



4.1.2 Outdoor communication The architecture described above limits the transmission of information in the patient’s home. When the patient moves outside his/her home, a mobile connection is necessary in order to transmit the information. The wireless technology that best fits our needs is 3G. This stems from the fact that 3G provides full coverage and there are many available 3G devices. The most important is that the patient does not need an extra gateway device to receive the signal from sensors and forward them to the Service Gateway, as his/her 3G cellular phone can be used for this purpose. As a fact, many cellular phones are equipped today with a 3G and a Bluetooth interface and with the Symbian OS that provides the ability to setup java applications. Hence, provided that the patient always carries the cellular phone when going out of home, his/her cellular phone can act as the indoor actor mentioned above, collecting the information from sensors through it’s Bluetooth interface and forwarding them to the Service Gateway through it’s 3G interface. Again, a broadband 3G connection is required (e.g. 3G internet connection through a mobile ISP) and a VPN setup from the hospital to the patient’s mobile phone. More specifically, the VPN setup will be an extension of the already existing VPN between the Service Gateway and the Access Point. In other words, the IP network in which the Service Gateway, the Access Point and the cellular phone belong is the same.



order not to receive the messages from the indoor gateway but from the mobile phone. When the mobile phone receives an acknowledgment from the Service Gateway, it starts collecting information from sensors and forwards them to the Service Gateway. On the other hand, when the patient returns at home, another handover should be initiated in order information to be forwarded from the indoor broadband connection and not from the 3G connection. When the actor receives a strong signal from the access point, it sends a message to the mobile phone for handover initiation in order the latter to drop the connection with the sensors. The actor in turn, associates the sensor devices and sends a message to the Service Gateway in order to stop receiving the messages from the mobile phone. As long as it receives the acknowledgment, it starts collecting information from the sensors and sends them to the Service Gateway.



Figure 3: Message exchange for indoor-outdoor handover Figure 3 depicts the sequence of messages exchanged for the indoor-outdoor handover, while Figure 4 depicts the messages exchanged for the outdoor-indoor handover.



Figure 2 depicts the transmission of information between the patient and the hospital.



Figure 4: Message exchange for outdoor-indoor handover



4.1.4 Actor message format Figure 2: A generic overview of the proposed architecture



4.1.3 Handover description In order seamless communication to be supported in indoor and outdoor environments, a certain type of handover is required when the patient moves outside his/her home and vice versa. The purpose of this handover is to deliver messages from sensors to the patient’s mobile phone (or opposite), instead of the actor. When the patient leaves home, the WLAN communication between the actor and the access point will be lost. Then the actor should stop receiving messages from sensors, drop the connection with the sensor devices and send a message to the mobile phone, for a handover initiation. The mobile phone in turn associates the sensor devices, and sends a message to the Service Gateway in



A message received from the Service Gateway should contain information about the patient and the time/date concerning the monitored value. Considering the fact that most sensor devices send only information related to the monitored value, the entity responsible for sending the additional information is the actor. When the actor gets a message it stores it temporarily to a small buffer. When all the messages with the monitored values from the sensors have been received, it constructs an aggregated message and sends it to the Service Gateway. In order to assure interoperability and compliance with the national standards, we adopt the HL7 protocol for constructing and transmitting the aggregated message. The HL7 standard is suitable and widely accepted for coding and transmitting medical related information. The aggregated message is then transmitted through TCP/IP on TCP port 2575. An example of an aggregated message along with the exported HL7 format is depicted in Table 1.



Table 1: A typical aggregated message



PATIENT ID



173369



DATE



13-11-2007



TIME



21:23:23



PRESSURE



08.35-12.43



PULSE



77.6



TEMPERATURE



36.9



4.1.5 Information Confidentiality Information related to patients is confidential, so secure transmission should be guaranteed. Concerning the Bluetooth communication, as the Bluetooth coverage range is short (~10m) and strongly affected by the presence of walls, we can assume that the indoor communication inside home is secure, as the signal outside home is such low that eavesdropping cannot occur. Concerning the WLAN communication, an encryption can be implemented in the packets transmitted with one of the encryption methods available for Wi-Fi (WEP, WPA, WPA2). Finally, concerning the broadband communication between the gateway and the Service Gateway, a VPN setup is assumed, so the communication is secure it self, since the VPN tunnel is encrypted through IPSec.



4.1.6 Service Prioritization Another fact that needs further consideration is the priority of services provided to the patient. Alarm actions should have the highest priority; monitoring services should follow next, while the remote surveillance service should have the lowest. Moreover, we should consider the fact that all the traffic, despite the VPN setup, still passes through the public internet. In other words, the bandwidth is shared among other applications (e.g. browsing, FTP, email) that the patient potentially uses in his/her home network. Obviously, all these applications should have lower priority than the medical services provided to the patient. Concerning the VPN connection from the patient’s home to the hospital, service prioritization can be achieved with the use of DiffServ, which is a protocol that provides several classes of packet prioritization. Concerning the WLAN communication, the IEEE 802.11e protocol can be used that provides four classes of traffic prioritization. Using DiffServ and IEEE 802.11e, we can map four service group into three traffic prioritization classes; one for the alarm actions and help on demand (high), one for the monitoring actions (medium), one for the remote surveillance (low) and one for all the other applications that run on the patient’s home, not related to medical services (best effort). The technical details of traffic mapping are outside the scope of the present paper.



4.1.7 Alternative design Based on the architecture described above, different variants can be implemented using different technologies and devices. Each one of them has its advantages and disadvantages that are described in the rest of this subsection. First of all, we used Bluetooth enabled sensors in order to transmit data to the actor. This increases the electromagnetic fields created around the patient. As an alternative solution, we can use a single device that receives information from sensors through cables.



This device then transmits the information through Bluetooth to the actor. The disadvantage of this approach is the need of many cables surrounding the patient’s body. On the other hand, there is no need to use a separate actor, since the patient’s mobile phone can serve this purpose. The only limitation is that the mobile phone must always be near the patient. If the patient moves in another room and forgets to carry the phone with him/her, Bluetooth communication will be lost. The other problem that has to be considered is related to the costs. Messages transmitted through a broadband ADSL connection are costless, compared to messages transmitted over a 3G connection. An alternative approach that allows us to avoid the existence of the actor is to send the information coming from sensors directly to a Bluetooth-WLAN bridge. This is achievable if the patient stays only in one room. But if the patient moves around the house, many Bluetooth-WLAN bridges must exist, in order to cover the whole house. This requires advanced configuration for Bluetooth handover, and of course, increases cost as we need devices with Bluetooth and WLAN interfaces (e.g. PDAs or mobile phones) in almost each room in the house. Finally, why use ADSL since there is already a broadband 3G connection? The answer is again the increased cost of the 3G network. An additional reason is that the service of remote surveillance is not stable in a 3G network due to its limited bandwidth that is strongly affected by the signal strength and the always-on ability of the mobile phone (e.g. what happens if the phone runs out of battery?).



4.2 Hospital to Doctor Interaction In this section we present the architecture at the hospital’s side, that allows secure information processing and notification of medical personnel when necessary. The recorded values from a patient’s vital functions are encoded in a medical database that keeps all the medical history and personal details of the patient. The doctor while being in any of the hospital’s clinics, may be notified - through a WLAN that spans the hospital’s area - about the condition of a patient that needs specific attention; the doctor then may query the database using a PDA for more details related to the specific patient; thus he/she can identify shortly the medical background of the patient that needs treatment. An agent based module is responsible to retrieve the patient’s medical record and to perform all the necessary tasks related to access control enforcement. The application on the doctor’s device utilizes two agents; one responsible to retrieve the medical record of the patient and one that acts as authorization delegate on behalf of the doctor, using the doctor’s private key. More specifically a scenario that shows how the doctor retrieves the medical record of a patient works as follows: The doctor using a PIN code initiates the application on his/her PDA. Accordingly the Authorization Agent (Auth-Agent) that is responsible to perform all necessary authentication and access control tasks retrieves the doctor’s private key from the smart card inserted in the PDA in order to initiate the authentication process with the system. All communications between the wireless devices and the system are encrypted in order to satisfy the privacy and security requirements imposed by EU legislation.



The encryption scheme adopted is based on a combination of private key and shared key encryption; Private-key encryption has been used at the initiation of the communication between the system and the doctor’s device. Thus, the two parties exchange a shared key that will be used to encrypt all further messages. This choice was made, in order to minimize the consumption of PDA resources. In addition, the use of PKI would cause big delays in order to encrypt/decrypt the messages. Though, it is definitely necessary to ensure that the shared key is transmitted using a safe channel, which explains the use of private-key encryption to exchange the shared key. Adequate encryption is supported by most of modern devices which handle effectively at least 128-bit encryption. The shared key is sent from the medical database server to the doctors PDA encrypted using the doctor’s public key. Next, the shared key is being decrypted using the doctor’s private key. Then the Search Agent (S-Agent) queries the database to identify medical information related to the patient. Accordingly the access control module is invoked which evaluates the doctor’s credentials provided by the Auth-Agent; in case of a positive evaluation, it allows the Auth-Agent to transfer the patient’s medical information at the doctor’s PDA.



4.2.1 Agent Based Architecture In this section we describe the technical implementation aspects of the agent based module. Software agents technology has been utilized in order to facilitate interoperation between the different software modules. The Agents communicate using the FIPA-ACL Agent Communication Language [10]. ACL (Agent Communication Language), as its name suggests, focuses on the structure and communication related attributes of a message, such as sender/recipient address, message type (e.g. assertion, request, query etc.), ontological commitments, supported content languages and interaction protocols [11]. ACL messages in their payload carry the necessary information.



with the doctor’s private key. In case of a positive identification, the authorization module issues a SAML [15] assertion that will be used by the Auth-Agent for all further interaction between the system and the doctor’s PDA. Each doctor’s device can identify whether it resides within the clinic boundaries, by receiving a signal sent from a beacon deployed at each clinic, and comparing this signed message with a number of signed messages stored within the doctor’s PDA (in the smart card) (Fig. 5). Thus, we ensure that unauthorized transmission or reception from the device when it resides outside pre-settled space boundaries cannot happen. Moreover, all communications are encrypted end to end from the medical database to the doctor’s device using SSL. Whenever a new request is sent to the medical database from the doctor’s device, the policy module is invoked, which examines the request, the requester’s role and the privileges which have been recorded in the policy.



4.2.3 Security Modules In this paragraph we will deal with the operation principles of the security module. The security module, which enables automated policy management, consists of the following sub-modules: •



The authorization module, which identifies the user’s id using X.509 certificates, and issues next SAML assertions that can be used further to assist the doctor’s interaction with the system, providing thus single sign-on functionality to the system.



•



The Policy Enforcement Point (PEP), which enforces the decision, after examining the XACML reply messages sent by the PDP.



•



The Policy Decision Point (PDP), which loads the policy and reasons over the request, expressed by means of an XACML message sent to the PDP by the PEP.



The Query Agent, in its message carries the request for the medical record of a specific patient; the Security Agent directs a XACML [12] request that queries the security module for the specific medical record. This message will be directed to the Policy Enforcement Point for further evaluation. The message transfer at the lower level is enabled using TCP/IP and secure protocols such as the SSL to enable encryption for privacy reasons.



4.2.2 Access Control Enforcement Modules The medical records database stores the vital parameters values as they are sent from the remote location of the patient, recorded by the body sensors and transmitted by the home wireless architecture. When some of the recorded values require notification of a doctor, an alert is produced and forwarded to the doctor’s PDA through the clinic’s wireless network. The doctor accordingly may query the medical database in order to acquire the medical record of the patient in concern. In order to authorize the request, the policy enforcement module needs to identify the doctor’s identity, as well as to evaluate the permissions which have been granted to the doctor. First the authorization module requests a validation of the doctor’s id, using a challengeresponse procedure encrypting with the doctor’s public key the (Shared) session key that has to be decrypted at the doctor’s PDA



Figure 5: Generic overview of the Access Control enforcement architecture Each access request is directed from the doctor’s PDA and directed to the PEP. Accordingly the PEP construct an XACML request and directs it to the PDP which evaluates the request against the available policies to verify if the user should be assigned access rights. The PEP and PDP modules communicate using Java RMI model. Both the request from the PDP and the PEP’s reply are being encapsulated in an appropriate XACML message. In case of a positive evaluation of the doctor’s request from the PDP, the PEP allows the S-Agent to be granted access to the medical record. Accordingly, the medical record is encrypted



and forwarded to the doctor’s PDA. Interoperation between the software agents occurs as a completely background and transparent to the user process.



5. IMPLEMENTATION DETAILS In order to validate the proposed architecture, a simple prototype was implemented and tested through a demonstration scenario. The rest of this section discusses implementation details related to each entity of the proposed architecture, and performance evaluation results arisen from execution of the demonstration scenario.



5.1 Implementation As a sensor device we used the MULLE [2] network node, which has an integrated temperature sensor, a Bluetooth interface attached and a programmable mini OS. As an actor device, the Zypad WL 1000 wrist watch was chosen, which is equipped with Bleetooth and IEEE 802.11g interfaces and a Linux operating system installed. Two applications were especially developed for this device, both in Java. The first is responsible for receiving the data from the sensors, transforming them to HL7 messages and forwarding them to the WLAN Access Point. The second is responsible for monitoring the WLAN strength and initiating a handover when necessary.



implemented at the current demonstration scenario due to time and cost constraints. For the software agents development we have used the JADE [13] software agent management software. The JADE platform consists of a number of sub-modules, imposed by the FIPA agent management reference model [14]: The AMS (Agent Management System) and DF (Directory Facilitator) agents (Fig. 6), along with Message Transport Service (MTS) [14], the default communication method between agents on different platforms, are the basic logical components of the FIPA agent management reference model. AMS is a mandatory component that provides agent registration, life cycle control and white page services in an agent platform. DF is an optional component that provides yellow page services to the agents of a platform [11]. In order to capture and visualize the communication messages between the different interoperating software agents while performing the necessary tasks described in the previous sections, we have used the agent sniffer, a special tool which is part of the JADE agent development platform.



As a home gateway, a LINKSYS WAG200G router was selected, which is equipped with IEEE 802.11 and ADSL interfaces, supports DiffServ / IEEE 802.11e (for service prioritization) and WPA2 / IPSec (for secure communication). The Nokia E65 model was selected as the patient’s mobile phone which is equipped with 3G and Bluetooth interfaces; it’s operation is based on the Symbian OS, a fully configurable operating system allowing installing customized applications. Two applications were developed especially for this device. The first is responsible for receiving the data from sensors, transforming them to HL7 messages and forwarding them to the Service gateway through the 3G network. The second is responsible for monitoring the WLAN strength and initiating a handover when necessary. On the hospital’s side, a typical Linux desktop PC equipped with 3G and WLAN PCI cards, and a LinkSys BEFSX41 ADSL router constitute the Service Gateway. Three applications were developed in Java especially for the Service Gateway. The first is responsible for receiving messages from the patient’s equipment and storing them to the Hospital’s database (implemented on the same PC using the MySQL database server). The second is responsible for handover issues. The third is responsible for monitoring the system for alarms, and forwarding HL7 messages to the doctor’s / nurse’s PDA.



Figure 6: Agent based platform architecture and interoperation with the system’s modules In figure 7 we see the interaction and the messages exchanged between the S-Agent, the Auth-Agent and other platform dependent agents. On the right part of the picture the messages exchanged can be visualized by means of a UML sequence diagram.



The HP IPAQ 111 model was used as a PDA, which has an integrated WLAN interface supporting WPA, and is based on the Windows Mobile 6 OS, allowing easy installation of our agent applications. Concerning the network connections, a 2Mb/s ADSL broadband connection was set up between the patient’s home gateway and the Service Gateway, and a 1Mb/s 3G connection was setup between the patient’s mobile phone and the Service Gateway, Both connections are typical internet connections provided by a local ISP. VPN can be setup in both connections, but this was not



Figure 7: Capturing the software agent communication messages



5.2 Performance Evaluation Running a test scenario in the implementation prototype described above, we concluded to the following results. First, a single message monitoring the temperature takes on average 8 seconds from the time of its birth, to the time that is recorded to the database. Same delay intervals were observed when the message contains up to 4 values. An alarm generated from the Service Gateway takes about 2 seconds to be transmitted to the nurse’s / doctor’s PDA. The delay between the ‘birth’ of a monitored value above threshold, to the time the alarm message triggered by this value comes to the doctor’s PDA is on average 12 seconds. These delays observed in the message transmission, are very small compared to the time needed for the doctor to see the message and proceed to the appropriate action (this can take more than 2-3 minutes, according to the person). Finally, despite the fact that the remote surveillance service was not implemented and tested, we expect that the above delays if this service is enabled will not increase more than 2-3 seconds.



6. Conclusions We have presented a pervasive architecture, which allows the provision of remote medical treatment of patients. In respect to other similar approaches specific attention was given towards enabling remote monitoring for both in and outside the house of the patient. The whole framework is based on alarms generated by sensors existing on the patient’s body and the patient’s home. When alarms are generated, appropriate automatic actions are performed and the corresponding nurse-doctor is notified by alarm on its PDA to proceed to proper actions. We have presented an architecture that consists of different interoperating modules which could be in general classified in two categories: i) the first consists of the modules that handle patient monitoring tasks using sensors and various wireless interfaces to efficiently transmit messages to the hospital; ii) the second category consists of the modules that handle encoding of messages to the database, and notify the doctor at his/her PDA using a software agent based application and a policy based management approach. The prototype architecture incorporates pervasive technologies such as Bluetooth, Wi-Fi, 3G. For information encoding we have used interoperable standards such as HL7. We have described our implementation choices that handle with the advanced security and privacy requirements. The presence of large number of users and mobile devices in this pervasive scenario has directed our security implementation choices towards a policy based approach resulting in an efficient and in an automated manner flexible management. The presence of agents has facilitated further a transparent interaction between user’s and the system modules. A test-bed was also implemented and an initial performance evaluation was performed, providing encouraging results. We plan to continue the experimentation and the integration of further functionality to our prototype as well as to proceed in an extended experimentation with a larger number of devices present and with a large number of participating users in order to explore



thoroughly performance issues. All users gave their explicit consent for their participation in this project.
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