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A Robust and Secure RFID-Based Pedigree System (Short Paper) Chiu C. Tan and Qun Li Department of Computer Science College of William and Mary



Abstract. There has been considerable interest recently on developing a system to track items like pharmaceutical drugs or food products. Such a system can help prevent counterfeits, aid product recall, and improve general logistics. In this paper, we present such system based on radio frequency identity (RFID) technology. Our solution provides the means of storing the entire movement of the item from original manufacturer to ﬁnal consumer on the RFID tag itself, and also makes it more diﬃcult to introduce large numbers of counterfeits. The solution also allows the end user to easily verify the authenticity of the item.
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Introduction



A tracking system, or electronic pedigree system, is an architecture for creating digital documentation for movement of goods. With this documentation, the entire route from beginning to end can be recreated. For instance, consider the case of some cargo shipped from a supplier to a customer. The electronic pedigree tracks the journey from the supplier’s warehouse until it reaches the customer. It includes information like which intermittent stops were made and possibly more detailed information like which trucks were used. This form of documentation is useful for routine inventory control and tracking, as well as rare time-sensitive operations like product recalls. An electronic pedigree that tracks goods on an individual packaging basis can be used to defend against the counterfeits. Instead of relying on random checks at large warehouses, a per item electronic pedigree allows the end user who just purchased a product to verify the authenticity using electronic pedigree, thus improving the detection of counterfeits. Recent developments in radio frequency identity (RFID) technology have made it possible to implement an electronic pedigree on a per item basis. RFID technology is made up of small powerless tags and their corresponding readers. These tags can be attached to diﬀerent products like shipping crates or bottles of medication, and can contain information like the unique identity number of the product, origin, transit locations, storage instructions. RFID readers obtain the stored information by querying the tag from a distance without line of sight. One possible method of integrating RFID technology is described in [12] as “track and trace”. It uses a central database to keep track of the unique ID number embedded in each tag. When products with attached RFID tags are received, P. Ning, S. Qing, and N. Li (Eds.): ICICS 2006, LNCS 4307, pp. 21–29, 2006. c Springer-Verlag Berlin Heidelberg 2006 
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an RFID reader reads in the ID from each tag. The ID can be veriﬁed against the central database containing information like the location of particular ID. An ID that shows up in the wrong location, or does not exist in the database could indicate potential problems. However, the paper also pointed out that this method is not robust enough against inevitable human errors, or instances where access to the database is limited. Furthermore, the use of RFID tags introduces new security problems. Since an RFID tag can be read from a distance without line of sight, an adversary can steal large numbers of RFID data and then place the real data onto counterfeit RFID tags. This way, both the real and fake RFID tags contain legitimate information. Trials on RFID-enhanced passports reported RFID readers being able to access RFID data from 30 feet away [13]. For an RFID based pedigree system to function, it has to be robust enough to function without constant access to a central database. It also has to defend against counterfeits which can be introduced anywhere inside the supply chain. In this paper, we present an RFID-based electronic pedigree system that does not depend on constant access to a database to function. Our system adds pedigree data onto the RFID tag itself in a secure manner. Since the RFID tag is always attached to the object, receiving the object means receiving the tag as well. With more information stored on the tag, pedigree information can be accessed more conveniently. Our solution also provides the end user, or consumer, with a means of easily verifying the authenticity of a tag while preserving his privacy.. The rest of the paper is as follows. The next section discusses some related work on RFID. Section 3 formalizes our problem and section 4 present our basic pedigree scheme. Section 5 improves on the basic scheme and section 6 concludes.
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Related Work



There has been relatively little research that explicitely addresses using RFID for tracking purposes. Gonzalez et. al [3] addresses the problem of managing large quantities of RFID data generated when RFID tags are widely used for tracking. The work focuses on techniques for aggregating and indexing RFID data and query processing. Staake et. al [12] discusses how RFID used in tracking inventory can also be used for anti-counterfeiting purposes.. It described the track and trace method whereby each object is tagged with its own RFID tag embedded with some unique data. A main database is used to keep track of the tag data. As each object moves through the supply chain, information like object location can be matched against the tag unique data and database. This makes introducing counterfeits more diﬃcult. However, this method requires all entities to update the database promptly, making it less robust to inevitable errors. Texas Instruments (TI) [8] presented the authenticated RFID model which combines public key and RFID, and is targeted at pharmaceutical products. Under this model, the unique id of each RFID is ﬁrst hashed, and then digitally signed with private key. This signature is stored onto the RFID tag itself together
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with the tag unique id before leaving the drug manufacturer. Later, authorized RFID readers like the pharmacist receiving the RFID tag authenticate the tag by reading in the digital signature and unique id. The pharmacist decrypts the signature with the public key, and compares the value against the hashed result of the unique id. If they match, then the tag is considered genuine. This model also allows additional information like timestamps to be signed and placed onto the RFID tag for additional security. However, as Juels [6] pointed out, this model has a vulnerability. An adversary will be unable to forge the signature, but is perfectly able to copy it. This means that an adversary could simply copy the genuine RFID tag data, and then place them onto the counterfeit drugs. Our solution also uses public key cryptography, but speciﬁcally addresses the problem of copying. The copying of data from real RFID tags is know as skimming the tag, and placing real tag data onto fake RFID tags is known as cloning the tag. Juels [5] discusses the risks of RFID tag cloning, and provided solutions for a reader to authenticate a tag. The basic solution assumes that each RFID tag has a secret that is not reveled when queried. An authenticated reader will know this secret, and challenges the tag with it. The RFID tag is designed to return a 1 bit if the challenge secret matches its own secret, otherwise returns 0. So the RFID reader issues a series of challenges, some using the the tag secret, others not. A real tag will be able to return the correct answer each time. A counterfeit tag which was cloned from the real tag will not know this secret. However, this particular solution may require several interactions between reader and tag before the reader is satisﬁed that the tag is genuine, make it less eﬃcient. Another cloning resistant scheme by Dimitriou [2] uses a diﬀerent approach. His approach uses a secure external server for authentication. The RFID tag returns a reply that can only be decrypted by the external server. The server releases the tag data to the reader only after authenticating him. This means that an adversary will not be able to obtain the RFID tag data without going through the secure server, thus preventing skimming. However, this scheme like track and trace, requires persistent access to a database. There are other security protocols that can prevent cloning, and we refer interested readers to the excellent website maintained by Avoine [1], and recent survey papers [6,11]. In general, they all rely on only having authenticated RFID readers having access to RFID tag data. However, this concept can create potential privacy problems when applied to the electronic pedigree system. The problem lies in authenticating the RFID readers. Consider the example of a drug company shipping drugs to the clinic. After a patient purchases the medication, he would like to read the RFID tag data to make sure it is genuine. If only authenticated readers can read the RFID tag, then the patient will have to authenticate himself to the drug company, thus violating his privacy. Allowing any RFID reader to reader the tag protects the patient’s privacy, but also allow malicious agents to clone the RFID tags. To prevent large scale RFID tag data to be stolen without use authorized RFID readers, we borrow a similar idea from [7] that uses both a optical and radio channel. Their paper focuses on banknotes
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embedded with an RFID tag. The RFID data is changed periodically so that it does not always return the same value, thus serving as a pseudo identiﬁer for the banknote. The serial number is the optical channel that controls the changing of RFID data so that the data cannot be changed by malicious agents remotely.
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Problem Formulation and Assumptions



We can abstract the problem of moving products from manufacturer to consumer as D0 → (D1 · · · Dn ) → C where D0 is the original manufacturer, and C is the ﬁnal consumer. D0 is assumed to be always trusted, and C is assumed to always verify his purchase. D1 · · · Dn are the diﬀerent intermediaries that the product goes through before reaching the consumer. These intermediaries are entities that come into contact with the product, for example resellers, warehouse operators or delivery trucks. Each individual product has a unique RFID tag, T , with identity, id. Subscripts are used to distinguish one tag from another. Since every product has an RFID tag, referring to a particular tag, Ti , refers to both the RFID tag and the product. We consider an adversary denoted as α that can attack anywhere between (D1 · · · Dn ). The goal of α is to create large numbers of counterfeit RFID tags that are indistinguishable from real RFID tags. We assume that diﬀerent intermediaries like Di and Dj can verify each other’s identity and create a secure channel to exchange information. We also assume that consumers will have easy access to RFID readers and barcode readers. This is a realistic assumption since these readers are beginning to be integrated with cell phones [9],[10]. The RFID tags used in this paper are assumed to have a memory divided into multiple cells. This division of RFID memory into diﬀerent cells was also adopted in [7] in which the RFID attached to a banknote has two memory cells. Finally the memory cells in the basic pedigree scheme are write once only, while the cells in the improved scheme can be written multiple times. Both types of RFID tags are currently available [4].
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Basic Pedigree Scheme



In the basic scheme, the tags attached to each product have multiple memory cells, in which each cell can only be written once. We assume that the tag has n memory cells, and there are less than n intermediaries. Furthermore, each product also contains a 2D barcode which stores more data than a conventional 1D barcode. This 2D barcode is place in such a manner that is diﬃcult to read without damaging the packaging. In a packet of medication, for example, the RFID tag can be attached to the outside packaging while the barcode is placed inside the packaging. The only way to read the 2D barcode is to open the packaging.
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Consider the case when D0 is manufacturing a product with a particular tag Ti . D0 ﬁrst generates an idi and stores the pairing of idi and Ti . It then creates a 2D barcode embedded with idi and attaches the barcode to the product. Finally, D0 stores the hashed result of idi , h(idi ) into the ﬁrst cell of Ti . Figure 1 illustrates Ti and barcode after preprocessing. When D0 prepares to hand Ti Barcode Memory Cell 1 Memory Cell 2 · · · Memory Cell n idi h(idi ) ··· Fig. 1. Ti after preprocessing



oﬀ to D1 , both parties ﬁrst authenticate each other. Then, D1 sends a random number nD1 to D0 . D0 signs the concatenation of this random number and D1 ’s identity using his private key, (nD1 ||D1 )D0 , and stores the result into the next empty memory cell of Ti . When D1 receives Ti , he reads in the last written memory cell in Ti and applies D0 public key to the result. If D1 gets back nD1 , he is convinced that Ti comes from D0 . This entire transaction can occur in real time just as D0 hands oﬀ Ti to D1 . Figure 2 illustrates Ti when D1 receives it. Figure 2 illustrates Ti when D1 receives it. The same authentication process is Barcode Memory Cell 1 Memory Cell 2 · · · Memory Cell n idi h(idi ) (nD1 , D1 )D0 · · · Fig. 2. Ti after D0 passes oﬀ to D1



performed by the remaining intermediaries when they receive Ti . Thus when D1 hands Ti oﬀ to D2 , D1 will add (nD2 ||D2 )D1 to Ti , and so on. D2 can also verify that D1 is supposed to possess Ti by checking the earlier memory cells in Ti . D2 ﬁrst asks D1 who it receive Ti from. Then, D2 can use D0 ’s public key to open the package (nD1 ||D1 )D0 found in the earlier memory cell and check if the D1 identity is indeed stored the earlier memory cell. More generally, an intermediary Di can backtrack back to D0 by reading the data oﬀ the RFID tag and asking earlier intermediaries and thus recreating the entire movement of a particular product from the data stored in the RFID tag. This approach is feasible when the intermediaries are related and their public keys easily available., for example when Ti is passed from one FedEx truck to another, or when intermediaries are compelled to cooperate by the relevant authorities. When the consumer receives Ti , he opens the package to reveal the 2D barcode. He then checks if the hashed result of the 2D barcode is equivalent to the data stored in the ﬁrst memory cell of Ti . If they match, he then checks h(idi ) against a public website managed by D0 . Since D0 stores the pairing of idi and Ti during preprocessing, D0 will be able to identify a valid h(idi ). If either test fails, the consumer rejects the package and contacts the relevant authorities.
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Evaluating the Basic Scheme



A robust pedigree system needs to store and recover information from the RFID tag without using a persistent central server. From the scheme above, we see that storing data onto the RFID tag does not require a central server. Here, we show how to obtain information from the RFID tag data. A secure pedigree system has to prevent large number of counterfeit RFID tags from being accepted by intermediaries. A key function of a pedigree record is to retrieve information about a particular product like which warehouse it was stored in or which truck transported it. The diﬀerence of a pedigree system using RFID is that it allows the creation of a pedigree record on a per item basis. Thus, an eﬀective pedigree system will be able to easily retrieve this information. Every intermediary Di , that comes into contact with Ti stores the identity of the next intermediary Dj it passes Ti to by storing (nDj ||Dj )Di . Thus, when there is a need to identify all the products that came into contact with Dj due to a contamination or product recall, the relevant authorities can release the identities and the public keys of the intermediaries around like Di , Dj , Dk . Concerned consumers can scan the RFID tag of their own products and apply the diﬀerent public keys to verify if they have a product that passed through Dj . Intermediaries can also verify their inventories since RFID tags can be read quickly without line of sight. Note that the electronic pedigree based on RFID tags does not supplant existing inventory management, but complements it. Thus we can assume that relevant authorities can identify the potential intermediaries and disseminate their public key information. The entire route taken by a particular product can also be recreated by backtracking back to D0 . For an adversary α to create a large number of counterfeits to ﬂood the system, α will also need to convince the intermediaries that it is a legitimate recipient of the product. Consider the case where Dj is supposed to pass Ti to Dk . α can scan Ti from Dj , attach it to its counterfeits, and try to pass it oﬀ to Dk . Assuming that Dj got Ti from Di , the contents of Ti scanned by α will be    {h(idi )(nD1 , D1 )D0 · · · (nDj , Dj )Di } After α passes of Ti to Dk , Ti will become     {h(idi )(nD1 , D1 )D0 · · · (nDj , Dj )Di (nDk , Dk )α } When Dk asks α to verify that it is a legitimate recipient of Ti , α will have to provide the identity of the intermediary he received the product from. However, the previous memory cell contains (nDj , Dj )Di , and not (nα , α)Di which Dk is expecting. Thus, α will not be able to convince Dk is a legitimate recipient of Ti . Since Dk can continue to ask each previous intermediary up till the original D0 which is always trusted, multiple adversaries colluding can still be identiﬁed. However, the above scheme does not protect against a legitimate intermediary who is also an α. Consider the case where Dk receives a legitimate tag Ti from Dj . Dk is also malicious, so he reads the data from the Ti , and place the data onto another RFID tag attached to a counterfeit product. Let us term this counterfeit
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product’s RFID tag as Tˆi . Now, the backtracking approached used above does not work, since Ti and TˆI both contain the same data. To detect this form of counterfeit, we rely of the consumer verifying the RFID tag. When the consumer wishes to verify his purchase, he will ﬁrst read the idi stored in the 2D barcode and compare the hashed result of the 2D barcode against the ﬁrst memory cell of Ti which is h(idi ). Since a one-way hash is used, α will not be able to derive idi from h(idi ). Thus, the counterfeit product will not have a 2D barcode whose hashed value matches the value on the RFID tag. An alternative is for α to create ˆi , and create a fake tag Tˆi that has h(id ˆi ). However, when a fake idi termed id the consumer checks the hashed value against the public website maintained ˆi ) is invalid. Finally, α can obtain a legitimate 2D by D0 , he will discover h(id barcode by physically opening one product, and then replicate the same Ti and 2D barcode on multiple counterfeits. While this form of attack is able to fool a consumer, the scope of such an attack is rather limited. Since barcode contains a unique identiﬁer, all the counterfeit RFID tags by α will have the same h(idi ) stored in the ﬁrst memory cell, making it easy for intermediaries to detect.
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Improved Pedigree Scheme



One drawback of the basic scheme is it is unsuitable when there are too many intermediaries. The number of memory cells needed will be too expensive to attach to individual products. The improved scheme limits the number of memory cells needed by compressing the data. The improved scheme retains the use of the 2D barcode, but uses a re-writable RFID tag. This means that the data on a particular cell on the RFID tag can be overwritten. The improved scheme requires three memory cells on the RFID tag. The ﬁrst cell is used to store the hashed result of the barcode. The remaining two cells are used to store signatures from the diﬀerent intermediaries. The improved scheme retains the same preprocessing step as the basic scheme. For sake of brevity, we denote h(idi ) as r1 and (nD1 , D1 )D0 as d1 . Both r1 and d1 are stored in the ﬁrst memory cell of Ti . This cell cannot be over written. Figure 3 shows Ti when D1 receives it. When D1 hands oﬀ Ti over to D2 , it will generate d2 = (nD2 , D2 )D1



Barcode Memory Cell 1 Memory Cell 2 Memory Cell 3 idi d1 = (nD1 , D1 )D0 r1 = h(idi ) Fig. 3. Ti when passed to D1



and r2 = h(r1 ||d1 ) and store it into the next empty memory cell. The || denotes concatenation. D2 handing oﬀ to D3 will have d3 = (nD3 , D3 )D3 and r3 = h(r2 ||d2 ). Figure 4 shows Ti when D3 receives the it from D2 . When D3 prepares to pass Ti to D4 , there are no more empty cells left in Ti . D3 then replaces the contents of memory cell 2 with information regarding d4 = (nD4 , D4 )D3 and



28



C.C. Tan and Q. Li Barcode Memory Cell 1 Memory Cell 2 Memory Cell 3 idi d1 = (nD1 , D1 )D0 d2 = (nD2 , D2 )D1 d3 = (nD3 , D3 )D2 r1 = h(idi ) r2 = h(r1 ||d1 ) r3 = h(r2 ||d2 ) Fig. 4. D3 getting Ti from D2



r4 = h(r3 ||d3 ). Figure 5 illustrates Ti when D4 receives it. D4 can verify that d4 is correct by applying D3 ’s public key and checking the random number nD4 . D4 uses r3 and d3 , both found in memory cell 3, to verify that D3 computed the correct r4 value. Using r4 , we can derive the structure shown in Figure 6, where the information captured in the basic scheme can be derived. As in the basic scheme, Ti can be backtracked to D0 by having the intermediary ask each previous intermediary whom they received Ti from. This information is then checked against the data found in the tag. The consumer can verify the product using the 2D barcode and ri found in memory cell 1 as in the basic scheme. However, unlike the basic scheme, this solution does not permit the consumer or an intermediary from checking whether Ti had passed through any particular intermediary simply by releasing the identity and public keys. This information can only be found via backtracking.



Barcode Memory Cell 1 Memory Cell 2 Memory Cell 3 idi d1 = (nD1 , D1 )D0 d4 = (nD4 , D4 )D3 d3 = (nD3 , D3 )D2 r1 = h(idi ) r4 = h(r3 ||d3 ) r3 = h(r2 ||d2 ) Fig. 5. D4 getting Ti from D3



r4 = h(r3 ||d3 ) r3 = h(r2 ||d2 ) r2 = h(r1 ||d1 ) r1 = h(idi )



d3 = (nD3 , D3 )D2



d2 = (nD2 , D2 )D1



d1 = (nD1 , D1 )D0 Fig. 6. Building pedigree from r3
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Conclusion



In this paper, we examine how RFID tags can be used to establish an electronic pedigree. We present two schemes that allow pedigree information to be stored
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directly onto the RFID tag itself. The end user can verity the authenticity of his purchase. Finally, both schemes make large scale counterfeits diﬃcult to accomplish. Acknowledgment. The authors would like to thank all the reviewers for their helpful comments. This project was partially supported by US National Science Foundation award CCF-0514985.
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