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Chapter 1



An Overview of Pervasive Computing Systems Juan Ye, Simon Dobson, and Paddy Nixon



Abstract Pervasive computing aims to create services that respond directly to their user and environment, with greatly reduced explicit human guidance. The possibility of integrating IT services directly into users’ lives and activities is very attractive, opening-up new application areas. But how has the field developed? What have been the most influential ideas and projects? What research questions remain open? What are the barriers to real-world deployment? In this chapter we briefly survey the development of pervasive computing and outline the significant challenges still being addressed. Keywords Pervasive computing, Ubiquitous computing, Location, Adaptation, Behaviour, Context, Situation
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Introduction of Pervasive Computing



This history of computing is peppered with paradigm shifts on how the relationship between humans and computers is perceived. After mainframe computing, minicomputing and personal computing, a fourth wave is now taking place – pervasive (or ubiquitous) computing, proposed by Mark Weiser in his seminal 1991 paper. Weiser describes a vision of pervasive computing that still inspires more than 15 years later: The most profound technologies are those that disappear. They weave themselves into the fabric of everyday life until they are indistinguishable from it. [1]



The essence of Weiser’s vision was the creation of environments saturated with computing capability and wireless communications, whose services were gracefully integrated with human user action [2]. Computing thus becomes pervasive; available always and everywhere.
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We could distinguish (as some authors do) between ubiquitous computing that is provided by a continuous networked infrastructure of accessible devices, and pervasive computing that focuses on providing seamless and cognitively integrated services to users – however, this distinction is becoming increasingly unnecessary in the era of WiFi and Bluetooth networks and we shall focus almost exclusively on service provision. In pervasive systems, people rely on the electronic creation, storage, and transmission of personal, financial, and other confidential information. This in turn demands the highest security for these transactions, and requires access to time-sensitive data – all regardless of the physical location. Devices like personal digital assistants (PDAs), “smart” mobile phones, ultra-mobile laptops and office PCs, and even home entertainment systems are expected to work together in one seamlessly-integrated system. In addition, a pervasive computing environment assumes a number of invisible sensing/computational entities that collect information about the users and the environment. With the help of these entities, devices can deliver customised services to users in a contextual manner when they are interacting and exchanging information with the environment [3]. Simply put, pervasive computing is a post-desktop model of human-computer interaction where computation is embedded in everyday objects that gather information from users and their surrounding environments and accordingly provides customised services [4, 5]. Pervasive computing aims to empower people to accomplish an increasing number of personal and professional transactions using new classes of intelligent and portable appliances, devices, or artifacts with embedded microprocessors that allow them to employ intelligent networks and gain direct, simple, and secure access to both the relevant information and services. It gives people access to information stored on powerful networks, allowing them to easily take action anywhere and at any time. In principle, to be effective pervasive computing must simplify life by combining open standards-based applications with everyday activities. It must remove the complexity of new technologies, enable us to be more efficient in our work and leave us more leisure time; delivered thus, pervasive computing will become part of everyday life. Achieving this in practice will prove to be a challenge.
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Representative Examples of Pervasive Computing Applications



Pervasive computing is maturing from its origins as an academic research topic to a commercial reality. It has many potential applications, from the intelligent office and the smart home to healthcare, gaming and leisure systems and public transportation. Three specific application domains are outlined here: healthcare, public transportation, and the smart home. Pervasive healthcare is an emerging research discipline, focusing on the development and application of pervasive/ubiquitous computing technology for healthcare
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and life wellness [6, 7]. Pervasive computing technologies introduce new diagnostic and monitoring methods that directly contribute to improvements in therapy and medical treatment [8]. These examples involve sensors and monitoring devices, such as blood pressure cuffs and glucose meters, which can collect and disseminate information to healthcare providers. They can support better understanding of facets of a patient’s daily lives and then appropriately modify therapies to the individual. One of the scenarios would be a hospital where a patient is constantly monitored, and the findings are linked to a diagnostic process. Thus, it could be possible to advise the hospital canteen to prepare special food for this particular patient and to adapt the patient’s specific medication according to his current health condition. Pervasive computing technologies can also improve the procedure of medical treatment (an example is given in Fig. 1.1). In emergency care, they can accelerate access to medical records at the emergency site or seek urgent help from multiple experts virtually. In the surgical field, they can collect and process an ever-increasing range of telemetric data from instruments used in an operating room and augment human ability to detect patterns that could require immediate action [9]. Pervasive computing technologies are also entering our everyday life as embedded systems in transportation [11, 12]. A number of applications have emerged. In tourist guides, a pervasive computing system can provide personalised services (like locating a specific type of restaurant or planning a daytrip) for visitors based on their location and preferences. In traffic control, a system can be immediately informed of incidences of congestion or the occurrence of accidents and notify all approaching drivers. In route planning, a system can suggest the most convenient routes for users based on the current traffic conditions and the transportation modes being used. At a public transportation hub, a system can provide high value-added services to improve customer convenience [13] (Fig. 1.2).



Fig. 1.1 An example scenario of pervasive computing technologies in Healthcare [10]
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Fig. 1.2 A “smart station vision” scenario of providing on-demand information services for customers from departure place to destination [13]



The introduction of pervasive computing into transportation is facilitated by a range of technologies, particularly networks and positioning systems. Pervasive computing technologies are also becoming essential components in the home environment. A house can be set up to act as an intelligent agent; perceiving the state of the home environment through installed sensors and acting through device controllers. The goal is to maximise the comfort and security of its inhabitants and minimise operation cost. For example, applications in a smart home can improve energy efficiency by automatically adjusting heating, cooling or lighting levels according to the condition of the inhabitants (for example, location or body temperature). They can also provide reminders of shopping orders according to the usage of groceries and schedule the entertainment system (for example, playing music or movie, or switching on a TV) according to the inhabitant’s hobbies and habits. In these cases, pervasive computing technologies are applied to identify, automate and predict the activity patterns of inhabitants from synthetic and real collected data [14, 15].
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The History and Issues of Pervasive Computing



Pervasive computing represents a major evolutionary step in a line of work dating back to the mid-1970s. Two distinct earlier steps are distributed systems and mobile



1 An Overview of Pervasive Computing Systems



7



computing [16]. Fig. 1.3 shows how research problems in pervasive computing relate to those in distributed systems and mobile computing. The advent of networking enabled independent personal computers to evolve into distributed systems. The mechanisms for linking remote resources provided a means of integrating distributed information into a single structure and distributing computing capabilities. The network has pioneered the creation of a ubiquitous information and communication infrastructure, and thus it is a potential starting-point for pervasive computing [17]. A similar evolution is driving distributed systems to become pervasive by introducing seamless access to remote information resources and communication with fault tolerance, high availability, and security. Mobile computing emerged from the integration of cellular technology and the network. Short-range wireless and wide-area wireless (or wired communication) then boosted the development of mobile computing. Both the size and price of mobile devices (for example, laptop or mobile phones) are falling everyday and could eventually support pervasive computing with inch-scale computing devices readily available to users for use in any human environment. In mobile computing, the research problems overlapping with pervasive computing include mobile networking, mobile information access, adaptive applications, energy-aware systems and location sensitivity. While it is possible to get caught up in the “pervasive-ness” part of this new technology, it is also important to realise how much such systems rely on existing information bases and infrastructures. In transportation, for example, services such as Google Maps provide much of the raw information needed to create the valueadded, location-based service. Pervasive systems are therefore only part of a larger information infrastructure. It is necessary to appreciate both how small a part of the overall system may need to be pervasive, but equally how large is the impact of providing seamless integration of services in everyday life [16]. This brings us to several research issues. The first issue is the effective use of smart spaces. A smart space is a work or living space with embedded computers, information appliances, and multi-modal sensors that allow people to work and live efficiently (together or individually) with an unprecedented access to information and support from local computers [18]. Examples of suitable sites for smart spaces include a business meeting room, a medical consultation meeting room, a training and education facility, a house, a classroom, and a crisis management command center. A smart space should adapt to the changes in an environment, recognising different users, and providing personalised services for them. The second research issue is invisibility, which was described by Weiser as follows: “there is more information available at our fingertips during a walk in the woods than in any computer system, yet people find a walk among trees relaxing and computers frustrating. Machines that fit the human environment instead of forcing humans to enter theirs will make using a computer as refreshing as taking a walk in the woods”. Streitz and Nixon summarised two forms of invisibility [2]. Physical invisibility refers to the miniaturisation of computing devices and their embedding within and throughout the individual and the environment; for example in clothes, glasses, pens, cups, or even the human body itself. Cognitive invisibility refers
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Fig. 1.3 Taxonomy of computer systems research problems in pervasive computing [16]
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to the ability to use the system’s services in a manner that is free from distraction. A pervasive computing environment should interact with users at almost a subconscious level if it is to continuously meet the expectations of users; it should rarely present them with surprises. (This is also approximated by the minimal user distraction as described by Satyanarayanan [16].) The third research issue is localised scalability. Scalability is a critical problem in pervasive computing, since the intensity of interactions between devices will increase in these environments where more and more users are involved. The density of these interactions must be decreased by reducing distant interactions that are of little relevance to current applications. The fourth research issue is masking heterogeneity. The rate of penetration of pervasive computing technology into the infrastructure will vary considerably. To make pervasive computing technology invisible requires reductions in the amount of variation in different technologies, infrastructures, and environments.
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Significant Projects



Pervasive computing projects have been advanced both in academia and industry. Some of the most influential projects include Aura in Carnegie Mellon University [19], Oxygen at MIT [20], Gaia in UIUC [21], Sentient Computing at AT&T Laboratories in Cambridge [22], the Disappearing Computer initiative from the EU Fifth Framework Programme [23], the TRIL Center [6], GUIDE at Lancaster University [24], Cooltown in Hewlett-Packard [25], and EasyLiving in Microsoft [26]. Some of these projects will be described here to provide a sense of the breadth of research taking place in this topic. The Aura project in CMU aimed to design, implement, deploy, and evaluate a large-scaled computing system that demonstrates the concept of a “personal information aura”, which spans wearable, handheld, desktop and infrastructural computers [19]. In Aura, each mobile user was provided with an invisible halo of computing and information services that persisted regardless of the location. The goal was to maximise available user resources and to minimise distraction and drains on user attention. To meet the goal, many individual research issues evolved within the Aura project, from the work on hardware and network layers through the operating system and middleware to the user interface and applications. The Oxygen project depicted computation as human-centered and freely available everywhere, like the oxygen in the air we breathe [20]. Oxygen enabled pervasive, human-centered computing through a combination of specific user and system technologies. The project focused on the following technologies: device, network, software, perceptual, and user technologies. The Disappearing Computer initiative sought to design information artefacts based on new software and hardware architectures that were integrated into everyday objects, to coordinate these information artefacts to act together and to investigate new approaches that ensure user experience is consistent and engaging in an environment
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filled with such information artefacts [23]. This initiative included GLOSS [27], e-Gadgets [28], Smart-its [29], and other projects. A typical example was the GLOSS project (GLObal Smart Spaces), which aimed to provide information technology that respected social norms – allowing established ways of interaction to be generated or saved as required [27]. The project provided a theoretical framework and a technological infrastructure to support emerging functionality paradigms for user interactions. The goal was to make computing cognitively and physically disappear. The TRIL Center is a coordinated group of research projects addressing the physical, cognitive and social consequences of aging, recognising the increase in the aging population globally. The center’s objective is to assist older people around the world to live longer from wherever they call home, while minimising their dependence on others and improving routine interactions with healthcare systems. It entails multi-disciplinary research on pervasive technologies to support older people living independently [6]. The Cooltown project in HP aimed to provide an infrastructure for nomadic computing; that is, nomadic users are provided with particular services that are integrated within the entities in the everyday physical world through which users go about their everyday lives [25]. This project focused on extending web technology, wireless networks and portable devices to bridge the virtual link between mobile users, physical entities, and electronic services. The Microsoft EasyLiving project developed prototype architecture and technologies for building intelligent environments [26]. This project supported research addressing middleware, geometric world modeling, perception, and service description. The key features included computer vision of person-tracking and visual user interaction, the combination of multiple sensor modalities, the use of a geometric model of the world to provide context, the automatic or semi-automatic calibration of sensors and model building. Fine-grained events, adaptation of user interfaces, as well as deviceindependent communication and data protocols and extensibility were also addressed.
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Open Research Issues



Pervasive computing offers a framework for new and exciting research across the spectrum of computer science. New research themes cover basic technology and infrastructure issues, interactions where computers are invisible and pressing issues of privacy and security [3, 30].



5.1



Hardware Components



Hardware devices are expected to be cheaper, smaller, lighter, and have longer battery life without compromising their computing and communications capabilities. Their cost and size should make it possible to augment everyday objects with built-in computing devices (for example the prototype in Fig. 1.4). These everyday
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Fig. 1.4 The Mediacup is an ordinary coffee cup with sensors, processing and communication embedded in the base [31].



objects can then potentially gather information (including light, temperature, audio, humidity, and location) from its environment, then transmit it, and take actions based upon it. These devices should generally be low-power in order to free them from the constraints of existing or dedicated wired power supplies. Specialised circuit designs may permit operation over a much wider range of voltages or enable power savings using other optimisation techniques. Chalmers suggested that it may be possible to use solar cells, fuel cells, heat converters, or motion converters to harvest energy [30]. Other resource constraints can also be overcome. Satyanarayanan described Cyber-foraging as a potentially effective way to dynamically augment the computing resources of a wireless mobile computer by exploiting local wired hardware infrastructure [16].



5.2



Software Engineering



In pervasive computing systems, the number of users and devices will greatly increase, as will the degrees of interaction between them. A tremendous number of applications are distributed and installed separately for each device class, processor family, and operating system. As the number of devices grows, these applications will become unmanageable. Pervasive computing must find ways to mask heterogeneity since, in the implementation of pervasive computing environments, it is hard
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to achieve uniformity and compatibility. The challenges encompass a new level of component interoperability and extensibility and new dependability guarantees, including adaptation to changing environments, tolerance of routine failures, and security despite a shrunken basis of trust [32]. From a systematic perspective, infrastructures deployed in a pervasive computing system should be long-lived and robust. These infrastructures include sensors and devices, hardware for input and output interaction, software for manipulating and controlling interaction devices, and communication structures from a small to large scale. These infrastructures will be able to perform in situ upgrades and updates and the interactions within this infrastructure should be fluent. This can be enabled by developing an appropriate programming primitive. This new programming model will deal with sensor communication, the semantics of the system (for example, knowledge, data, and software for applications), the corresponding implementations, and so forth [3].



5.3



Context-awareness



Perception or context-awareness is an intrinsic characteristic of intelligent environments. Context can be any information about a user, including environmental parameters such as location, physiological states (like body temperature and heart rate), an emotional state, personal history, daily activity patterns, or even intentions and desires. All of this context is acquired from various kinds of sensors, which are distributed in a pervasive computing environment. Compared to traditional data in a database, context has much richer and more flexible structures and, thus, it is much more dynamic and error-prone. This requires a new data management model to represent context in a sharable and reusable manner and to resolve uncertainty by merging multiple conflicting sensor data streams. It is also required to deal with a huge amount of real-time data and contain a storage mechanism for fresh and out-dated context. The research in modeling context has developed from the simplest key-value pattern [33] to object-oriented models [34], logical models [35], graphical models [36], and ontology models [37]. After analysing the typical context models in pervasive computing, Strang [38] and Ye [39] regarded ontologies as the most promising technique to model and reason about context. In terms of software, the error-prone nature of context and contextual reasoning alter the ways in which we must think about decision and action. Any decision may be made incorrectly due to errors in input data, and we cannot blame poor performance on poor input data quality: we must instead construct models that accommodate uncertainty and error across the software system, and allow low-impact recovery.



5.4



Interaction



By interaction, we mean the way that a user interacts with an environment, with other people and with computers. As pervasive computing environments become
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increasingly part of our everyday lives, people will start interacting with these environments more intensively. The way that people interact with each other is enriched with a hybrid mix of communication technologies and interaction devices, including multi-media and multi-modal technologies [30]. Interactive elements in an environment will range from small-scale embedded or wearable devices that focus on the individual to large-scaled installations that focus on the general public. Each interactive element may bring about significant overhead and complexity in the users’ interaction, particularly if it has a different mode of interaction from other devices or it is a poor fits with users’ everyday activities. It has long been the objective of interface design to remove physical interfaces as a barrier between the user and the work s/he wishes to accomplish via the computer. Input devices like the keyboard, mouse and display monitor have been commercial standards for nearly fifteen years [40]. This type of physical interface is anything but transparent to the user and it violates the vision of pervasive-ness without intrusion. As the vision becomes fulfilled and computational services are spread throughout an environment, advances are needed to provide alternative interaction techniques. Put another way, the essential quality of pervasive interfaces is that they be scrutable, in that they support the construction of predictive and explanatory mental models by users [41]. Proactivity and transparency should be balanced during the interaction. A user’s need for, and tolerance of proactivity is likely to be closely related to his/her level of expertise during a task and to his/her familiarity with the environment. To strike the balance between proactivity and transparency, a system should be able to infer these factors by observing user behaviour and context. We have to explore a range of new technologies that support interaction with, and through, diverse new devices and sensing technologies. These include gesture-based approaches that exploit movement relative to surfaces and artifacts, haptic approaches that exploit the physical manipulation of artifacts, as well as speech-based interfaces. We should also treat pervasive computing as part of the language and culture and open up powerful associations with other disciplines that handle activity, space and structure [30].



5.5



Security, Privacy and Trust



With the growth of the internet, security has become an important research topic, including the issues of authority, reliability, confidentiality, trustworthiness, and so on. More specifically, the security issue involves the cryptographic techniques used to secure the communication channels and required data, the assessment of the risk of bad things happening in an environment or specific situation, and the development of safeguards and countermeasures to militate against these risks [5]. Security is a much more severe issue in pervasive computing, since pervasive computing is hosted in a much larger network that involves a huge number of different types of computing devices. These devices can be “invisible” or anonymous (that is, with unknown origin). They can also join or leave any network in an ad hoc manner. These factors intensely complicate security in pervasive systems.
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Privacy is the claim of individuals, groups, or institutions to determine for themselves when, how and to what extent information is communicated to others [42]. Privacy is about determining how to control and manage users’ privacy, which is an existing problem in distributed and mobile computing. To provide personalised behaviour for users, a pervasive computing system needs to perceive all kinds of user context, including tracking user movement, monitoring user activities and exploring user profiles (like habits or interests) from browsed web pages. This massive amount of user information is collected in an invisible way and can potentially be inappropriately presented or misused. In this context, privacy control is not only about setting rules and enforcing them, but also about managing and controlling privacy adaptively according to changes in the degree of disclosure of personal information or user mobility [5]. In a pervasive computing environment, mobile entities benefit from the ability to interact and collaborate in an ad-hoc manner with other entities and services within the environment. The ad-hoc interaction means entities will face unforeseen circumstances ranging from unexpected interactions to disconnected operations, often with incomplete information about other entities and the environment [5]. The mechanism of trust is required to control the amount of information or resources that can be revealed in an interaction. Risk analyses evaluate the expected benefit that would motivate users to participate in these interactions. Trust management is needed to reason about the trustworthiness of potential users and to make autonomous decisions on who can be trusted and to what degree.
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Changing Perspective Through Augmented Materials



From the perspective of this book, of course, embedding hardware components into everyday artifacts, evolved from the approaches related to those shown in Fig. 1.4, is an exciting prospect This will have a significant impact on the design of hardware, since it must integrate into materials that would not usually be considered as substrates for integrated devices; furthermore, they must withstand treatment (such as going through a dishwasher cycle!) not normally inflicted on computing devices. From a software perspective, combining pervasive computing with truly embedded devices emphasizes many of the issues raised in this chapter. In particular, such systems have limited interface bandwidth, possibly coupled with a rich variety of sensors. They must therefore rely substantially both on local inference and on connections to the wider world to access non-local information. At a system’s level, perhaps the greatest challenge is in the deployment, selfmanagement, self-organisation, self-optimisation and self-healing of networks of embedded systems: the self-* properties identified within autonomic systems. Such properties apply to computing capabilities [43], but perhaps more significantly they also apply to communications capabilities [44] of systems that must manage themselves with minimal human direction in very dynamic environments. Such self-reliance exacerbates the need for end-to-end management of uncertainty and
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so magnifies the need for different programming approaches. Dobson and Nixon have argued [45] for models that embrace explicit modeling of context and the environment, which may then be used to derive communications behaviour and evolve it in a principled way over time. Other approaches, based on inherently self-stabilising algorithms, similarly promise to exploit, rather than conflict with, dynamic interactions and changing goals, although the realization of all these techniques remain elusive.
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Conclusions



Pervasive computing systems offer the potential to deploy computing power into new areas of live not necessarily addressed by traditional approaches. It is important to note that many of these areas simultaneously address issues of wellness, social inclusion, disability support and other facets of major significance to society. The challenges remain daunting, however, at hardware-, software- and systemslevel. Pervasive systems must offer seamlessly-integrated services in a dynamic environment, with little explicit direction, as well as uncertain sensing and reasoning and must do so over protracted periods without management intervention. Existing research has generated existence proofs that applications can be constructed in the face of these challenges, but it remains to be demonstrated as to whether more complex systems can be deployed. To address these problems, we need to broaden our discourse in certain areas and revisit long-standing design assumptions in others. Interfaces must be considered widely, and firmly from the perspective of user modelling and model formation. Traditional programming language structures and design methods do no obviously provide the correct abstractions within which to develop pervasive applications. Correct behaviour must be maintained even in the presence of known-to-be-faulty input data, where it may be more appropriate to refuse to act rather than act incorrectly – or it may not - depending entirely on the application. We are confident that the existing research strands will be broadened and deepened as these challenges are answered. Acknowledgements This work is partially supported by Science Foundation Ireland under the projects, “Towards a semantics of pervasive computing” [Grant No. 05/RFP/CMS0062], “Secure and predictable pervasive computing” [Grant No. 04/RPI/1544], and “LERO: the Irish Software Engineering Research Centre” [Grant No. 03/CE2/I303-1].
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digital assistants (PDAs), â€œsmartâ€� mobile phones, ultra-mobile laptops and office. PCs, and even home .... for pervasive computing [17]. A similar evolution is ... could eventually support pervasive computing with inch-scale computing devices. 
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