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Centro de Minerı´a, Pontiﬁcia Universidad Cato´lica de Chile, Santiago, Chile; and University of Toronto, Ontario, Canada The introduction of International Standard IEC 61508 and its industry-speciﬁc derivatives sets demanding requirements for the deﬁnition and implementation of life-cycle strategies for safety systems. Compliance with the Standard is important for human safety and environmental perspectives as well as for potential adverse economic effects (eg, damage to critical downstream equipment or a clause for an insurance or warranty contract). This situation encourages the use of reliability models to attain the recommended safety integrity levels using credible assumptions. During the operation phase of the safety system life cycle, a key decision is the deﬁnition of an inspection programme, namely its frequency and the maintenance activities to be performed. These may vary from minimal checks to complete renewals. This work presents a model (which we called rb model) to ﬁnd optimal inspection intervals for a safety system, considering that it degrades in time, even when it is inspected at regular intervals. Such situation occurs because most inspections are partial, that is, not all potential failure modes are observable through inspections. Possible reasons for this are the nature and the extent of the inspection, or potential risks generated by the inspection itself. The optimization criterion considered here is the mean overall availability Ao, but also taking into account the requirements for the safety availability As. We consider several conditions that ensure coherent modelling for these systems: sub-systems decomposition, k-out-of-n architectures, diagnostics coverage (observable/total amount of failure modes), dependent and independent failures, and non-negligible inspection times. The model requires an estimation for the coverage and dependent-failure ratios for each component, global failure rates, and inspection times. We illustrate its use through case studies and compare results with those obtained by applying previously published methodologies. Journal of the Operational Research Society (2011) 62, 2051–2062. doi:10.1057/jors.2010.173 Published online 29 December 2010 Keywords: safety system; availability; IEC 61508; redundancy; coverage ratio; partial inspection



1. Introduction Safety systems exist to take some action in the event of an emergency event. Reliable operation of this type of system is of great importance for the integrity of plants and the safety of personnel and the environment. During the operation phase of the plant life cycle, this imposes a requirement on maintainers, who have to inspect and repair these systems, to consider the balance between risk and economics. Any policy should take into account that safety systems are usually in dormant mode and are expected to operate when an emergency event occurs. It is necessary to perform regular inspections to reveal potential failure modes. The key questions are: (i) when to inspect, and (ii) what should be the extent of the actions taken at each inspection.  Correspondence: R Pascual, Centro de Minerı´a, Pontiﬁcia Universidad Cato´lica de Chile, Vicun˜a Mackenna 4860, Santiago, Chile. E-mail: [email protected]



Safety systems are subject to random shocks and deterioration and eventually fail. The failure is not selfannounced (eg, it is a hidden failure), and can be found by inspections or when the system fails to respond to a demand. Costs are also relevant when setting inspection frequencies. There might exist downtime costs associated with inspections and repairs and a penalty cost or downtime associated with the safety system staying in a failed state without being detected. As such, the inspection timing can also be optimized to balance the effects of these two penalty costs. Mathematical modelling of the situation includes in general three key components: inspection scheme, objective function and decision variables. Inspection schemes may be periodic and non-periodic. For the objective function, three options are considered usually: maximizing (overall) availability, achieving a given (safety) availability level and minimizing expected costs. Decision variables are dependent on the inspection scheme. There are many decision variables for the non-periodic inspection scheme. If a
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periodic scheme is selected the decision variables correspond to the inspection interval and the extent of it. The above three key components form many combinations and hence there appear to be many possible models. After selecting an appropriate mathematical model, one needs to estimate the values of the input parameters. When the reliability characteristics of the safety system are unknown, the engineer has to depend on subjectively educated judgement and/or existing databases. On the basis of these, the initial inspection frequency can be determined and the programme can get started. With the programme in progress, more and more information is gained about the status of the inspected items. Such information can be used to update the failure model and the inspection frequency can be re-evaluated. In this work, we consider a situation where a safety system is periodically or non-periodically inspected partially and after some time it is taken out of service to receive a full inspection. In the context of this paper a partial inspection is one where only a few tests are performed in the system (eg, a partial stroke test for a safety valve) and, in case of need, a repair work is performed. A full inspection implies a complete testing of the system and major repairs in case of need. We also make a distinction between safety and overall availabilities of the safety system. Safety availability considers only the unknown downtime in between inspections, that is, the period elapsing from the occurrence of a failure until it is detected by an inspection or by a demand of the safety function during a critical situation. The overall availability considers both known (due to inspections and repairs) and unknown downtime. We also focus on safety systems where the sum of inspections and repair times do affect the overall availability in a non-negligible manner. We propose a model, easy to use and implement, yet capturing the imperfect nature of inspections due to partial coverage ratio during inspections. The paper is organized as follows: after this introduction a discussion is made on the framework provided by IEC 61508 (IEC 61508; Lundteigen et al, 2009) and related standards to provide practical methodologies for the assessment of safety systems. Then, we present a brief overview of the literature related to systems whose condition is known through inspections, as is the case for safety systems. After that, we propose a method whose innovations are the consideration of partial coverage during partial inspections and the integration with existing models to consider complex system architectures and common cause modes. Case studies from the literature are presented and compared and conclusions are provided.



1.1. IEC 61508 as a framework for mathematical modelling Until recently, only equipment-speciﬁc standards or company procedures to specify safety system maintenance



programmes existed. Given their limited goals, these Standards imposed conditions for certain speciﬁc devices but not for the peripheral equipment, so there existed a lack of system level safety criteria and life-cycle analysis. The introduction of International Standard IEC 61508 Functional safety of electrical/electronic/programmable electronic safety related systems has served as framework for other industry and equipment-speciﬁc standards (see Table 1). IEC 61508 centred standards provide a framework on which to handle all activities in the life cycle of safety systems. They propose quantitative risk metrics that allow objective decision making, for example maintenance policy setting. They also provide design rules for system developers and designers, as well as for system certiﬁer entities (Lundteigen et al, 2009). There exists increasing evidence of the wide application of IEC 61508 and related standards in several kind of industries (eg, public transport industry and the manufacturing industry) (Lytollis, 2002; Hokstad and Corneliussen, 2004). According to Goble (2003), 70% of the petrochemical industry in USA was already using IEC 61511 or its equivalent ANSI 84.01 by 2003. Compliance with safety standards is important because of human, environmental and economic reasons: (i) compliance with national or international regulations, (ii) compliance with insurance or warranty contracts between stakeholders and possible litigations that generally happen after an accident, (iii) the delivery of a project from the original equipment manufacturer or third party to the client in turnkey contracts, and (iv) protection of critical (expensive) equipment. Regarding safety assessment, a central concept in IEC 61508 is the safety integrity deﬁned as the probability of a safety-related system satisfactorily performing the required safety functions under all the stated conditions within a speciﬁed period of time. Safety integrity is classiﬁed in four levels for safety systems with low demand, that is, when the expected demand rate is less than one per year or not greater than twice the inspection frequency (see Table 2). Given the criticality of safety systems in terms of human safety, the natural objective is to achieve safety availability,



Table 1 Some examples of safety standards Code



Industry



Equipment



Datea



IEC 61508 IEC 61511 IEC 61513 ANSI 84.01 IEC 62061 EN 50126 EN 50128 API 670



Generic Process Nuclear Process Machinery Railway Railway Process



Generic Generic Generic Generic Generic Generic Software Rotating



2004 2003 2001 2004 2005 1999 2001 2000



a



Last version as of June 2006.
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Table 2 Safety integrity levels (SIL) according to IEC 61508 for low demand modes Level 1 2 3 4



Probability of failure on demand (PFD) {102, {103, {104, {105,



101} 102} 103} 104}



which may be estimated at instant or interval level. According to ISO 14224: 1. Instantaneous availability: corresponds to the probability of an item to be in a state to perform a required function under given conditions at a given instant of time, assuming that the required external resources are provided. 2. Mean availability over a given period of time: it is the average of the pointwise availability over the time period. 3. Mean availability: the limit of the mean availability for a given mission when the time period goes to inﬁnity. When a renewal process occurs, deﬁnitions (2) and (3) are equal when the period of time in (2) corresponds to the renewal interval. A mean value is easier to handle (compared to using (1)) and is often preferred in the context of ﬁxing inspection intervals. Unavailability of the safety system may be classiﬁed into known and unknown. The known unavailability corresponds to inspections and repairs. In this case the system is not available or available but with reduced redundancy, when it exists. IEC 61508 does not provide explicit formulas to consider this kind of unavailability as it is considered less critical than the unknown safety unavailability. As production may be interrupted or inﬂuenced by inspections and repairs, the mathematical model needs to include this situation. It is worth mentioning that availability of safety systems may or may not be inﬂuenced by inspection times and repair times. An example of the second case appears when there exist self-diagnosis capabilities in the system. Inspection times are often negligible with respect to the interval between inspections. On the other hand, there exist good examples in which inspection may take weeks (eg, safety subsea valves in offshore applications). Regarding use of the availability as criterion to set inspection intervals, it appears that the Probability of Failure on Demand (PFD) (according to IEC 61508) considers at the same time the expected unavailability due to unknown dangerous failures as well as the known unavailability due to repairs and inspections. Hauge et al (2006) separate both terms as it seems natural to use alternative safety measures while the safety system is being
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inspected or repaired (provided that there exists such possibility) or the whole process is shut down using opportunistic strategies. In the context of this work, safety availability, As, corresponds to 1PFD and overall availability, Ao, also includes the known downtime due to inspections and repairs. An important modelling issue is the decision whether to consider the safety system as a single component system or prefer to decompose it into subsystems and components. The perceived safety system failure rates depend on several factors such as its architecture, inspection policy and repair quality. Yet, if sufﬁcient ﬁeld failure data are available, the one-component approach may be a good approximation. On the other hand, failure rates are often only available at component level (in databases such as OREDA (2002) or MIL-HDBK-217F (1991)). This permits an improved assessment of system-level reliability modelling, but requires more detailed and expensive models. In this work we consider both situations.



2. Safety assessment methodologies Reliability modelling is a straightforward way to assess system reliability requirements and may be a helpful tool to decide actions to be taken to attain required reliability levels. From the point of view of a modeller, safety systems may be considered a special case of systems whose condition may be known through inspections. Other examples are: systems in storage (eg, spares and weapon systems) (Ito and Nakagawa, 2002), and standby equipment (Sarkar and Sarkar, 2001). All these systems may be viewed as protective devices (they exist to protect people, environment, equipment and/or products), as presented in Moubray (1997). Another related type of system is that of production equipment whose operational condition may only be assessed through quality control (Jiang and Jardine, 2005; Jardine and Tsang, 2006). Among the techniques to assess reliability of safety systems we ﬁnd models using the PFD (Hokstad and Corneliussen, 2004; Hauge et al, 2006), failure trees (Rausand and Hoyland, 2004) and Markov models (Bukowski and Goble, 2001). The most used are the PFD models; however, it should be noted that using different quantitative techniques to analyse the PFD may lead to different results, as pointed out by Rouvroye and Brombacher (1999). Modelling attempts for safety systems date back to the 1960s with the works of Barlow and Proschan (Barlow et al, 1963), which consider non-periodic, minimal inspections and replacement when failure was observed with negligible intervention times. Following the same scheme, but improving numerical stability or reducing the design space we may mention Nakagawa and Yasui (1980) and Jiang and Jardine (2005). Jardine and Tsang (2006)
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propose periodic inspections with renewal at each inspection and constant times to inspect and to repair. Vaurio (1999) proposes a model in which after a number of minimal inspections, the system is renewed by full inspection. In his case, the optimization criterion is the expected cost rate. Instantaneous safety availability has also been used in the optimization of inspection decisions. Ito and Nakagawa (2002) consider this function as a constraint, but it has also been used as an objective in Sarkar and Sarkar (2000) and Cui and Xie (2005). The expected cost rate is used as objective in Barlow et al (1963) and Ito and Nakagawa (2002). Courtois and Delsarte (2006) consider redundant safety systems, with periodic, staggered inspections. Their objective is the maximization of the time between failures. In their case, component inspections are perfect, that is, they correspond to a full renewal. The model of Ito and Nakagawa minimizes the expected cost rate requiring that the instantaneous availability should be above some threshold level Al. It ﬁxes a number N of inspections (duration negligible) with interval T before a full inspection with renewal, duration negligible occurs. They do not consider penalty cost due to unavailability (as, eg, Jiang and Jardine, 2005) and allow the renewal cycle not to be an exact multiple of the inspection interval. Current practical methods, such as the formulas proposed in IEC 61508, ISO 14224 or Hauge et al (2006), consider that after an inspection the safety system is as good as new. This assumption does not seem credible in several situations as the inspections are often partial and repairs are imperfect. The previous situations lead to the system renewal problem, for example replacement or major inspection decision problem. Also, many papers do not consider that components of safety systems may or may not fail independently of each other (eg, Rouvroye and Brombacher, 1999; Ito and Nakagawa, 2002). IEC 61508 requires models to consider dependent failures. Further discussion on dependent failures is presented in Hokstad and Corneliussen (2004) and Rausand and Hoyland (2004). Among the available models for dependent failures, we may cite the square root method (NUREG-75/014, 1975), the b model (Fleming, 1974), the binomial failure rate (BFR) model (Vesely, 1977) and the modiﬁed b models (Hauge et al, 2006; Guo and Yang, 2007). We disregard the square root method because it does consider that several degrees of coupling may exist between the components. We also disregard the BFR model as it assumes that failures are immediately discovered and repaired, which obviously is not applicable in our context. The b model is the most common in use today and is supported by IEC 61508. Its b factor corresponds to the ratio of component failures that may be considered as dependent failures (with respect to all component failures). In the context of nuclear power plants, The US Nuclear Regulatory Commission (Mosleh et al, 1988) have estimated that the b model gives



reasonably accurate results for redundancy levels up to about three or four items. As typical redundancy values are below 4, we will adopt the b model to model dependent failures, although the extension of our method to use the modiﬁed version is straightforward. The modiﬁed version of the b model considers that not necessarily all components fail when a common cause failure happens and introduces correction factors. b factors in the process industry have been estimated, for example in Hokstad and Corneliussen (2000) and usually are below 10% for sensors and actuators and below 5% for the logic units. It shall be mentioned that an important source of discrepancy for the availability computations come from the source of the input data. Reliability databases (eg, OREDA) may differ in orders of magnitude in the estimation of failure rate (Hauge et al, 2006), which is also dependent on local operating conditions. Regarding the use of different distributions, Rausand and Vatn (1998) discuss the general use of exponential and Weibull distributions in reliability analysis of safety systems. Their case study considers subsea safety valves. They conclude that estimations of mean time to failure and safety unavailability are non-robust with respect to variations of the model structure and of its parameters. This also encourages a more detailed assessment of the reliability characteristics of each safety system under study. An important issue concerning modelling of safety systems is the diagnostic coverage. This is the ratio of failures to potential failures that may be identiﬁed and repaired during inspections. According to Lundteigen and Rausand (2008), most diagnostic coverages are in the region of 60–90% in safety systems in the process industry. This situation may seriously affect the correct assessment of a safety system as is shown by the examples.



3. Model formulation Let us consider a safety system that is composed of a set of subsystems in a series conﬁguration: for example, (i) sensing, (ii) decision logic and (iii) actuation (McCalley and Fu, 1999). As a way to increase the safety availability (As) and decrease the likelihood of spurious trips, every subsystem has components redundancy and a voting logic. All system components are inspected every T time units and the system is renewed (by a full inspection) after N partial inspections. In our model, N and T represent the decisions variables of the optimization problem. The objective in our case is to maximize the overall availability of the safety system while at the same time respecting a safety availability constraint (according to Table 2). Inspections require the unavailability of the safety system, which is a known unavailability. The mean duration of partial and full inspections are Ti and To time units, respectively, both times consider the eventual repairs that may be required after the inspections.
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Each component, considered independently, has a set of detectable (d ) failure modes that can be assessed and repaired when partial inspections occur. The remaining (u) modes are repaired during the full inspections, which leave the system in an as good as new condition. The ratio among the d-type modes and the full set of modes deﬁned as the diagnostic coverage ri of a component: ri ¼



Availability



Renewal cycle



Safety availability



Overall availability



ld ld þ lu



ð1Þ



As such, each component may be modelled as a twoblock series system, one for the failure modes observed during partial inspections, and another one for the failure modes observed during full inspections. We have introduced sub-index i to indicate that this coverage ratio is related to component independent failures.



Ti



To simplify the presentation of the model let us ﬁrst consider a one-component safety system. The instantaneous component reliability corresponds to the product:



Tc ¼ NðT þ Ti Þ þ ðT þ To Þ and for the safety availability,



As ¼



¼ eHd ðtÞHu ðtÞ



ð2Þ



where R corresponds to the reliability function, H to the expected number of failures up to instant t, according to the model of Ito and Nakagawa (2002) for repairable systems, or the cumulative hazard for non-repairable systems. Just prior to any inspection, T time units has passed since the last partial inspection: 



Hu ðtþ Þ



where t þ corresponds to the instant just after ﬁnishing a partial inspection. These conditions determine an instantaneous availability proﬁle similar to the one shown in Figure 1. Let us note that the safety availability corresponds to the reliability function of the component. This is so, as the probability of operation at any instant in between inspections (safety availability) corresponds to the probability of survival up to that instant (reliability) (Rausand and Hoyland, 2004). The overall availability during a renewal cycle is given by: Ao ¼



1 Tc



Z



Tc



Rc ðtÞdt 0



1 ðN þ 1ÞT



Z



Tc



Rc ðtÞdt 0



For convenience, we deﬁne the ratio: g¼



Ti To



we have,



Þ



where t corresponds to the instant just before starting a partial inspection. After each partial inspection, block d is as good as new, then: Rc ðt Þ ¼ e



To



Time



Figure 1 Instantaneous and mean availabilities for a renewal cycle with N ¼ 2 partial inspections.



Rc ðtÞ ¼ Rd ðtÞRu ðtÞ



þ



Ti



t+t-



where Tc is the length of the renewal cycle:



3.1. One-component safety systems



Rc ðt Þ ¼ eHd ðTÞHu ðt
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Ao ðN; TÞ ¼



þ1 Z X 1 N Tc j¼1



tj þT



eHd ðttj ÞHu ðtÞ dt



ð3Þ



tj



with t1 ¼ 0 tj ¼ tj1 þ T þ Ti for j ¼ 2; 3; ::; N þ 1 We note that Ao considers the downtime associated with inspections. As such, it is a lower bound for As, which only considers the unknown downtime in between inspections. Our initial optimization problem considers, max Ao N;T



subject to the constraints, As X1  PFDSIL NX0; integer T40
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where PFDSIL refers to the maximum PFD for the ﬁxed safety integrity level (SIL). Available databases assume exponential distributions for component failures. In this case: Rd ðtÞ ¼ eld t Ru ðtÞ ¼ e



We need now to deﬁne a set {T (1), T (2), . . . T (n þ 1)} where T ( j ) corresponds to the interval between the end of the last inspection and the beginning of the j-th inspection. Considering Equation (3), we have: Tc ¼ ðT ðNþ1Þ þ To Þ þ



lu t



N X



ðT ðjÞ þ Ti Þ



j¼1



t1 ¼ 0 tj ¼ tj1 þ ðTj1 þ Ti Þ for j ¼ 2; 3; :::; N þ 1



we may deﬁne the component failure rate l, l ¼ ld þ lu



where each T ( j ) represents an independent decision variable. One way to reduce the design space is by considering a parametric law to relate all T ( j ). In real world applications, this approach may be unpractical as it complicates the inspection scheduling logistics.



and by deﬁnition (1): ld ¼ r i l lu ¼ ð1  ri Þl Considering Equation (3),



3.3. rb model Z



tj þT tj



¼ ¼



eHd ðttj ÞHu ðtÞ dt



Z Z



tj þT



eld ðttj Þlu t dt



tj tj þT



eri lðttj Þð1ri Þlt dt



tj



eðri ltj ltj lTÞ ðelT  1Þ ¼ l and we obtain an explicit form for the objective in terms of N and T:   ð1  elT Þ elTi  eð1ri ÞlTþri lTi ð1ri ÞðlTlTi ÞN Ao ¼ ððlT þ lTi ÞN þ lT þ lTo Þðeri ðlTþlTi Þ  elTþlTi Þ ð4Þ and for the safety availability:   ð1  elT Þ elTi  eð1ri ÞlTþri lTi ð1ri ÞðlTlTi ÞN ð5Þ As ¼ lT ðN þ 1Þðeri ðlTþlTi Þ  elTþlTi Þ Naturally, this formula is valid for one-component safety systems. It differs from the model of Ito and Nakagawa in the sense that we are using mean availability instead of instantaneous availability and also because we consider non negligible inspection times in the aging of the component.



3.2. Non-periodic inspections Considering the degradation of the system during the interval between full inspections, it makes sense to prepare an inspection programme that dynamically changes inspection intervals to attain a higher overall availability.



Complex safety systems modelling requires several considerations such as system architecture, voting logic, dependent failures and partial inspection coverage. Figure 2 shows the logic diagram of the rb model proposed here. r stands for the partial coverage ratio during partial inspections and b for dependent failures in redundant systems. Building of a model starts by selecting if whether a detailed model is required and if safety system failure rate is available (1-2-3). If a complex model is required, one would need the safety system’s architecture, component failure rates and coverage ratios, as well as dependent failure ratios and dependent failure coverage ratios (4). Provided, the safety system reliability block diagram is built (5). Then, an inspection policy is set (6). It includes selecting a given SIL, decide among periodic or nonperiodic inspection intervals, grouping of component inspections, and deﬁning how inspections and repairs affect the availability of the safety system (eg, the inspection of one component may force the system to be unavailable or may reduce the redundancy from n to n1). To consider the existence of dependent failures, we use the b model (Fleming, 1974). Figure 3 shows an example of the b model for a subsystem with a 2/3 architecture. The coverage ratio rd for dependent failures: rd ¼



ldi bl



ð6Þ



where ldi corresponds to the failure rate for dependent failures that are detected during partial inspections. Each subsystem is modelled by decomposing the dependent failures block into a two block in series. Each component block and dependent-failure block is decomposed in two series blocks, as explained for the one-component model. The optimization process (7) includes ﬁxing an objective (overall availability in our case) in terms of the decision
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Parameters



1 yes



Safety system failure rate available?



2



no



3



One-component model



Complex system model 4 System parameters



Sensing-logic-actuation decomposition Redundancy Voting logic Component failure rate Component coverage ratio Dependent failure failure ratio Dependent failure coverage ratio



5 Reliability blocks diagram 6 Inspection policy 7 Optimization



Safety integrity level Periodic inspection/Non-periodic Full system/ by subsystem Staggered inspection Process stops during inspection Max Overall availability Min Direct costs/Total costs



T,N



8 no



Redundancy Dependent failures Partial coverage



Computation of Ao,As,C



9



As ≥1-PFDSIL 10



yes End



Figure 2 Flow diagram for the rb model.



(1-β)λ Sensor 1



In practical cases, it may be difﬁcult to estimate separately ri and rd, so we might use a single value:



(1-β)λ Sensor 2



Sensor 1



Sensor 3



Sensor 2



Sensor 3



βλ



r ¼ ri ¼ rd



All sensors



Interaction with the design of the safety system is needed when the SIL constraint cannot be attained inside the feasible region of the inspection programme. In this case it is necessary to reevaluate the architecture and component reliability parameters as well as the inspection policy.



Figure 3 Block diagram of a 2/3 sensing subsystem considering dependent failures.



ð7Þ



4. Case studies variables (eg, T and N) and functions evaluation (8). If the safety constraint is not satisﬁed (9), new values for the decision variables are computed or a redesign of the system architecture and components reliability is needed, which returns the ﬂow to (1) for reassessment. Otherwise, the optimal values are adopted (10).



4.1. One component In order to illustrate the use of the rb model, we use an example from Nakagawa (2005). It considers a onecomponent safety system but we also study the effect of changing to a conﬁguration 1/2 and 2/3 with no dependent
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Overall availability
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0.9



1/1 1/2 2/3



0.85 0.8 0.75 0



3



6



9 N i = 0.3



12



0



3



6



9 N i = 0.5



12



0



3



6



9 N i = 0.9



12



Overall availability



Figure 4 Effect of ri on the optimal number of inspections (g ¼ 0.5, lTo ¼ 0.05, b ¼ 0).



0.9



1/1 1/2 2/3



0.85 0.8 0.75 0



3



6



9 N γ = 0.01



12



0



3



6



9 N γ = 0.1



12



0



3



6



9 N γ = 0.5



12



Figure 5 Effect of g on the optimal number of inspections (ri ¼ 0.5, lTo ¼ 0.05, b ¼ 0).



failures (b ¼ 0). As reference value, the time for full inspections represents 5% of the mean time between failures of a component (lTo ¼ 0.05). Figure 4 shows the effect of changing the coverage ratio ri. For all conﬁgurations, as it is increased, the optimal number of inspections also tends to increase. Figure 5 presents a sensitivity analysis on the effect of the relative duration of partial and full inspections on the optimum number of partial inspections per renewal cycle. When g ¼ 0.01 and ri ¼ 0.5 the optimum is obtained at N  ¼ 9 partial inspections (the topology of the overall availability is quite insensitive to N (observe Figure 5(a)). When the relative time to perform a partial inspection is extended, it becomes more attractive to perform full inspections after less partial inspections (observe 4 and 5). In Figure 5(c) we notice that it is better to fully inspect the system at every inspection epoch. As expected, adding redundancy increases the overall availability. 1/2 architectures is the most reliable of the three conﬁgurations under test. Of course, here we have not considered the spurious trip rate that usually makes the conﬁguration 2/3 the most effective with respect to the frequency of spurious trips. Compared to the cost-based model of Nakagawa, the number of inspections is consistently lower (see Table 3). Of course, direct comparison is not straightforward as his criterion is cost and not availability. Regarding the use of non-periodic intervals Table 4 shows resulting optimal overall availabilities for g ¼ {0.01, 0.1, 0.5}



Table 3 Example from Nakagawa (2005) k



ri



Amin s (t)



N  (Nakagawa (2005))



10 50 10 10



0.9 0.9 0.5 0.9



0.8 0.8 0.8 0.9



8 19 2 8



One-component system. k corresponds to the ratio of the cost of a full inspection to the cost of a partial inspection, Ci. (b=0).



Table 4 Example with one component g



0.01 0.1 0.5



Periodic



Non-periodic



N



Ao



N



Ao



9 2 0



0.7892 0.7609 0.7405



9 2 0



0.7892 0.7782 0.7405



Comparison of results using periodic and non-periodic inspections. The architecture is 1/1.



when using periodic and non-periodic intervals, for a onecomponent system. Only for g ¼ 0.1 we observe an increase in the achieved overall availability. Figure 6 shows a comparison of the intervals when g ¼ 0.01. The resulting value of overall availability is very similar in this case. Computations were performed using the Microsoft Excel standard solver for portability.
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4.2. Complex system We illustrate the rb model in a complex system by using a modiﬁed version of the example given in Hauge et al (2006). In that reference, their model considers unitary component coverage ratios. The safety system under study is shown in Figure 7 and corresponds to a High Integrity Pressure Protection System (HIPPS). The safety function uses a 2/3 voting logic on the pressure sensors, and a 1/2 voting logic for the logic units and also for the actuators. In the case of detection of high pressure in the vessel, the pressure sensors send a signal to the logic units and these send a signal to shut down the actuators. Table 5 shows model parameters.



1.01 Non-periodic Periodic



We assume that inspections and repairs of components in the system render the safety system unavailable, a fact that is known to the operators who may have other layers of protection. The HIPPS is composed of three sub-systems: pressure sensors, logic units and the safety actuators. Figure 8 shows a simpliﬁed block diagram in which common cause effects and partial coverages are not shown explicitly. As an example, the block decomposition for the sensing sub-system showing these two considerations is shown in Figure 9. We require the total failure rate of the component, the fraction of common cause failures, b, the fraction of independent failures that can be inspected, ri, and the fraction of dependent failures that can be inspected, rd. After integration of the three subsystems (Figure 10), and considering a given interval T and a number of partial inspections N, we may obtain the instantaneous availability of each sub-system and the one for the full HIPPS as it is shown in Figure 11. Computations were made in an ad hoc
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Table 5 HIPPS system parameters
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Figure 6 Example with one component. Optimal intervals for non-periodic inspections (normalized with respect to the optimal T for periodic inspection). g ¼ 0.01, r ¼ 0.5, lTo ¼ 0.05, conﬁguration 1/1.
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Figure 8 Simpliﬁed block diagram of the HIPPS. sensors
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Figure 9 Block diagram of the 2/3 sensing sub-system considering dependent failures and partial coverage. Some block failure rates are shown as example.
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Figure 10 General block diagram of the HIPPS. Blocks ‘d’ renew after each partial inspection. Blocks ‘u’ renew after full inspections.
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Figure 11 Results for the HIPPS system when r ¼ {0.7, 1} for all components T ¼ 6 months, N ¼ 11. SIL is not attained with this inspection frequency. Main actors in the degradation are the actuators as they have a larger failure rate.
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Table 6 Results for the HIPPS example for different number of partial inspections in a renewal cycle (r=0.7, Ti=4 h, g=0.25)
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Figure 12 Study of overall and safety availabilities for N ¼ {0, . . . , 6}, Ti ¼ 4 h, g ¼ 0.25.



programme in Matlab. For this example ﬁgure, an interval T ¼ 6 months and renewal after 5 years is considered. We observe that the actuators drive the reduction of the safety availability of the system. The mean safety availability is computed by averaging instantaneous values. It is also seen that the SIL 3 required for the HIPPS safety function is no longer attained. Figure 11 shows the trend of the expected safety availability, which is valuable to the decision maker. Figure 12 is a graphic sensitivity analysis of overall and safety availabilities for N ¼ {0, . . . , 6} with Ti ¼ 4 h, and g ¼ 0.25. For the case of partial coverage, the global optimum for the overall availability (point A) in Figure 12 is attained when there are two inspections prior to renewal and the partial inspection interval is 10.9 months and a life cycle of 1.6 years. The associated safety availability (point B) is also displayed. The safety constraint is attained for SIL 3 of IEC 61508. Table 6 lists the corresponding values. In the case of having perfect coverage ratios, all partial inspections become full inspections in terms of their effect on the reliability of the safety system after ﬁnishing it. If a full inspection is done at every epoch (N ¼ 0), the optimal
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interval between them is T ¼ 19.1 months ( þ 75% with respect to the optimal solution of partial coverage). The life cycle decreases to 1.6 years (41% with respect to the optimal solution of 2.7 years).



5. Conclusion We have proposed a model to estimate optimal inspection intervals for safety systems, which continue to degrade after each partial inspection as component diagnostic coverages are not unitary. The proposed rb model considers periodic and non-periodic inspections. In the case of one-component systems we have avoided approximations when computing both the overall and the safety availability. Compared to Ito and Nakagawa (2002), the rb model is aligned with current safety standards as it considers the safety availability constraint at system level. We have illustrated the model using two examples from recent literature. The ﬁrst considers the safety system as a one-component system, while the second considers the decomposition according to sub-systems and component redundancy. Both examples show the high sensitivity of the inspection intervals to the coverage ratios. The application of standard methods, which consider perfect diagnostic
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coverage and negligible inspection and overhaul times, may bias the estimation of the optimal policy and produce an overestimation of both safety and overall availability. Regarding this, the rb model acknowledges that most inspections are partial and recommends fully testing and renewing the safety system after some period of time if overall availability is to be maximized while at the same time complying with the SIL constraint given by safety standards. Possible extensions to the model may consider: (i) the failure intensity increases in time due to imperfect repairs, (ii) inspection of components in k-out-of-n conﬁgurations does not necessarily mean downtime of the safety system as staggered inspections may increase system availability, (iii) failures with non-exponential distributions, (iv) use of opportunistic strategies may further increase the availability of the safety systems as the downtime associated with inspections and overhauls may be signiﬁcantly reduced.
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