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Abstract Proxy servers reduce client’s access time by acting as an intermediary between the real server and the client which reduces load on the servers and networks as well. This paper will discuss the exciting features of a proxy server along with its shortcomings. Also, the various implementations related to proxy servers are discussed.
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1. Introduction A Proxy Server is a medium in which users within the LAN can gain access to the Internet efficiently and much more securely. The proxy server acts as an intermediate server that relays requests between a client and a server. The proxy server keeps track of all the client-server interactions, which allows you to monitor exactly what is going on, without having to access the main server. Proxy servers are desktop workstations not directly addressable from the outside world. It acts as a server while talking with a client, and as a client while talking with a server. It is mostly used for the reason of caching. By caching frequently accessed objects and servicing requests for these objects from the cache, proxies can reduce the load on network links and servers, as well as reduce client access latencies. This way it enhances the performance of the network.
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Fig. 1 Proxy Server Placing in the Network



2. Features of a Proxy Server These are the properties possessed by proxy servers which explain why they are used. 2.1 Filtering Proxy servers can be programmed to sort the requests made by the user. Examples of some of these requests are:1.



Prevent users from accessing a specific set of web sites.



2.



Prevent users for accessing pages containing some specified strings.



3.



Prevent users from accessing video files, etc.



2.2 Performance It creates a substantial increase in the performance of the network. This happens because of the following reasons:1.



Can dramatically improve performance for a group of users.



2.



It saves all the results of requests in a cache.



3.



Can greatly conserve bandwidth.



4.



Reduces load on the actual server and on the network as well.



2.3 Caching A feature of the proxy server is that it caches retrieved web pages on the servers hard disk so that the pages can be quickly retrieved by the same or different user the next time that page is requested. The proxy cache eases bandwidth requirements and reduces delays that are inherent in a heavily trafficked, internet connected network. Because the page is stored locally on the proxy server, the page is delivered to the next request at local network speeds. The proxy cache also is advantageous when browsing multiple pages of the same web site. The proxy cache
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also stores all the images and sub-files for the visited pages, so if the user jumps to a new page within the same site that uses, for example, the same images, the proxy cache has them already stored and can load them in the users browser quicker than having them retrieved from the web sites original server.



3. Uses of a Proxy Server Proxy servers have numerous uses and they are listed below:1. 2. 3. 4. 5. 6.



7.



To keep machines behind it anonymous, this is done mainly regarding security issues. To speed up access to resources (using caching). To prevent downloading the same content again and again, that is, multiple times and hence saves bandwidth. To audit usage, that is, to provide company employee internet usage reporting. To scan transmitted content for malware before delivery. To scan outbound content, e.g., data loss prevention. Access restriction: To apply access policies e.g. blocking of undesired sites.



4. Protocols of Operation in a Proxy Server The proxy server acts as an intermediate server that relays requests between a client and a server. The proxy server keeps track of all the client-server interactions, which allows us to monitor exactly what is going on, without having to access the main server. We can use the proxy server to monitor all client-server interaction, regardless of the communication protocol. For example, we can monitor the following protocols: 1.



HTTP for Web pages.



2.



HTTPS for secure Web pages.



3.



SMTP for email messages.



4.



LDAP for user management.



5. Different Implementations for a Proxy Server Based on the placement of the proxy server in the network architecture, they can be categorized into different types. These types have been explained underneath:5.1 Dual-Homed Host



Fig. 2 Dual-Homed Host
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Dual-homed host has two network interfaces in which one connects to the internal LAN and the other one to the internet. Its firewall architecture acts as a software router providing secure connectivity. Proxy in conjunction with dual-homed host provides a complete firewall solution. In addition to caching, proxy server begins fine-grain filtering and virus scanning. 5.2 Screened Hosts



Fig. 3 Screened Hosts A screened host consists of a router deployed in front of the server. The router provides packet-filtering and restrict inbound access to the internal network. A screening router could support multiple hosts. Proxy server allows network traffic to gain internet access through the router. 5.3 Screened Sub-network



Fig. 4 Screened Sub-networks A screened sub-network consists of multiple routers sandwiching a non-secure network. This sub-network is commonly referred to as Demilitarized Zone (DMZ). Proxy in DMZ allows access to both internal and external network through the routers. Neither internal nor external traffic can pass through without the help of proxy server. The screened sub-network is a popular choice for large organizations with heavily trafficked. Security is critical and therefore redundancy is imperative.



5.4 Reverse Proxy Reverse proxy is the type of proxy server that retrieves resources on behalf of a client from one or more servers. It is present in either if the following two configurations:-
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5.4.1 Server Stand In



Fig. 5 Server Stand In Reverse Proxy



In server stand-in mode, proxy receives requests for a web server protected behind the firewall. Server stand-in prevents direct, unmonitored access of internal resources from outside. Proxy server acts like a virtual server mirror and provides replication only. Contents of the secure server will be replicated in the proxy server cache.



5.4.2 Load Balancing



Fig. 6 Load Balancing In Reverse Proxy Multiple reverse proxy servers can be used to balance the load on an overtaxed server. Load balancing helps the host machine handle high-volume requests while reducing the impact on overall performance.



6. Drawbacks of a Proxy Server A proxy server will allow greater access from inside the protected network to the outside, but will keep the inside completely inaccessible from the outside. This means no servers, talk or archive connections, or direct mailing to the inside computers. These drawbacks might seem slight, but think of it this way: Consider a person has left a report he was doing on a system inside a firewall protected network. Suppose that now the person is at home, and he decides that he would like to go over it. He cannot. He cannot reach the system because it is behind the firewall. He will then try to log into firewall first, but since everyone has proxy server access, no one has set up an account for him on it. This is the biggest drawback of using proxy servers.
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The inability to use UDP packets represents another big drawback associated with the proxy servers. FTP causes another problem with a proxy server. When getting or doing an l’s, the FTP server opens a socket on the client machine and sends the information through it. A proxy server will not allow this, so FTP doesn't particularly work. And, proxy servers run slow. Because of the greater overhead, almost any other means of getting this access will be faster.



4. Conclusions After conducting the thorough study of the proxy models we would like to conclude that proxy servers have their advantages and their disadvantages but the advantages weight out the disadvantages by a long margin. Also, these are of various types and are multipurpose and can be used according to the requirement. Talking about uses, these are very important in high traffic networks and really help in controlling congestion, saving bandwidth and speeding up the entire system. To conclude we would that proxy servers are very much important for us to use as they are secure and save time and resources.
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