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The Safety Dance: Wardriving the Public Safety Band
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Outline  Intro to Public Safety  Spectrum Allocations



 Finding Public Safety Networks Focus on 4.9GHz



 Protocols  Interacting with Public Safety Networks
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The Public Safety Spectrum



"The sole or principal purpose of which is to protect the safety of life, health, or property" [email protected] [email protected]
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“New“ Frequencies
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700MHz



 Reclaimed from Digital TV cutover [email protected] [email protected]



 Nationwide  May Expand
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700MHz - Broadband  Nationwide LTE network



 Backhaul - Probably much more



700MHz - Narrowband



 Nationwide Voice w/ P25  State and Local Gov. [email protected] [email protected]
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800MHz  “Reconfiguration” in progress  PS Dedicated for voice (P25)
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4.9GHz



 



General Use Spectrum Has been used for:  Video surveillance  RNC/DNC/G20  Access to Police cruisers  Emergency warning systems…
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..SCADA Aircrafts AMR
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4.9GHz



 Recommended for Low Power



 Can be grouped  NPSTC offers recommendations



 Required for High Power [email protected] [email protected]
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4.9GHz – Emission Masks
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5.9GHz – Intelligent Transportation Systems



■ 5850-5925MHz ■ 802.11p (IEEE 1609 WAVE) [email protected] [email protected]
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Finding a Dance Partner
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Radio Reference (700/800)
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CAPRAD (700/800/4.9)
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FCC License Search (700/800/4.9/5.9)
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FCC License Search (700/800/4.9/5.9)
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FCC License Search (700/800/4.9/5.9)
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Using Google To Find Implementations  Google
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4.9/5.9GHz Access Points
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4.9/5.9GHz Access Points



LIAR



ANOTHER LIAR



I HATE THIS GUY [email protected] [email protected]
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4.9/5.9GHz Access Points
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4.9/5.9GHz Access Points
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4.9/5.9GHz Access Points
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4.9/5.9GHz Access Points
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4.9/5.9GHz Access Points Ubiquiti NSM5-WORLD
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4.9/5.9GHz Access Points
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4.9GHz Adapters



Ubiquiti SR4C [email protected] [email protected]
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4.9GHz/5.9GHz Adapters



Ubiquiti SRC300
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Building A 4.9GHz Test Lab Kugutsumen: “DEBUG” reg domain - the SRC has the abilities to support 4910 – 6100MHz
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Extending Drivers  Previous patches [that no longer work]  Zero Chaos 



Awesome – but no channel width support



 Spench 


Meant for RADAR stuff so its overly complex for our purpose
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compat-wireless



Manual regulatory domain override? iw reg set (never seems to work)
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Extending ath5k for 4.9GHz drivers/net/wireless/ath/ath5k/caps.c:



if(ath_is_49ghz_allowed(regdom)) range_5ghz_min = 4920 else range_5ghz_min = 5005 range_5ghz_max = 6100 drivers/net/wireless/ath/regd.c:



bool ath_is_49ghz_allowed() { … } [email protected] [email protected]
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Extending ath5k for 4.9GHz drivers/net/wireless/ath/ath5k/caps.c:



if(ath_is_49ghz_allowed(regdom)) range_5ghz_min = 4920 else range_5ghz_min = 5005 range_5ghz_max = 6100 drivers/net/wireless/ath/regd.c:



bool ath_is_49ghz_allowed() { return true; } [email protected] [email protected]
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Supporting Different Channel Widths



drivers/net/wireless/reg.c: /* * Note that right now we assume the desired * channel bandwidth is always 20MHz... * To support smaller custom bandwidths such as 5 MHz or * 10 MHz we'll need a new ieee80211_channel.target_bw… */



…Required a little more work.. But not that much
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Supporting Different Channel Widths



# modprobe ath5k default_bwmode=2 default_bwmode option name from RADAR patch



0=20MHz (default) 1= 5MHz 2=10Mhz 3=40Mhz [email protected] [email protected]
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Setup # ./49ghz_install.sh



Manual # # # # #



modprobe ath5k default_bwmode=2 iw dev wlan0 interface add mon0 type mode monitor ifconfig mon0 up iwconfig mon0 freq 4.950G tcpdump –i mon0 -X



github.com/opensecurityresearch [email protected] [email protected]



www.opensecurityresearch.com



Twitter: @foundstone



39



db-ReturnTrue.conf country US: (4910 - 5170 @ 10), (N/A, 23) (5715 - 6100 @ 10), (N/A, 23) ::



kismet-ReturnTrue.conf ncsource=mon0:type=ath5k:forcevap=false channeldwell=2 channellist=ps5mhz:4920-4990-5-.5 channellist=ps10mhz:4920-4990-10-.5 channellist=ps20mhz:4920-4990-20-.5 [email protected] [email protected]
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4.9GHz
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NYC 4.9GHZ MESH! channellist=nyc:4950-4950-10-10 [email protected] [email protected]
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NYC 4.9GHz – Video Surveillance
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NYC 4.9GHz – At the Station
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NYC 4.9GHz – At the Station
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NYC 4.9GHz ■ Crack LEAP = Own NYPD? ■ See Moxie and h1kari’s talk today



■ Proxim WORP(Wireless Outdoor Routing Protocol)? ■ Older versions – remove driver FCS check ■ New versions – DFU Mode APs?
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VEGAS BABY!!!



channellist=vegas:4980-4980-10-10 [email protected] [email protected]
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VEGAS 4.9GHz
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VEGAS 4.9GHz
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VEGAS 4.9GHz
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VEGAS 4.9GHz ■ Motorola MOTOMESH ■ 4 Radios – 2 for 802.11, 2 for MEA ■ If 4.9ghz is not there try 2.4GHz! ■ Saw ARP for public routable IP addresses  Not immediately accessible



■ Mobility Enhanced Access (MEA) ■ Proprietary crapola – needs more investigating
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VEGAS 4.9GHz SkyPilot
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WarDriving Summary ■ Make sure you have channels right ■ Not all networks have data on 802.11 compatible 4.9GHz ■ Lots of proprietary protocols
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Is 4.9GHz Being Targeted?



[email protected] [email protected]



www.opensecurityresearch.com



Twitter: @foundstone



54



Is 4.9GHz Being Targeted?
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Is 4.9GHz Being Targeted?
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github.com/opensecurityresearch



? [email protected] [email protected]



*many of the pics in this presentation were found on the internet – credit goes to images.google.com [email protected] [email protected]
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References and Linkz Previous ath5k Driver Patches: http://wiki.spench.net/wiki/RADAR Supported Atheros chipset list http://wireless.kernel.org/en/users/Drivers/ath5k#Supported_Devices RTL-SDR compatibility list - http://www.reddit.com/r/RTLSDR/comments/s6ddo/rtlsdr_compatibility_list_v2_work_in_progress/ “DVB-T TV Receiver Realtek RTL2832U Elonics E4000 Radio P335” , and “Ezcap EZTV668” used for testing



Ettus Research https://www.ettus.com/product/details/VERT2450 Pasadena Networks http://www.wlanparts.com/product/SF-D49NSR/49GHz-53dBi-Black-Fiber-N-male.html Business Systems Connection http://shop.bizsyscon.com/proxim-orinoco-a4908-4-9ghz-4-99ghz-8dbi-omniantenna/ - Didn’t steal Brad’s credit card, should be ok.. Discone antennas do 25-1300MHz http://www.rfparts.com/diamond/d130j.html Build your own http://helix.air.net.au/index.php/d-i-y-discone-for-rtlsdr/ http://www.ve3sqb.com/s Kind of hard to find. Expensive in most cases.. Horizon 12dBi Omni, 5750-6150MHz http://interline.pl/modules/content/index.php?id=1&s=showcard&code=INT-HOR-12/57-V⟨=english MTI 17/19dBi, 4.9-6.1GHz  http://www.wlanparts.com/product/MT-465019NVD/MTI-Wireless-Edge-MT-465019NVDTriple-Polarity-1719dBi.html – $192



[email protected] [email protected]



www.opensecurityresearch.com



Twitter: @foundstone



58



Weirdness.. MN:



NJ:



[email protected] [email protected]



www.opensecurityresearch.com



Twitter: @foundstone



59



Interacting with APCO P25



■ Attacks: ■ http://www.crypto.com/papers/ p25sec.pdf ■ http://www.nicta.com.au/pub?d oc=5076 [email protected] [email protected]
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