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Abstract By means of an integration of decision theory and probabilistic models, we explore and develop methods for improving data privacy. Our work encompasses disclosure control tools in statistical databases and privacy requirements prioritization; in particular we propose a Bayesian approach for the on-line auditing in Statistical Databases and Pairwise Comparison Matrices for privacy requirements prioritization. The first approach is illustrated by means of examples in the context of statistical analysis on the census and medical data, where no salary (resp. no medical information), that could be related to a specific employee (resp. patient), must be released; the second approach is illustrated by means of examples, such as an e-voting system and an e-banking service that have to satisfy privacy requirements in addition to functional and security ones. Several fields in the social sciences, economics and engineering will benefit from the advances in this research area: e-voting, e-government, e-commerce, e-banking, e-health, cloud computing and risk management are a few examples of applications for the findings of this research. Keywords Statistical Databases · Bayesian Networks · Multi-criteria Decision Support Methods · Pairwise Comparison Matrices
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1 Introduction We are in an era in which a huge rate of information of physical, biological, environmental, social and economic systems is produced. Recording, accessing and disseminating this information aﬀect in a crucial way the progress of knowledge and the productivity of economy. Public opinion has shown a growing awareness of privacy issues over the last few years. High-profile losses of personal information and growing concerns about the nature and extent of personal information collected by organizations has led to a growing debate about the impact of ICT pervasiveness on privacy. The goal of data privacy is to provide eﬃcient and eﬀective solutions for releasing data, while providing guarantees that the identities and other sensitive information of the individuals, who are the subjects of the data, are protected. While data security ensures that the user has the authority to receive a given piece of information, data privacy addresses disclosures based on inferences that can be drawn from released data. The main task of the National Statistical Oﬃces (NSO) is the collection of data and dissemination of this information to government, researchers, media, businesses, and no-profit organizations. Applications include studying the eﬀects of treatments on disease, tracking disease outbreaks, allocating public funds, building economic models (from census data), and performing trend analysis. Since such data sets also contain sensitive information, such as the disease of an individual, or the salary of an employee, then it is needed to balance the collection and dissemination of data with the public expectation of privacy and the legal obligations. The lack of privacy undermines most of all other fundamental rights (e.g. freedom of speech and democracy); from a societal and legal point of view, an eﬀort is needed to define and standardize technical concepts and methods regarding this issue. Beyond law and ethics, there are also practical reasons for data collectors to care about confidentiality: unless users are convinced that their privacy is being adequately protected, they are unlikely to co-operate and supply their data for statistical analysis and for the research advancing. Below, is a real-life example, taken from the literature, of how a privacy breach occurs. Example 1 (Sweeney, 2002) “The National Association of Health Data Organizations (NAHDO) reported that 37 states in the USA have legislative mandates to collect hospital level data and that 17 states have started collecting ambulatory care data from hospitals, physicians oﬃces, clinics, and so forth (NAHDO, 1996). The leftmost circle in Figure 1 contains a subset of the fields of information, or attributes, that NAHDO recommends these states collect; these attributes include the patients ZIP code, birth date, gender, and ethnicity. In Massachusetts, the Group Insurance Commission (GIC) is responsible for purchasing health insurance for state employees. GIC collected patient specific data with nearly one hundred attributes per encounter along the lines of the those shown in the leftmost circle of Figure 1 for approximately 135,000 state employees and their families.” After removing fields containing name, address, social security number, and other
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Fig. 1 Governor’s health records are disclosed (Figure from (Sweeney, 2002))



explicit identifiers, GIC assumed it protected patient privacy, and gave a copy of the data to researchers and sold a copy to industry (GIC, 1997). “For twenty dollars, I purchased the voter registration list for Cambridge Massachusetts and received the information on two diskettes (Cambridge, 1997). The rightmost circle in Figure 1 shows that these data included the name, address, ZIP code, birth date, and gender of each voter. This information can be linked using ZIP code, birth date and gender to the medical information, thereby linking diagnosis, procedures, and medications to particularly named individuals. For example, William Weld was governor of Massachusetts at that time and his medical records were in the GIC data. Governor Weld lived in Cambridge Massachusetts. According to the Cambridge Voter list, six people had his particular birth date; only three of them were men; and, he was the only one in his 5-digit ZIP code.” Thus, Sweeney (2002) disclosed the Governor’s health records (which included diagnosis and prescriptions). In a world where information can uncover new possibilities, research in data privacy is essential. IBM Privacy Research Institute and UNESCO Chair in Data Privacy are two example of institutions that promote research in privacy: – IBM Privacy Research Institute (IBM, 2001) is an organization within IBM Research to promote and advance research in privacy and data protection technology. His goal is to develop technologies for enterprises to conduct e-business in privacy-enabling ways. The institute’s research focuses on technologies for commercial applications, particularly for e-business; – UNESCO Chair in Data Privacy (CRISES, 2007) does research, training and dissemination in a field considered relevant by UNESCO for the welfare of humankind (data privacy). Chair general objectives are: train public administrations of transition countries in privacy-preserving techniques and legal aspects of privacy; promote the adoption of privacy-preserving technologies by the private sectors (IT manufacturers, banks, telecom operators, etc.); raise the public awareness of the need, the right and the preserving the individual privacy in the information society; promote cross-national research on privacy technologies; exchange master and doctoral students on privacy between transition and developed countries. Our research work includes new paradigms for:
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– Disclosure control tools in Statistical Databases (SDBs). A SDB system enables its users to retrieve only aggregate statistics (e.g., min, max, sum, mean and count) for a subset of the entities represented in the database. SDBs are useful for statistical analysis and building models. We use Bayesian models (Pearl, 1998) for addressing disclosures based on probabilistic inferences that can be drawn from released data (Canfora and Cavallo, 2008a,b,c, 2009a,b, 2010; Cavallo and Canfora, 2012); – Privacy requirements prioritization. Data privacy plays a central role in many modern applications (e.g. social network, e-voting, cloud computing); thus it is needed to plan and design a system with privacy in mind. We use a generalization (Cavallo and D’Apuzzo, 2009a, 2010, 2012a,b; Cavallo et al, 2009, 2010, 2012) of the Analytic Hierarchy Process (Saaty, 1977, 1980, 1986, 1988) for privacy requirement prioritization. The research idea, proposed by Cavallo (2011), received several acknowledgements and awards as TR35-GI (2011), organized by Technology Review, journal of Massachusetts Institute of Technology (MIT), and ‘Forum della Ricerca Innovazione Imprenditorialit` a’(RIEForum). The paper is organized as follows: Section 2 proposes a Bayesian model for reasoning under uncertainty in SDBs; Section 3 describes a multi-criteria method for privacy requirements prioritization; Section 4 provides concluding remarks and directions for future work. 2 Disclosure Control tools in Statistical Databases Privacy is an important issue in the statistical analysis of human-related data. Example 2 For checking whether in a certain geographic area, there is a genderbased discrimination, we can use the census data to check, e.g., whether for all people from this area who have the same level of education, there is a correlation between salary and gender. One can think of numerous possible questions of this type related to diﬀerent sociological, political, medical, economic, and other questions. From this viewpoint, it is desirable to give researchers the tools to perform statistical analysis for their specific research. On the other hand, we do not want to give them direct access to the raw census data, because a large part of the census data is sensitive. For example, for most people, salary information is sensitive. A SDB system enables its users to retrieve only aggregate statistics (e.g., min, max, sum, mean and count) for a subset of the entities represented in the database. Example 3 Let us consider a dataset with attributes (name, age, salary) supporting statistical queries of the form “give me the maximum of salaries of all individuals whose age x satisfies condition C(x)”, where C is an arbitrary predicate on the domain of age, such as 30 ≤ x ≤ 40. Assume further that the pair (name, age) is publicly available, but the attribute salary is confidential. What measures suﬃce to protect the confidentiality of the salary information? This is the classical statistical database security problem, studied extensively since the 1970’s; Adam and Wortmann (1989) provide a comprehensive survey. Several methods for protecting privacy in SDBs have been presented in the literature.
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These methods are classified under three general approaches: data perturbation, output perturbation and query restriction. Data perturbation approach introduces noise in the data. The original database is perturbed and this modified database is then made available to researchers (Matloﬀ, 1986; Traub et al, 1984; Warner, 1965). Output perturbation approach evaluates the query on the original data, but returns a perturbed version of the answer (Beck, 1980; Blum et al, 2005; Dalenius, 1981; Denning, 1980; Dinur and Nissim, 2003). The techniques in the query restriction category specify the set of queries that should not be answered to ensure that privacy is not breached. None of the answers to legal queries are perturbed (Fellegi, 1972; Schlorer, 1975; Denning et al, 1979; Dobkin et al, 1979). An example of query restriction is the auditing (Chin, 1986; Kenthapadi et al, 2005; Kleinberg et al, 2003; Malvestuto et al, 2006; Nabar et al, 2006). Two kinds of auditing have been studied (Chin, 1986): – On-line auditing. The queries are answered one by one in sequence and the auditor has to determine whether the SDB is compromised when answering a new query; – Oﬀ-line auditing. Given a set of queries {q1 , ..., qt }, the auditor has to identify a maximum subset of queries that can be answered simultaneously without compromising the SDB. We focus on the on-line max-min and sum auditing, and assume that: – T is a dataset with n records; – yi , for i ∈ {1, . . . , n}, is a sensitive data of the i-th individual in T . With a max, min or sum query, a user asks the max or min sensitive value, or the sum of sensitive values, respectively, in a subset of records in the dataset. In the on-line auditing problem, given a set of statistical queries {q1 , q2 , ..., qt−1 }, the corresponding answers {m1 , m2 , ..., mt−1 } and the current query qt , the auditor provides the answer to qt if and only if there is not a privacy breach. Example 4 Let us assume that an user submits the max query q1 = max{y1 , y2 , y3 } (e.g. the maximum of salaries of three individuals) and the auditor provides the answer m1 = 8. Then, if the user submits the max query q2 = max{y1 , y2 }, with answer m2 = 6, then the auditor has to deny the answer m2 . We propose a probabilistic definition of privacy breach, so that a privacy breach occurs if and only if a sensitive value is disclosed with probability greater than or equal to a given tolerance probability tol. Thus, given the answers m1 , . . . , mt to the queries q1 , . . . , qt , and a prior-knowledge α about the sensitive data, the privacy is breached if and only if the user knows a sensitive value yi with probability greater than or equal to tol, that is: P r(yi = s|m1 , . . . , mt , α) ≥ tol.



(1)



We address disclosures based on probabilistic inferences that can be drawn from released data and manage user prior-knowledge, in addition to released data, by means of a Bayesian Network (BN).
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2.1 Bayesian networks A BN is a probabilistic graphical model that represents a set of variables and their probabilistic dependencies (Pearl, 1998). A BN, also called a belief net, is a directed acyclic graph (DAG), which consists of nodes to represent variables and arcs to represent dependencies between variables. Arcs, or links, also represent causal influences among the variables. The strength of an influence between variables is represented by the conditional probabilities which are summarized in a conditional probability table (CPT). If there is an arc from node A to another node B, A is called a parent of B, and B is a child of A. The set of parent nodes of a node X is denoted parents(X). The size of the CPT of a node X depends on the number s of its states, the number n of parents(X), and the number sj of parent states, in the following way: n ∏ size(CP T ) = s · sj . (2) j=1



For every possible combination of parent states, there is an entry listed in the CPT. Thus, for a large number of parents the CPT will expand drastically. If the node X has no parents, its local probability distribution is said to be unconditional, otherwise it is conditional. If the value of a node is observed, then the node is said to be an evidence node. A key application of a BN is the computation of posterior probabilities of the form P (x|ϵ), where, in general, ϵ is evidence (i.e., information) received from external sources about the (possible) states/values of a subset of the variables of the network. For a set E of discrete evidence variables, the evidence appears in the form of a likelihood distribution over the states of E; also often called an evidence function for E. In the next section, we will describe a suitable BN able to deal with the on-line auditing; by inserting evidence on the nodes encoding the answers to the queries, we will compute the probability of a privacy breach in equation (1). Independence of causal influence (ICI) (Srinivas, 1993) among local parentchild or cause-eﬀect relationship allows for further factoring. ICI has been used to reduce the complexity of knowledge acquisition. The size of conditional distribution that encodes the max (or min) operator can be reduced when the n-ary max (resp. min) operator is decomposed into a set of binary max (resp. min) operators. Two well known approaches to the decomposition are: parent divorcing (Olesen et al, 1989) and temporal transformation (Heckerman, 1993). Parent divorcing constructs a binary tree in which each node encodes a binary operator. Temporal transformation constructs a linear decomposition tree in which each node encodes a binary operator.



2.2 Using Bayesian networks for on-line max-min and sum auditing In the literature, on-line max-min auditing (combination of max and min queries) has been addressed with some restrictive assumptions, primarily that sensitive values must be all distinct and the sensitive field has an uniform distribution. Canfora and Cavallo (2009b) propose a Bayesian approach able to: – remove these limitations;
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Fig. 2 Temporal transformation for the max-query max{y1 , y2 , y3 }. For each i = 1, 2, 3, P r(yi = 8|max{y1 , y2 , y3 } = 8) = 47 = 0.5714. Table 1 Table with a duplicated sensitive value. EMPLOYEE Z (*1000 ¤)



Alice 9



Bob 8



Carl 8



David 5



Evelyn 4



– deal with max-min auditing; – manage the implicit delivery of information that derives from denying the answer to a query; – provide a graphical representation of user knowledge; – capture user background knowledge. In the approach, a BN is able to deal with the on-line auditing: indeed, by means of inference on the BN, the auditor decides whether or not to answer the query. Both the structure and the CPTs of the BN are updated at run-time, that is after each user query; for reducing the CPT size of the BN, each query is represented by means of a temporal transformation. Example 5 The temporal transformation for the max query max{y1 , y2 , y3 }, with answer equal to 8, is represented in Figure 2. Thus, if the auditor provides the answer to the query, then each sensitive data is disclosed with probability equal to 0.5714. A unique aspect of our work is that the BN is built dynamically as a new query is submitted; thus, after adding the nodes for the current query, we insert evidence and provide the answer if and only if the privacy is not breached. Example 6 Let Table 1 be a dataset containing salaries (Z) of 5 employees. Then, the sequence of the max-min queries max{z2 , z4 }, max{z3 , z5 }, min{z2 , z5 } is modelled by means of the BN in Figure 3; we stress, for instance, that Carl’s salary is disclosed with probability equal to 0.8571. Canfora and Cavallo (2009a) deal with the on-line max auditing in dynamic databases. A static database is one that never changes after it has been created.
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Fig. 3 BN for the sequence: q1 = max{z2 , z4 }, q2 = max{z3 , z5 }, q3 = min{z2 , z5 }. In absence of user background knowledge, P r(z3 = 8|m1 = 8, m2 = 8, m3 = 4) = P r(z4 = 8|m1 = 8, m2 = 8, m3 = 4) = 0.8571; thus, if tol is chosen smaller or equal to this value then the privacy is breached.



Fig. 4 P (xi |



∑7 i=1



xi = 3,



∑6 i=3



xi = 2)



Most census are static: whenever a new version of the database is created, the new version is considered to be another static database. A dynamic databases can change over time. This feature can complicate the privacy problem considerably, because frequent releases of new versions may enable users to make use of the diﬀerences among the versions in ways that are diﬃcult to foresee. Canfora and Cavallo (2010) consider the problem of auditing databases which support statistical sum-queries to protect the security of sensitive information and focus on the case in which the domain of the sensitive information is a discrete set, in particular a boolean domain. Principles and techniques developed for the privacy of SDBs in the case of continuous attributes do not apply here. A probabilistic framework is proposed for the on-line sum-auditing and the sum-queries are audited by means of a BN; Cavallo and Canfora (2012) propose an optimization of this BN, based on parent divorcing or temporal transformations, in such way that the CPT size of the BN for a sum-query of length l decreases from the complexity O(2l ) to O(l3 ). Example 7 Let us consider a hospital that collects data from patients and provides patients’ information to an external medical center; it would be desirable to help advance medical research by allowing statistical analysis of collected data, while no medical information, that could be related to a specific patient, must be released. Let us assume that xi = 1 encodes “HIV=YES”for the i-th patient (resp. xi = 0 encodes “HIV=NO”); of course xi is a sensitive data. Since the domain of the sensitive field is the boolean one, a sum query is ∑equivalent to ∑a count query. If the medical center submits the sum/count queries 7i=1 xi and 6i=3 xi , with answers 3 (i.e. 3 patients with HIV) and 2 (i.e. 2 patients with HIV) respectively, the BN, encoding medical center’s knowledge, is shown in Figure 4. Thus, if the tolerance value tol is chosen greater than 0.6666 then the privacy is not breached.
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The BN, proposed for dealing with the on-line auditing, is able to manage with several kinds of user background knowledge (e.g. additional knowledge about one or more sensitive values, sensitive field with known probability distribution); thus we will be able to deal with privacy problems in several social contexts. An interesting question is to define a notion of usefulness for an auditing scheme; obviously if an auditor always denies, the privacy is never breached, but the user has not usefulness from the SDB. Intuitively, it seems that the more an auditing scheme denies, the less useful it is. On the other hand, the more an auditing scheme answers, the less secure it might be. Thus, in (Canfora and Cavallo, 2009b, 2010), a preliminary set of experimental trials is performed; it is aimed at assessing the usefulness of auditing system in terms of probability to deny with respect to a fixed tolerance value, to a fixed number of queries and with respect to the queries length. However an exact analysis of usefulness of our auditing system is an open problem and we forecast the use of a suitable metric and the utility theory for evaluating the trade-oﬀ between usefulness and risk of the Bayesian approach.



3 Privacy requirements prioritization Data privacy plays a central role in many modern applications; thus it is needed to plan and design a system with privacy in mind. In the same way in which software functional requirements are analysed up-front to make sure that the planned system will meet user needs in terms of services being delivered, privacy requirements must be defined up-front to satisfy the needs of the customers and to comply with laws, standards and service policies. Capturing and modelling privacy requirements in the early stages of system development is essential to provide high assurance of privacy protection to both stakeholders and consumers. A mechanism is needed to model privacy requirements and user privacy preferences in a systematic way so that privacy policies can be enforced in the software system. What happens if engineers fail to develop adequate privacy requirements? Requirements influence an overall implementation. Therefore, lacking adequate privacy requirements, the system may not prevent violations of human rights, such as leaking personal information. Legislative and economic penalties for such violations are more serious these days. Example 8 Let us consider an e-voting system. A fundamental objective for democratic elections is secrecy of the vote. It requires that only the voter knows his voting decision and nobody else is able to gain information about it. Thus, the system has to satisfy privacy requirements in addition to functional and security ones. The privacy requirements for this system include: – the privacy of the vote has to be guaranteed during the casting, transfer, reception, collection, and tabulation of vote. For instance, in the TCP/IP protocol suite, an Internet packet carries the IP addresses of the source and the destination machines. In e-voting systems the awareness by the destination machine of the IP address of the source machine, may compromise the anonymity requirement. Even if a client sends a vote without any identifying information
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the identity of the voter can be extracted from the IP address. Voting protocols seek to overcome this problem by implementing an anonymous channel whereby a server can reliably and securely receive messages but cannot determine the identity of the sending machine; – none of the participants involved in the voting process (organizers, election oﬃcials, trusted third parties, voters, etc) should be able to link a vote to an identifiable voter.



3.1 Pairwise Comparison Matrices Related to the phase of privacy requirements prioritization, diﬀerent structured techniques can be used. As proposed by Bijwe and Mead (2010), we will use Pairwise Comparison Matrices (PCMs); this method allows us to: – apply a pairwise comparison to assess the preference intensity of a requirement over an other; – determine the priority of privacy requirements; – measure the consistency of the preferences. More exactly, let X = {x1 , x2 , ..., xn } be a set of alternatives or requirements, a Decision Maker(DM) may state his/her preferences, for the set X, by means of a preference relation A : (xi , xj ) ∈ X × X 7→ A(xi , xj ) = aij ∈ R, where aij represents the preference intensity of xi over xj . The preference relation is represented by the PCM:   a11 a12 ... a1n  a21 a22 ... a2n   A= (3)  ... ... ... ...  . an1 an2 ... ann A condition of reciprocity is assumed for a PCM in such way that the intensity of preference of xi over xj , expressed by the entry aij , can be exactly read by means of the element aji . In literature, several kinds of PCMs are proposed, thus the entry aij assumes diﬀerent meanings: – in multiplicative PCMs, aij represents a preference ratio in ]0, +∞[ and the reciprocity is expressed by aji = a1ij , for each i, j ∈ {1, . . . , n}; – in additive PCMs, aij is a preference diﬀerence in ] − ∞, +∞[ and the reciprocity is expressed by aji = −aij ; – in fuzzy PCMs, aij is a preference degree in [0,1] and the reciprocity is expressed by aji = 1 − aij . In an ideal situation, in which the DM is strongly coherent when stating his/her preferences, the PCM satisfies the consistency property, that, in the multiplicative case, is expressed as follows: aik = aij · ajk



∀ i, j, k = 1, . . . , n.



(4)
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Under condition of consistency for A = (aij ), the preference value aij can be expressed by means of the components of a suitable vector, called consistent vector for A = (aij ); for a multiplicative PCM, it is a positive vector w = (w1 , w2 , ..., wn ) verifying the condition wi = aij wj



∀ i, j = 1, . . . , n.



Thus, if A = (aij ) is a consistent PCM, then it is reasonable to choose a priority vector in the set of consistent vectors, while if A = (aij ) is an inconsistent PCM then we look for a vector that is close to be a consistent vector, for the multiplicative case: wi ≈ aij ∀ i, j = 1, . . . , n. wj In literature, the notions of consistency and consistent vector are provided for additive and fuzzy cases too. Multiplicative PCMs play a basic role in the Analytic Hierarchy Process (AHP) (Saaty, 1980), it is a structured technique for dealing with complex decisions. Rather than prescribing an ideally correct decision, the AHP helps the DMs to find the one that best suits their needs and their understanding of the problem. The AHP provides a comprehensive and rational framework for structuring a decision problem, for representing and quantifying its elements, for relating those elements to overall goals, and for evaluating alternative solutions. To make a decision in a systematic way, we need to decompose the decision into the following steps (Saaty, 2008): 1. “Define the problem and determine the kind of knowledge sought. 2. Structure the decision hierarchy from the top with the goal of the decision, then the objectives from a broad perspective, through the intermediate levels (criteria on which subsequent elements depend) to the lowest level (which usually is a set of the alternatives). 3. Construct a set of pairwise comparison matrices. Each element in an upper level is used to compare the elements in the level immediately below with respect to it. 4. Use the priorities obtained from the comparisons to weigh the priorities in the level immediately below. Do this for every element. Then for each element in the level below add its weighed values and obtain its overall or global priority. Continue this process of weighing and adding until the final priorities of the alternatives in the bottom most level are obtained.” AHP is used around the world in a wide variety of decision situations, in fields such as government, business, industry, healthcare and education; recently, Saaty and Zoﬀer (2011) propose AHP for negotiating the Israeli-Palestinian Controversy. In the last twenty years many features of Saaty’s AHP have been criticised (e.g. Barzilai, 1998): – the assumption of the Saaty scale S = { 19 , 18 , 17 , 16 , 51 , 14 , 13 , 12 , 1, 2, 3, 4, 5, 6, 7, 8, 9} restricts the DM’s possibility to be coherent (consistent): for instance, if a12 = 4, that is the privacy requirement x1 is preferred 4 times to privacy requirement x2 , and a23 = 3, that is the privacy requirement x2 is preferred 3 times to privacy requirement x3 , then the DM is coherent if and only if
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Fig. 5 Example of hierarchy (Figure from (Vargas, 2010)).



a13 = 12, that is the privacy requirement x1 is preferred 12 times to privacy requirement x3 , but as 12 is not in the Saaty scale, the DM will not be coherent. The assumption of any limited and closed set of values presents the same shortcoming (e.g. the interval [0, 1] for fuzzy PCMs); – a measure of closeness to the consistency for a PCM has been provided by Saaty in terms of the principal eigenvalue λmax . This measure has been questioned because it is not easy to compute, has not a simple and geometric meaning and, in some cases, seems to be unfair; – the right eigenvector associated to λmax has been considered as a prioritization vector, unfortunately it does not satisfy the independence of scale-inversion condition. So it may be that if the DM expresses the preference values respect to the privacy requirements over a scale or over its inverse scale, then he/she may obtain two diﬀerent prioritizations; – the conventional AHP leads to the possibility of occurrence of the rank reversal phenomenon (adding or deleting an alternative or criteria may cause a reversal in the ranking of the old ones). Since the set of the privacy requirements is often not fixed ex-ante ante but is variable and is constructed in accordance with reasons of relevance, simplicity and privacy laws, the application of AHP is potentially flawed. Thus, Cavallo and D’Apuzzo (2009a, 2010, 2012a) and Cavallo et al (2012) propose PCMs over an abelian linearly ordered group G = (G, ⊙, ≤); this approach generalizes multiplicative, additive and fuzzy approach and is able to remove the first three shortcomings of the classical AHP; currently, we are investigating the rank reversal phenomenon. In detail, the notion of ⊙-consistency expressed by means of the group operation ⊙: aik = aij ⊙ ajk



∀i, j, k = 1, . . . , n,



(5)



allows us to remove the first drawback; we stress that equation (5) is equal to equation (4) if ⊙ is the usual multiplication. Under the assumption of divisibility of G, for each A = (aij ), a consistency measure IG (A), expressed in terms of ⊙-mean of G-distances, is provided and a ⊙-mean vector wm (A) = (w1 , . . . wn ), satisfying the independence of scale-inversion condition, is associated to A. A link between wm (A) and IG (A) gives more validity to IG (A) and more meaning
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to wm (A); in fact, it ensures that if IG (A) is close to the identity element then, from a side A is close to be a consistent PCM and from the other side wm (A) is close to be a consistent vector; thus, it can be chosen as a priority vector for the alternatives. Others properties of wm (A) and IG (A) are described by Cavallo and D’Apuzzo (2012a) and Cavallo et al (2012), respectively. Example 9 Let us consider a bank that has to develop an e-banking service for allowing his customers to conduct financial transactions on a secure website. The bank will be directly responsible for the safety and privacy of the e-banking service. The system will have to satisfy privacy requirements in addition to functional and security ones, such as: x1 clearly articulate the level of customer privacy and at what extent his/her information (e.g. salary, credit cards number, electronic funds transfer) will be exposed internally within the bank (e.g., operator, database administrator, manager); x2 a customer must be given the option of not giving their personally identifiable information if the information collected is not related to the primary purpose for which the information was collected; x3 the customers choice about personally identifiable information being disclosed to third parties must be honoured. The customer must also have the means to change their choice; x4 provide information about how personally identifiable information collected by the site. Each website should satisfy x2 , x3 and x4 (PrivacyTrust, 2002). Let us suppose that a bank’s DM expresses his/her preference intensities by means of the following multiplicative PCM:   1 2 4 5   1  5   1 2 2  2 ; A= 1 1  5   1 4  4 2   1 2 4 5 5 5 1 we stress, for instance, that a14 = 5 means that the DM prefers the privacy requirement x1 5 times with respect to x4 . Since A is a consistent PCM (i.e. aik = aij · ajk ∀i, j, k = 1, . . . , 4), the DM is perfectly coherent when expressing his/her preferences. The ⊙-mean vector (i.e. its i-th component wi is the geometric mean of the elements of i − th row of A) √ √ √ (√ 5 4 8 ) 4 4 5 4 wm (A) = 40, , , 2 32 125 provides a privacy requirements prioritization: indeed, by w1 > w2 > w3 > w4 , we have x1 ≻ x2 ≻ x3 ≻ x4 , where xi ≻ xj means that xi is strictly preferred to xj ; moreover wi represents the weight of the privacy requirement xi . wi We stress that wm (A) is a consistent vector (i.e. w = aij , ∀i, j = 1, . . . , 4). j
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Example 10 Let us consider the e-voting system in Example 8 and let {x1 , x2 , x3 } be a set of privacy requirements (e.g. privacy of the vote during the transfer, collection and tabulation of the vote) and   1 2 7   1   1 3 B= 2    1 1 7 3 1 a multiplicative PCM encoding the preference intensities of the privacy requirements. Then, B is an inconsistent PCM (e.g. b13 ̸= b12 · b23 ) and √ √ (√ 1) 3 3 3 3 14, . wm (B) = , 2 21 wi Since B is inconsistent, the ratio w gives only an approximation of bij (e.g. j w1 w2 = 2.105 ≈ b = 2 and = 3.16 ≈ b 12 23 = 3). w2 w3



To assess the eﬀectiveness of our approach for privacy requirements prioritization, we propose the application of the proposed methodology to diﬀerent contexts, such as e-banking, e-government, e-voting and cloud computing services.



4 Conclusions and future work We propose new paradigms for disclosure control in statistical databases and privacy requirements prioritization by means of techniques such as Bayesian networks and pairwise comparison matrices. Several fields in the social sciences, economics and engineering will benefit from the advances in this research area: e-voting, e-government, e-commerce, e-banking, e-health, cloud computing and risk management are a few examples of applications for the findings of this research. With regard to disclosure control tools in statistical databases, there are several directions for further investigation. A first goal is to quantify the usefulness of the auditing scheme. For usefulness, we mean the probability to deny with respect to a fixed tolerance value, to a fixed number of queries and with respect to the queries length. As discussed in Section 2.2, the exact analysis of usefulness for the auditing system is an open problem. Finally, we are exploring combinations of diﬀerent statistical queries (sum, mean, count, etc.) and we are modelling the collision of multiple users in the system; currently, the system builds a BN for each user, and this could entail scalability problem for large applications. Our long-term research goal is to use a BN as a unifying framework including the interactions among the various domains of uncertainty that aﬀect query auditing in statistical databases. Our future work will be directed also to investigate, in the general framework of pairwise comparison matrices over a divisible alo-group, the following topics: – to look for conditions weaker than consistency that allow us to identify the actual qualitative ranking on a set of criteria, alternatives or requirements. Then, the problem will be to find a vector agreeing with this ranking (Basile and D’Apuzzo, 2002; Cavallo and D’Apuzzo, 2009b);
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– to define the decision procedure of the AHP; – to deal with the rank reversal phenomenon. To assess the eﬀectiveness of this approach for privacy requirements prioritization, we propose the application of the proposed methodology to diﬀerent contexts, such as e-banking, e-government, e-voting and cloud computing services. However, others multi-criteria techniques will be experimented. Moreover our future research tasks include, but are not limited to new paradigms for: – Privacy-Preserving Record Linkage. The privacy problem becomes more complex when diﬀerent archives, managed by diﬀerent organizations, must be crossed through techniques of record linkage. We will address the limitations of the current approaches by proposing novel methods, for instance a combination of cryptographic techniques and anonymization methods will be able to evaluate the trade-oﬀ of the solutions along three dimensions: privacy, cost and accuracy; – Privacy metrics. These metrics measure the achieved privacy protection. The task includes the study of inter-temporal metrics, measuring the utility and risk as a function of the time horizon, and the extension of privacy metrics to unstructured data (e.g. police reports, court decisions). While the above topics have been presented separately, there are obvious connections among them. For example, graphical models, such as the Bayesian networks, are useful in Privacy-Preserving Record Linkage. Another example involves the use of a suitable metric to evaluate the trade-oﬀ between utility and risk of the Bayesian approach. Finally, a business plan has been drawn up for planning research and development activities of an enterprise acting in the field of data privacy.
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