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  1. Introduction   Most  everyone  who  has  ever  owned  a  TV,  DVD  player  or  stereo  knows  that  the  dearth  of  remote  controls   that  came  with  them  could  quickly  become  the  bane  of  any  couch  potato's  existence.    In  today's  modern   world  of  the  Home  Theater  PC,  Digital  Video  Recorders  and  media  hubs  there  is  still  one  stone  age   invention  floating  around  in  spades:  the  infrared  remote  control.    This  project  proposes  to  do  for  these   media  devices  what  the  universal  remote  control  did  for  TVs  and  VCRs,  to  relieve  our  coffee  table  of  the   many,  hard  to  use  remote  controls.       One  common  aspect  that  all  of  these  devices  tend  to  have  is  that  they  are  attached  to  a  home  network.    This   fact  is  a  prime  opportunity  to  unify  their  control  under  one  single  umbrella.    In  this  project  I  will  layout  a   protocol  for  making  the  control  of  these  devices  universal.    It  is  my  goal  to  make  the  protocol  simple  and   easy  to  implement  yet  flexible  enough  to  handle  the  full  range  of  digital  media  devices.  I  have  chosen  to  call   this  protocol  the  Universal  Remote  Control  protocol  or  URC.  



1.1.



Related  Work  



Apple  Computer's  Digital  Audio  Control  Protocol  (DACP)  is  one  of  the  few  existing  implementations  of  a   network-‐based  remote  control.    Currently  the  DACP  protocol  runs  in  Apple's  iTunes  software  on  a  PC  and   allows  an  iPhone  or  iPod  touch  to  connect  to  and  control  the  music  that  is  playing  on  the  PC  through   iTunes.       DACP  protocol  uses  Zeroconf  networking  to  allow  the  iPhone  to  discover  the  iTunes  library  on  the  PC.    The   iPhone  then  controls  the  library  over  HTTP  via  a  series  of  URL  based  commands.    The  payload  data   between  iTunes  and  the  iPhone  is  in  a  proprietary  binary  format  specific  to  the  iPhone  and  iTunes.  [1]   While  the  DACP  protocol  presents  some  great  patterns  and  methods  for  providing  remote  control  via  a   network,  it's  lack  of  openness  (despite  it's  use  of  standards  like  HTTP)  restricts  its  usefulness  in  achieving   the  goal  of  a  universal  remote.    Although  DACP  is  not  open,  in  the  interest  of  not  re-‐inventing  the  wheel  I   took  a  good  deal  of  inspiration  and  direction  from  DACP  in  designing  the  URC  protocol.  



My  purpose  in  designing  the  URC  protocol  is  to  enable  and  improve  upon  the  functionality  that  DACP   provided  in  an  open  and  standard  fashion.    I  also  attempted  to  design  URC  in  such  a  way  that  it  conforms  to   the  properties  of  a  well  designed  protocol.    



1.2.



Outline  



In  this  report  I  will  give  an  introduction  to  Zeroconf  networking,  as  it  is  a  base  layer  for  the  URC  protocol.    I   will  then  describe  the  syntax  and  semantics  of  the  URC  protocol  and  give  a  synopsis  of  my  reference   implementation.  Finally  I  will  conclude  by  laying  out  future  directions  for  the  protocol  and  it's  use.      



2. Zeroconf   Zeroconf  was  created  with  goal  of  easing  the  configuration  problems  that  come  with  networking.    Since  the   primary  target  environment  of  URC  is  the  home  network  Zeroconf  is  the  perfect  candidate  for  linking  a   remote  control  to  the  device  or  service  that  it  will  control.    Zeroconf  networking  is  comprised  of  three   different  components  dynamic  IP  configuration,  multi-‐cast  DNS,  and  DNS  service  discovery.    The  URC   protocol  relies  on  all  three  of  these  components  to  make  a  simple  user  experience  on  the  device  possible.       In  order  to  find  out  what  devices  the  remote  is  able  to  control  it  will  need  to  be  able  to  quickly  and   seamlessly  connect  to  a  network.    Traditionally  in  networking  a  user  would  need  to  have  administrative   knowledge  of  the  network  that  they  intend  to  connect  to  and  then  configure  the  device's  IP  settings  to  join   the  network.    Zeroconf's  dynamic  IP  configuration  takes  care  of  these  details  for  the  user.       Dynamic  IP  configuration  will  determine  a  unique  address  for  the  remote,  determine  the  correct  subnet   mask,  and  detect  and  deal  with  address  conflicts  between  itself  and  other  devices  on  the  network  [2].    A   host  will  pick  an  IP  address  to  assign  itself,  but  before  using  this  IP  address  it  must  determine  if  any  other   host  has  already  used  the  address.    It  can  do  this  by  broadcasting  ARP  requests  to  the  other  hosts  on  the   network  to  see  if  any  of  them  claim  the  IP  address  it  has  chosen  (Figure  1).    If  it  does  not  receive  a  reply   claiming  the  IP  it  will  assume  that  it  can  take  the  IP  address  as  it's  own.    If  another  host  claims  the  IP  it  will   choose  another  IP  and  try  the  same  process  [3].  



00:23:32:bc:a3:b2 > ff:ff:ff:ff:ff:ff, ARP, length 42: Request who-has 169.254.153.1 tell 0.0.0.0, length 28 Figure  1:  A  packet  capture  of  an  ARP  broadcast  to  see  if  anyone  claims  169.254.153.1  



Once  the  remote  has  connected  to  the  network  it  will  need  to  find  hosts  that  speak  its  language,  this  is   analogous  to  the  "function"  button  on  a  traditional  remote  control.    Multi-‐cast  DNS  and  DNS  service   discovery  provide  this  functionality.    These  two  protocols  give  the  remote  the  ability  to  broadcast  a  DNS  



query  to  all  the  hosts  on  the  network  and  see  if  any  of  them  will  support  the  URC  protocol.    The  remote  will   broadcast  a  DNS  request  on  port  5353  to  all  the  hosts  on  the  network  asking  if  they  support  the  URC   protocol  (Figure  2).       0:35:41.459168 IP (tos 0x0, ttl 255, id 61391, offset 0, flags [none], proto UDP (17), length 61) 192.168.0.5.5353 > 224.0.0.251.5353: [udp sum ok] 0 PTR (QM)? _urc._tcp.local. (33) Figure  2:  A  packet  capture  of  an  mDNS  query  asking  for  hosts  that  support  the  URC  protocol.    The  string  "_urc._tcp"  is  the   specifier  for  the  URC  protocol.  



In  addition  to  enumerating  hosts  that  support  the  URC  protocol  the  response  to  the  DNS  query  will  return   valuable  information  in  the  DNS  TXT  record  of  the  response.  This  information  can  be  name  value  pairs  used   to  tell  the  client  more  about  the  service  it's  talking  to  [4]  (Figure  3).  



20:39:49.749102 IP6 (hlim 255, next-header UDP (17) payload length: 279) fe80::223:12ff:fe55:69ae.5353 > ff02::fb.5353: [udp sum ok] 0*- [0q] 4/0/4 Universal Remote Control._urc._tcp.local. (Cache flush) SRV jhomac.local.:9998 0 0, Universal Remote Control._urc._tcp.local. (Cache flush) TXT "SrvName=My Media Server" "SrvTyp=Audio" "Vers=1", _services._dns-sd._udp.local. PTR _urc._tcp.local., _urc._tcp.local. PTR Universal Remote Control._urc._tcp.local. ar: jhomac.local. (Cache flush) A 192.168.0.5, jhomac.local. (Cache flush) AAAA fe80::223:12ff:fe55:69ae, jhomac.local. (Cache flush) NSEC, Universal Remote Control._urc._tcp.local. (Cache flush) NSEC (271)



 



Figure  3:  The  results  of  a  mDNS  query.    The  SRV  record  tells  the  remote  what  hostname  and  port  to  connect  to.    The  TXT   record  contains  information  about  the  protocol  being  queried.  



3. Protocol  Design  Concerns   Now  that  we've  given  the  remote  control  a  way  to  discover  and  connect  to  servers  that  support  the   protocol  we  can  take  a  look  at  the  protocol  itself.  In  designing  the  URC  protocol  I  attempted  to  follow  some   of  RFC3117,  which  lays  out  some  the  properties  of  a  well-‐designed  protocol.    I  specifically  aimed  my  sights   on  simplicity  and  extensibility.    As  we  take  a  tour  through  the  protocol  I  will  highlight  the  decisions  I  made   to  keep  the  protocol  simple  and  extensible.  [5]   Firstly,  let's  take  a  look  at  the  aspects  of  the  protocol  that  promote  simplicity.    Where  many  standard   Internet  protocols  work  over  raw  sockets  and  specify  their  own  communication  control  URC  makes  use  of   HTTP  as  a  transport  layer  for  the  request  and  response.    HTTP  has  become  a  de  facto  standard  for   implementing  APIs  and  protocols.  The  ubiquity  of  HTTP  servers  and  libraries  make  it  a  good  choice  for  URC   versus  the  consuming  and  error  prone  process  of  fashioning  a  new  protocol  over  raw  sockets.  



Another  aspect  of  URC  that  promotes  simplicity  is  using  JSON  as  a  payload.    Apple's  DACP  protocol  uses  a   proprietary  binary  encoding  for  the  data  payloads.    While  there  are  many  reasons  for  using  such  a  payload   format  simplicity  is  generally  not  one  of  them.    JSON  is  a  simple  and  straightforward  way  to  represent  data.     The  payloads  are  easy  to  understand  and  there  are  many  libraries  out  there  for  parsing  and  marshalling  the   format  across  the  wire.    Overall  it's  an  easier  protocol  for  developers  to  work  with  than  a  binary  format.   The  final  aspect  of  the  protocol  that  promotes  simplicity  is  the  use  of  a  Representational  State  Transfer   architecture.    REST,  as  it's  known,  promotes  a  style  of  designing  systems  that  run  over  HTTP.    The  REST   style  promotes  the  use  of  the  HTTP  verbs  GET,  PUT,  POST  and  DELETE  to  provide  a  uniform  interface  for   interacting  with  a  URC  server.    This  uniform  interface  will  make  it  easy  for  developers  to  understand  and   work  with  the  protocol  because  the  interactions  will  be  predicable,  consistent,  and  familiar.  [6]   The  extensible  aspects  of  the  URC  protocol  are  built  into  the  data  structures  encoded  in  the  payload  of  the   operations  themselves.    Through  both  the  use  of  JSON  as  a  payload  format  and  the  discovery  mechanisms   that  the  protocol  employs  the  URC  protocol  can  be  expanded  to  include  new  media  formats  and  server   properties.    These  formats  and  properties,  which  I'll  cover  in  depth  later,  will  allow  developers  to  add  more   functionality  to  URC  clients  and  servers  without  hijacking  or  diluting  the  protocol.  



4. The  URC  Protocol   Now  that  I've  laid  out  some  of  the  base  properties  of  the  URC  protocol  let's  take  a  look  at  semantics  and   syntax  of  the  protocol  itself.    URC  is  split  into  two  main  categories  of  operations:  discovery  and  control.      



4.1.



Discovery  



Discovery  is  aimed  at  enumerating  the  information  that  the  server  can  handle  and  that  the  remote  can   control.    The  discovery  mechanisms  expose  information  about  the  server's  state  and  capabilities  as  well  as   cataloging  the  media  that  it  contains.       The  most  important  feature  of  discovery  are  catalogs  and  media.    Catalogs  contain  media  that  the  remote   can  select  and  request  the  server  to  play  (Figure  4).    The  server  could  have  any  number  of  catalogs  to  house   various  media  types  such  as  audio  or  video.    Catalogs  could  be  comprised  of  categories  such  as  television   shows  and  movies  that  further  organize  the  video  media  type.  



GET http://localhost:9998/catalogs/ x-session-id: a7fcc8dd-d749-4d2f-869f-ffa1b28a0fdb HTTP 200 OK Transfer-Encoding: chunked Date: Sat, 24 Apr 2010 04:03:09 GMT Content-Type: application/json [ { "id":1, "name":"Music", "mediaType":"Audio", "createDate":"2010-04-23" }, { "id":2, "name":"TV Shows", "mediaType":"Video", "createDate":"2010-04-23" }, { "id":3, "name":"Movies", "mediaType":"Video", "createDate":"2010-04-23" } ] Figure  4:  An  HTTP  GET  request  and  response  to  enumerate  catalogs.  



Media  discovery  enumerates  the  meta  data  that  a  server  has  surrounding  a  particular  audio,  video,  or  other   media  that  the  user  selects.    In  keeping  with  common  REST  practices  the  media  interface  URL  is  nested   underneath  the  catalog  URLs  in  an  way  that  the  URLs  for  a  media  can  be  easily  constructed  once  the  user   has  selected  a  catalog  to  pick  media  from  (Figure  5).      



GET http://localhost:9998/catalogs/1/media x-session-id: a7fcc8dd-d749-4d2f-869f-ffa1b28a0fdb HTTP 200 OK Transfer-Encoding: chunked Date: Sat, 24 Apr 2010 16:28:34 GMT Content-Type: application/json [ { "id":1, "type":"Audio", "data":[ { "value":"Ziggy Stardust", "type":"Title", }, { "value":"David Bowie",



"type":"Artist", }, { "value":"The Rise and Fall of Ziggy Stardust and the Spiders from Mars", "type":"Album", } ], "createDate":"2010-04-24" }, { "id":2, "type":"Audio", "data":[ { "value":"Reservations", "type":"Title", }, { "value":"Wilco", "type":"Artist", }, { "value":"Yankee Hotel Foxtrot", "type":"Album", } ], "createDate":"2010-04-24" } ] Figure  5:  A  request  for  the  contents  of  a  catalog.  



4.2.



Control  



Once  the  remote  control  has  given  the  user  the  ability  to  browser  and  select  media  from  the  catalogs   contained  in  the  device,  the  user  needs  to  be  able  to  control  the  playback  of  said  media.    The  control  portion   of  the  protocol  provides  this  functionality.    Control  functionality  is  divided  into  to  the  sub  areas  of  control   and  server  properties.       The  remote  uses  control  commands  to  control  playback  of  media.    The  control  functionality  exposes   commands  such  as  play,  pause,  next  track,  previous  track  and  seek.    For  example  the  play  command  is  given   a  catalog  identifier  and  media  identifier  for  the  media  that  the  user  wishes  to  play  (Figure  6).    The  server   should  then  select  the  catalog  and  media  from  its  data  set  and  begin  playback  of  the  media  and  return  the   status  of  that  playback  so  that  the  remote  control  can  update  the  user  interface  to  reflect  that  status.        



POST http://localhost:9998/control/playPause?mediaId=1&catalogId=1 x-session-id: a7fcc8dd-d749-4d2f-869f-ffa1b28a0fdb HTTP 200 OK Transfer-Encoding: chunked Date: Sat, 24 Apr 2010 16:58:24 GMT Content-Type: application/json { "remaining":0, "sessionId":"a7fcc8dd-d749-4d2f-869f-ffa1b28a0fdb", "shuffle":false, "mute":false, "repeat":false, "volume":5, "trackLength":0, "playing":true, "media":{ ... }, "catalog":{ ... } } Figure  6:  Sending  a  play  request  to  the  server  and  the  status  response  that  is  returned.  



Setting  server  properties  such  as  volume  level,  mute,  or  shuffle  is  another  responsibility  delegated  to  the   control  interface.    This  particular  area  is  where  a  good  deal  of  extensibility  is  required  as  the  protocol  may   be  employed  on  servers  with  unknown  or  unanticipated  features.    Therefore  properties  are  setup  as  name   value  pairs  that  give  future  implementations  the  ability  to  add  and  remove  properties  from  the  set  as   needed.    Clients  may  send  an  HTTP  GET  request  to  the  properties  URL  to  request  a  list  of  properties  and   their  current  values.    Setting  a  property  can  be  accomplished  by  sending  an  HTTP  POST  request  with  the   property  value  as  the  POST  data  (Figure  7).  



POST http://localhost:9998/control/properties/Volume x-session-id: 6a7fe252-b7ce-43b3-887e-2e24c5d00313 Content-Type: application/json { }  



"value":"1", "type":"Volume"



Figure  7:  Setting  the  Volume  property  to  1.  



To  keep  the  protocol  extensible  URC  exposes  a  list  of  the  types  of  properties  that  the  server  supports  as  a   part  of  the  discovery  interface  (Figure  8).    In  this  initial  version  of  the  protocol  the  server  only  returns  the   names  of  the  properties  that  are  supported,  however  the  response  should  be  expanded  to  include  some  



meta  data  about  the  properties  such  as  the  type  of  data  (Boolean,  Integer,  String)  that  the  property   represents.  



GET http://localhost:9998/propertyTypes x-session-id: a7fcc8dd-d749-4d2f-869f-ffa1b28a0fdb HTTP 200 OK Transfer-Encoding: chunked Date: Sat, 24 Apr 2010 16:58:25 GMT Content-Type: application/json { "properties":[ "Volume", "Shuffle", "Repeat", "Mute" ] } Figure  8:  Enumerating  the  property  types  that  the  server  supports.  



4.3.



Authentication  and  Security  



Since  URC  gives  the  user  control  over  a  device,  which  he  or  she  may  not  own,  it  is  necessary  to  provide  a   certain  level  of  authentication  in  the  protocol.    This  authentication  used  to  prevent  unauthorized  access  to  a   controllable  device  as  well  as  to  establish  one  remote  controls  right  to  control  a  device  at  any  given  time.       When  the  user  set's  up  the  server  device  on  his  or  her  network  they  should  enter  a  PIN  code  as  part  of  the   devices  configuration.    This  pin  code  will  be  used  to  establish  a  session  with  in  the  URC  protocol  which  will   be  used  by  the  server  to  ensure  that  only  one  device  controls  it's  state  at  a  single  time  (Figure  9).    The   server  will  return  a  session  ID,  which  should  be  passed  into  every  single  successive  request  made  to  the   server.  



GET http://localhost:9998/login?code=1234 HTTP 200 OK Transfer-Encoding: chunked Date: Sat, 24 Apr 2010 17:15:56 GMT Content-Type: application/json { ... , "sessionId":"6a7fe252-b7ce-43b3-887e-2e24c5d00313", ... } Figure  9:  Authenticating  a  remote  control  device  to  the  server.  



URC's  authentication  scheme  is  a  simple  one  and  the  goal  is  not  high  security.    Although  the  PIN  code   prevents  unauthorized  access  additional  security  should  be  provided  by  the  home  user's  network.    This  can   be  accomplished  either  through  a  wireless  network's  built  in  encryption  or  the  physical  security  of  a  wired   network.    Zerconf  does  not  traverse  networks  unless  specially  configured  to  do  so.    As  a  result,  standard   home  networking  equipment  should  sufficiently  isolate  devices  from  outside  attackers.    An  additional  level   of  security  could  be  provided  via  SSL  but  this  only  serves  to  mask  the  session  ID  from  being  hijacked  by   another  device  and  is  only  considered  optional  in  the  protocol.  



5. Implementation   I  have  provided  a  reference  implementation  of  a  client  and  server  for  the  protocol  written  in  Java.    The   server  is  written  with  as  a  standalone  J2SE  app  that  utilizes  standard  Java  development  techniques  and   libraries.    The  server  implements  the  basic  discovery  and  control  commands  and  even  is  capable  of  playing   back  some  MP3  files  as  a  demonstration.       The  client  is  written  as  a  simple,  rudimentary  Swing  application  that  demonstrates  some  of  the  very  basic   functionality  that  a  URC  client  should  have.    The  vision  is  for  the  remote  control  devices  to  run  on   Smartphone  and  Mobile  Internet  Devices  such  as  the  iPhone,  iPod  touch,  or  an  Android  Smartphone.     However,  for  the  purposes  of  demonstrating  the  use  of  the  protocol  I  deemed  it  necessary  to  write  a  client   that  can  be  run  on  any  PC  without  the  requirement  of  a  smart  phone.    A  touch  screen  smart  phone  would   enable  a  much  better  and  more  fluid  user  experience.      



6. Conclusion     As  I  have  stated  earlier  electronics  have  entered  a  new  age,  the  age  of  the  networked  device.  In  keeping   with  these  advances  it  seems  fitting  that  the  concept  of  the  remote  control  make  some  advances  as  well.    In   this  project  I  presented  the  URC  protocol  as  a  candidate  for  use  in  the  controlling  these  networked  devices.     Because  of  it's  simplicity,  openness  and  extensibility  it  is  my  hope  that  URC  or  a  protocol  derived  from  it   would  enable  remote  control  devices  that  would  be  welcome  replacements  the  clunky,  poorly  designed,   remotes  that  currently  infest  living  rooms  around  the  world.  



7. Future  Work   I  presented  the  URC  protocol  as  being  simple  and  extensible  because  of  its  use  of  open  and  standardized   technologies  and  protocols  such  as  Zeroconf,  HTTP,  JSON  and  REST.    There  is  however  room  for  further   simplification  and  extensibility.    The  protocol  could  be  refined  to  give  further  data  type  information  around   the  properties  and  the  meta  data  associated  with  media.    This  data  typing  would  allow  the  remote  control   interface  to  present  custom  UI  widgets  on  the  fly  for  new  meta  data  that  might  be  added  to  the  server.      



For  example  fields  marked  as  having  a  Boolean  type  can  be  implemented  as  checkboxes  or  toggle  switches   in  a  user  interface  without  the  application  developer  explicitly  adding  new  UI  elements  for  each  meta  data   item.    These  UI  elements  could  be  generated  on  the  fly  according  to  the  information  returned  by  the   discovery  portion  of  the  protocol.   Another  good  step  would  be  to  complete  the  implementation  I  provided  for  use  as  a  fully  functional   reference  implementation.    Combined  with  a  better  example  client  built  for  a  smart  phone  it  would  be   possible  to  flush  out  any  remaining  details  missing  from  the  protocol  and  help  prove  out  it's  usefulness.  
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9. Appendix  A  –  URC  Protocol  Resources     Resource  URL  



Method(s)  



/login?code=1234



GET  



/info



GET  



/dataTypes



GET  



/mediaTypes



GET  



/propertyTypes



GET  



/status



GET  



/catalogs



GET  



/catalogs/{catalogId}



GET  



/catalogs/{catalogId}/media



GET  



/catalogs/{catalogId}/media/{mediaId}



GET  



/properties



GET  



/properties/{type}



GET,  POST  



/control/next



POST  



/control/playPause?catalogId=X&mediaId=X



POST  



/control/previous



POST  



/control/seek?time=X



POST  
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