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Subject: Web Technology UNIT – I: IoT Web Technology



Question Bank and Answer Q.1 What is IoT? What is difference between IoT and cloud computing? Ans: 







      



Internet of Things (IoT) is a concept and a paradigm that considers pervasive presence in the environment of a variety of things/objects that through wireless and wired connections and unique addressing schemes are able to interact with each other and cooperate with other things/objects to create new applications/services and reach common goals. IoT is service oriented network with resource constraints and is mandatory subset of future Internet. IoT is convergence of sensor nodes, RFID objects and smart devices. IoT connects objects around us (electronic, electrical, non-electrical) to provide seamless communication and contextual services provided by them. The cloud computing are tightly coupled in the Internet of thing. The growth of the Internet of Thing (IoT) and the rapid development of technologies create a widespread connection of “thing”. This will lead to the production of large amounts of data, which needs to be stores, processed and accessed. Cloud computing as a paradigm for big data storage and analytics. The combination of cloud computing and IoT can enable sensing services and powerful processing of sensing data stream. For example, the sensing data to be stored allowed by cloud computing and it used intelligently for smart monitoring and actuation with the smart devices. There are two systems in the cloud that will be used, which are to transform data to insight and drive productive, cost-effective actions from these insights.



Fig: Cloud computing Q.2 What is Internet of Things? Explain the IoT Ecosystem. Ans:
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Internet of Things (IoT) is a concept and a paradigm that considers pervasive presence in the environment of a variety of things/objects that through wireless and wired connections and unique addressing schemes are able to interact with each other and cooperate with other things/objects to create new applications/services and reach common goals. IoT is service oriented network with resource constraints and is mandatory subset of future Internet. IoT is convergence of sensor nodes, RFID objects and smart devices. IoT connects objects around us (electronic, electrical, nonelectrical) to provide seamless communication and contextual services provided by them. Internet of Things application areas, Smart Cities (and regions), Smart Car and mobility, Smart Home and assisted living, Smart Industries, Public safety, Energy & environmental protection, Agriculture and Tourism as part of a future IoT Ecosystem as shown in figure have acquired high attention.



As the Internet of Things develops, further potential is estimated by a combination with related technology approaches and concepts such as Cloud computing, Future Internet, Big Data, robotics and Semantic technologies. The IoT ecosystem comprises of o IoT Applications desirable to stakeholders/users o IoT Enabling Technologies o IoT Marketplace IoT key enabling technologies like sensor networks, RFID, M2M, mobile Internet, semantic data integration, semantic search, IPv6, etc. can be grouped into three categories: o o o



technologies that enable “things” to acquire contextual information, technologies that enable “things” to process contextual information, and technologies to improve security and privacy.



Q.3 Explain Limitations of IoT in Todays context. Ans; 



No clear approach for the utilisation of unique identifiers and numbering spaces for various kinds of persistent and volatile objects at a global scale. 2



      



No accelerated use and further development of IoT reference architectures like for example the Architecture Reference Model (ARM) of the project IoT-A. Less rapid advance in semantic interoperability for exchanging sensor information in heterogeneous environments. Difficulties in developing a clear approach for enabling innovation, trust and ownership of data in the IoT while at the same time respecting security and privacy in a complex environment. Difficulties in developing business which embraces the full potential of the Internet of Things. Missing large-scale testing and learning environments, which both facilitate the experimentation with complex sensor networks and stimulate innovation through reflection and experience. Only partly deployed rich interfaces for growing amount of data and the need for context-integrated presentation. Practical aspects like substantial roaming-charges for geographically large-range sensor applications and missing technical availability of instant and reliable network connectivity.



Q.4 Describe the coherence horizons that provide the foundation to the Internet of Things OR Q.5 Explain the Innovation Matrix of IERC –– Internet of Things European Research Cluster. Ans:  The next big leap in the Internet of Things evolution will be the coherence of efforts on all levels towards innovation as shown in figure.



Fig: Innovation Matrix of IERC –– Internet of Things European Research Cluster. 



In case of the IoT community this would mean that out of many possible “coherence horizons” the following will likely provide the foundation for a step forward to the Internet of Things: 3



o Coherence of object capabilities and behaviour: the objects in the Internet of Things will show a huge variety in sensing and actuation capabilities, in information processing functionality and their time of existence. In either case it will be necessary to generally capture object as entities with a growing “intelligence” and patterns of autonomous behaviour. o Coherence of application interactivity: the applications will increase in complexity and modularization, and boundaries between applications and services will be blurred to a high degree. Fixed programmed suites will evolve into dynamic and learning application packages. Besides technical, semantic interoperability will become the key for context aware information exchange and processing. o Coherence of corresponding technology approaches: larger concepts like Smart Cities, Cloud computing, Future Internet, robotics and others will evolve in their own way, but because of complementarity also partly merge with the Internet of Things. o Coherence of real and virtual worlds: today real and virtual worlds are perceived as two opposed conceptions. At the same time virtual worlds grow exponentially with the amount of stored data and ever increasing network and information processing capabilities. Understanding both paradigms as complementary and part of human evolution could lead to new synergies and exploration of living worlds. Q.6 Describe the challenges from a societal and policy perspective in IoT. Ans:  Fostering of a consistent, interoperable and accessible Internet of Things across sectors, including standardization.  Directing effort and attention to important societal application areas such as health and environment, including focus on low energy consumption.  Offering orientation on security, privacy, trust and ethical aspects in the scope of current legislation and development of robust and future-proof general data protection rules.  Providing resources like spectrum allowing pan-European service provision and removal of barriers such as roaming.  Maintaining the Internet of Things as an important subject for international cooperation both for sharing best practises and developing coherent strategies. Q.7 Describe the Strategic Research and Innovation Directions in IoT. Ans: 







The IERC vision is that “the major objectives for IoT are the creation of smart environments/spaces and self-aware things (for example: smart transport, products, cities, buildings, rural areas, energy, health, living, etc.) for climate, food, energy, mobility, digital society and health applications” The IERC definition states that IoT is “A dynamic global network infrastructure with self-configuring capabilities based on standard and interoperable communication protocols where physical and virtual “things” have identities, physical attributes, and virtual personalities and use intelligent interfaces, and are seamlessly integrated into the information network.”
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Many European projects and initiatives address Internet of Things technologies and knowledge. IoT technologies are highly diverse and specialized, there is a strong need for integration of the individual results. The Strategic Research and Innovation Agenda (SRIA) is the result of a discussion involving the projects and stakeholders involved in the IERC activities, which involves experts from European ICT landscape addressing IoT technology priorities that are crucial for the competitiveness of European industry. IERC Strategic Research and Innovation Agenda covers the important issues and challenges for the Internet of Things technology. It provides the vision and the roadmap for coordinating and rationalizing current and future research and development efforts in this field, by addressing the different enabling technologies covered by the Internet of Things concept and paradigm. The Strategic Research and Innovation Agenda is developed with the support of a European-led community of interrelated projects and their stakeholders, dedicated to the innovation, creation, development and use of the Internet of Things technology. The SRIA Cluster has a goal to provide an updated document each year that records the relevant changes and illustrates emerging challenges. The updated release of this Strategic Research and Innovation Agenda builds incrementally on previous versions and highlights the main research topics that are associated with the development of IoT enabling technologies, infrastructures and applications with an outlook towards 2020. The Cluster has involved experts working in industry, research and academia to provide their vision on IoT research challenges, enabling technologies and the key applications, which are expected to arise from the current vision of the Internet of Things. The IoT Strategic Research and Innovation Agenda covers in a logical manner the vision, the technological trends, the applications, the technology enablers, the research agenda, timelines, priorities, and finally summarises in two tables the future technological developments and research needs.
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