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Abstract Rogue devices are an increasingly dangerous reality in the insider threat problem domain. Industry, government, and academia need to be aware of this problem and promote state-of-the-art detection methods. Rogue access points, if undetected, can be an open door to sensitive information on the network. Many data raiders have taken advantage of the undetected rogue access points in enterprises to not only get free Internet access, but also to view confidential information. Most of the current solutions to detect rouge access points are not automated and are dependent on a specific wireless technology. In this paper, we present a rogue access point detection approach. The approach is an automated solution which can be installed on any router at the edge of a network. The main premise of our approach is to distinguish authorized WLAN hosts from unauthorized WLAN hosts connected to rogue access points by analyzing traffic characteristics at the edge of a network. Simulation results verify the effectiveness of our approach in detecting rogue access points in a heterogeneous network comprised of wireless and wired subnets Rogue Access Point detection is a two step process starting with discovering the presence of an Access Point in the network and then proceeding to identify whether it is a rogue or not.
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1. Introduction Rogue devices are an increasingly dangerous reality in the insider threat problem domain. Industry, government, and academia need to be aware of this problem and promote state-of- the-art detection methods. Our project is going to work: • To detect rogue access point • To avoid confidential information leakage Rogue access points, if undetected, can be an open door to sensitive information on the network. Many data raiders have taken advantage of the undetected rogue access points in enterprises to not only get free Internet access, but also to view confidential information. 1.1 Problem Statement Most of the current solutions to detect rouge access points are not automated and are de- pendent on a specific wireless technology. In this project, we present a rogue access point detection and elimination approach. Miss. Gaikwad Jyoti, IJRIT
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1.3 Motivation This Methodology has the following outstanding properties: • It doesn’t require any specialized hardware. • The proposed algorithm detects and completely eliminates the UAPs from network. • It provides a cost-effective solution. Due to multiple master agents possibility of network congestion or delays is reduced. The proposed technique can block UAPs as well as remove them from the networks both in form of Unauthorized APs. 1.4 Approach • The approach is an automated solution which can be installed on any router at the edge of a network. The main premise of our approach is to distinguish authorized WLAN hosts from unauthorized WLAN hosts connected to rogue access points by analyzing traffic characteristics at the edge of a network. • Here the agent based approach is present not only to detect the rough access points but also their elimination from the wireless networks efficiently and with minimum cost involvement.



1.5 Result • Simulation results verify the effectiveness of our approach in detecting rogue access points in a heterogeneous network comprised of wireless and wired subnets. • It generates UUID individually for each machine to prevent the machine from hackers. • The problem of MAC address spoofing is eliminated.



2. Literature Review Literature survey is the most important step in software development process. Before developing the tool it is necessary to determine the time factor, economy n company strength. Once these things r satisfied, ten next steps are to determine which operating system and language can be used for developing the tool. Once the programmers start building the tool the programmers need lot of external support. This support can be obtained from senior programmers, from book or from websites. Before building the system the above consideration r taken into account for developing the proposed system. The master agent and slave agents are generated automatically, which are acts as major components for providing the security to wireless networks. These agents are continuously doing the process of networks scanning to capture the rough access points and eliminate them. This scanning is scheduled based on clock skews which are playing important role. A new rogue AP detection method to address this problem. Our solution uses a verifier on the internal wired network to send test traffic towards wireless edge, and uses wireless sniffers to identify rouge APs that relay the test packets. To quickly sweep all possible rogue APs, the verifier uses a greedy algorithm to schedule the channels for the sniffers to listen to. Master and slave agents are scanning the networks for any unauthorized access points using the skew intervals automatically. We calculate the clock skew of an AP from the IEEE 802.11. Time Synchronization Function (TSF) time stamps sent out in the probe response frames. Basically during the paper we are investigating the very recent approaches presented for elimination of fake access points from the wireless network.



3. Specific Requirements Functional Requirement • Client Application for User Authentication. • Reverse Proxy Server. • URL Monitoring Using Proxy Server. • Filter Application for URL, IPs, Ports, etc. Miss. Gaikwad Jyoti, IJRIT
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• Admin / Server Monitoring.



Non-Functional Requirement • Secure access of confidential data (user’s details). • High Scalability. The solution should be able to accommodate high number of customers and brokers. Both may be geographically distributed • Flexible service based architecture will be highly desirable for future extension • Better component design to get better performance at peak time.



4. Existing System Most of the current solutions to detect rouge access points are not automated and are de- pendent on a specific wireless technology. For example, researchers have identified design laws in WEP, which can be easily exploited to recover secret keys. MAC address can also be spoofed by using some techniques.



5. Proposed Method 5.1 System Architecture



5.2 Main Module Miss. Gaikwad Jyoti, IJRIT
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Proxy 1. 2. 3. 4. 5. 6.



All hosts have to go through proxy server Proxy will detect hosts MAC_ID, SSID, IP Address, Hard disc serial no and requested port no as per incoming requests. Host policies and rules are stored in the MYSQL database on proxy server Proxy will check the host policy and process the request accordingly. User gets the internet access if he is an authorized user otherwise gets the error message. Proxy Features are a. Allow/Deny Internet Access b. Block Incoming/Outgoing Ports c. Catch Machine Information d. Maintain user login information e. Detect Rouge Access Point • • • • •



Some of the different ways in which IT managers can populate the authorized list are: Authorized MAC Authorized SSID Authorized Vendor Authorized Media Type Authorized Channel



Proxy Admin 1. 2. 3. 4.



Admin can view login details. Admin can define rules for the host and allow/deny them for internet access. Admin can add ports to incoming/outgoing port list



Client 1. Login with your credentials 2. Set the proxy IP and port no in browser proxy Hit web URL to connect to.



6. UML Diagrams Class Diagram



Data Flow Diagram Miss. Gaikwad Jyoti, IJRIT
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Sequence Diagram



7. Future Enhancement Project may be used on large areas such as 1. Industry 2. Organization • More security can be provided



8. Conclusion Miss. Gaikwad Jyoti, IJRIT
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In this paper, we proposed system provides a friendly environment. Security is provided. This project is cost-effective. In this project we proposed a system which detected Rogue Access Point and eliminated this Rogue Points.RAP detection is automated process.
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