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Analysis and Deployment of virtual honeypots to tract down intrusions Armoogum V., Armoogum Sheeba, Sunhaloo S. and Jeewooth K. Abstract—Security issue is the most important thing about a networking environment and computer systems. To know how secure a computer or a network is, systems need to be designed that can capture and log malicious attack. The log gives precious information on the sources of attacks and based on them, appropriate security measures can be taken. In order to achieve this, a system needs to be devised that purposely attract the bad guy to perform attack. This paper introduces the honeypot concept, which can be realized using an interesting tool like Honeyd that has the ability to set up multiple virtual honeypots on a single machine, each with different characteristics and services. A comparative study is made with other types of honeypots on different levels of interactivity. The system is implemented and demonstrated along with tests and analysis, which are performed using networking tools to verify its functionality. Index Terms— HoneyD, Honeypot, Intrusions, Malicious attack, Security Issues.



——————————  ——————————



1 INTRODUCTION Our increasing dependence on computer and network systems has exposed us to a wide range of cyber security risks involving system vulnerabilities and threats. The growth of network intrusions on large scale enterprise network continues to increase, creating an epidemic of compromised hosts. One of the reasons why network infrastructure security is important and has drawn much concern in recent years is that attacks to the infrastructure will affect a large portion of the internet and create a large amount of service disruption. Since our daily operations highly depend on the availability and reliability of the internet, the security of its infrastructure has become a high priority issue. Although there are well known technologies like IDS, firewalls, etc to aid detection and reactions, they themselves sustain from their own weaknesses. The deployment of firewalls and IDS has not slowed down the growth of intrusions to an acceptable rate. Zhang & Zheng [1] have worked on techniques of active TCP/IP stack fingerprinting in remote OS scanning. By using Honeyd to run some virtual OS to delude remote OS scan, they present a method to simulate the fingerprints of OS which will react to OS detection. Singh & Joshi [2] propose a system, consisting of two modules, which treats the problem of large size log files. The first one is logging module which saves disk space by reducing the log size without losing information. The second module is a log analyzer that can process this log to generate reports and graphs for the security administrators. The analyzer is backward compatible and can process the log file produced by honeyd as well. Wang & Chen [3] have proposed a designed prototype in a campus net————————————————
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work using honeypot and presented an analytic result of a number of experiments. Xinwen et al. [4] address issues related to detecting and "camouflaging" virtual Honeyd, which can emulate any size of network on physical machines. They find that this class of attack can achieve a high detection rate and low false alarm rate. In order to counter the attack, they make virtual honeypots behave like their surrounding networks and blend in with their surroundings. Computer networks today are vulnerable to a variety of attacks with recent worms demonstrating the ability of malicious software to spread quickly through these networks. Thousands of hackers probe and attack computer network each day. These attacks range from relatively simple sweeps to sophisticated techniques exploiting security vulnerabilities in both hardware and software. Many other similar works have been carried out during the past few years on honeypots systems in order to monitor intrusions against attacks [5-13]. Investigating the compromise of a production machine is both difficult and time-consuming due to the mixing of attacks and production traffic. Similar investigations of compromised machines on honeypots are much less complex since there is no real production traffic. This paper will discuss why these investigations are easier on honeypots and how they may be used to make investigations of compromised machines faster and recovery easier. This work is a feasibility analysis and study of honeypots and various techniques that can be used alongside honeypots.



2 IMPLEMENTATION OF HONEYPOT IN A REAL NETWORK



Information security in organisations is a growing concern and there have been complaints from staff about viruses infections and intrusions into the production systems which is most often carried out by internal users.
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Students used to perform network scans for vulnerabilities in order to exploit or to have unauthorized access to system. Though such intrusions have no major impact on the production system, it is a sign of weaknesses of the network and systems set up and configuration which leave the overall network and critical system vulnerable to attacks, being compromised or probed. To mitigate any such risks, one immediate solution would be to divert the network traffic of attacker to a deception system that would capture the traffic and interact with the attacker to make him/her believe the presence of a real system or network. This deception system can be implemented using a honeypot that can use multiple IP‖s and simulate a network topology and also respond to the attacker. The option chosen is honeyd, a daemon that simulates the TCP/IP stack of operating systems to create virtual honeypots.



2.1



HoneyD installation



Honeyd [14], also known as low interaction honeypot, is an intesting tool that offers a simple way to emulate services offered by several machines on a single computer. On Linux Ubuntu, installation of honeyd is straight forward using command line apt-get install honeyd which also installs the three libraries (Libevent, Libnet, Libpcap) necessary for honeyd to work. Fig. 1 and Fig. 2 show the network architecture that would be configured using honeyd and mounted on a virtualized environment on Linux Ubuntu running on VMware.



10.0.0.0/8 network. If it sees packets going to unused IP‖s, it will direct those packets to the honeyd honeypot using arpd spoofing (a layer attack). It spoofs the victim‖s IP address with the MAC address of the honeypot. For the honeyd command, -p nmap.prints refers to the Nmap fingerprint database. This is the actual database that the scanning tools Nmap used to fingerprint operating systems. The second option for the honeyd process is the honeypot configuration file, -f honeyd.conf. This determines the bahaviour of the honeypot.



2.2 SETTING UP ROUTERS IN THE NETWORK The network simulated by the honeyd uses the address space of 10.0.0.0/8. It contains the honeypots and is separated by Cisco Router R1 as shown in Fig 2. The router R1 is the entry point into the virtual network from the LAN; the “route entry” configuration is used to specify the entry point (route entry 10.0.0.1 network 10.0.0.0/8). The above line instructs honeyd that 10.0.0.1 is the entry point to our virtual network 10.0.0.0/8. The 10.3.0.0/24 network is directly reachable from the route R1. The route link configuration command is used to specify which network is directly reachable and does not require further hops to be reached (route 10.0.0.1 link 10.2.0.0/24). The first IP specified above is the IP of the router. The network address specified after the link keyword defines which network is directly accessible.



Fig. 1. Devised Topology



The configuration will enable emulation of three virtual honeypots and a router. The simulated network for the opted scenario is being assigned class A address. To implement honeyd, two tools need to be compiled: farpd and Honeyd. Honeyd cannot do everything alone and requires the help of farpd. Farpd (faked ARP) is used for arp spoofing, that is, it actually monitors the unused IP space and directs attacks to the honeyd honeypot. Honeyd does not have the capability to interact with the attackers. The commands to start both are listed below. The network in the command is the network that arpd will monitor and Honeyd will interact with. i) Sudo farpd 10.0.0.0/8 ii)Sudo honeyd –p nmap.prints –f honeyd.conf 10.0.0.0/8 Based on the above mentioned commands, the farpd process will monitor any unused IP space on the class A



Fig. 2. Overview of network topology showing appropriate honeypot placement



Another two networks are added separated from the first network by routers R2 with an IP address 10.3.0.1 and router R3 with IP address 10.3.1.1. The new networks have the address range 10.3.0.0/24 and host two honeypots at 10.3.0.2 and 10.3.0.3 and another address range of 10.3.1.0/24 and hosts three honeypots at 10.3.1.12,
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10.3.1.11 and 10.3.1.10. To configure the network, a new gateway is added to the configuration file. The “route add net” command is used for adding a gateway (route 10.0.0.1 add net 10.3.0.0/16 10.3.0.1). This command line specifies that 10.0.0.1 router R1 can reach the network 10.3.0.0/16 via the gateway 10.0.0.1, router R2. The first IP in the line is that of R1, the last IP address is that of the new gateway and the address range specified is that of the network reachable through the new gateway. After adding the router R2, IP addresses directly reachable from R2 are specified, using route link command to achieve this. The 10.3.0.0/16 subnet is directly reachable from R2 (route 10.3.0.1 link 10.3.0.0/24). Two additional honeypots are added by binding their IP addresses to the honeypot template (bind 10.3.0.2 Linux & bind 10.3.0.3 Linux).



2.3 Configuring Latency, Loss and bandwidth The ―route add net‖ command also specifies latency, loss and bandwidth details for the connection between routes R1, R2 and R3. Normally each additional hop adds a delay to the total time to reach the destination. This is simulated using the latency keyword, the delay at each hop can be specified in milliseconds. On networks, sometimes packets also get lost. The loss keyword is used to model this behavior of network links by specifying the loss in %. Honeyd also queries packets if a link is occupied by a previous packet. Depending on the bandwidth available for a link, these delays can vary. The bandwidth of a link is specified in Mbps with the bandwidth keyword.



3 RUNNING AND DEPLOYING HONEYD One unique aspect to Honeyd is its own IP address, that is, the IP address of the computer hosting honeyd. Attackers should not be interacting with honeyd‖s primary IP which is assigned to it permanently. A host based firewall should be configured to run and blocking any connections to the honeypot‖s administrative IP address. This ensures that attackers cannot interact with the honeypot system directly but only through honeyd process.



3.1 Logging activity Honeyd is designed for information gathering at two sources, syslog sand sniffer system. By default the honeyd process logs all attempted and established TCP connections and all ICMP echo replies to syslog logged information are limited to transactional information, specially source and destination IP address, source and destination port and the timestamp of the activity. Logging the traffic can also be done automatically using tool such as TcpDump. The TcpDump files are created and stored in specified folders for later analysis. All inbound and outbound traffic to the honeypots are captured and stored as files. TCP dump offers more flexibility and more options. The command is used to launch TcpDump to capture traffic in the host (Tcpdump –i eth0 –



n –s 1500 –c 2 –w /log/tcpdump/tcpdump.log).



3.2 Wiresharks Wiresharks is a free open source packet analyser. It is used for network troubleshooting, analysis, and communication protocol development. It runs on various Unixlike operating systems and on Windows. Wireshark is similar to tcpdump, but has a graphical front-end and many more information sorting and filtering options. Wireshark allows the user to see all traffic being passed over the network by putting the network interface into promiscuous mode. This tool will be used to test if the honeypots are receiving traffic and can be analysed live. 3.3 Data Control A data control mechanism is required while deploying honeypot. The aim is to keep track of the attackers‖ activity against the honeypot and from there to other hosts in internal or external networks. It is very important not to let an attacker to harm other systems if he/she takes control of the honeypot. Data controls mechanisms like firewall filters and IPtables will be set up for the honeypot system. 3.4 Firewall filters and IP tables Firewall filters control inbound and outbound connections from and to external networks. This device can protect he honeypot from being harmed from outsiders as malicious activity may come from both outside networks and the honeypot can detect any security breach in the perimeter. Also no connection should be allowed from the honeypot to the outside networks, since any connections made to the honeypot is suspicious. At the host level, IP tables can be used as a protection. IP tables is a framework inside Linux kernel that provide packet filtering. It is the same functionality than firewall rules, controlling inbound and outbound connection to the honeyd host. The commands below show that no connections are made and no traffic leaves the honeypot. $IPTABLES –A INPUT –d 10.3.0.2 –j ACCEPT $IPTABLES –A INPUT –d 10.3.0.3 –j ACCEPT $IPTABLES –A INPUT –d 10.3.1.12 –j ACCEPT $IPTABLES –A INPUT –d 10.3.1.11 –j ACCEPT



# Set policies $IPTABLES –p INPUT DROP $IPTABLES –p FORWARD DROP $IPTABLES –p OUTPUT DROP From the configurations, the firewall allows any inbound connection to the four virtual honeypots.



4 RISK LEVEL OF HONEYPOT IN A NETWORK The honeyd host can be reachable from inside and outside networks, so that it is not secured and can be highjacked and used by hacker. If the honeypot is extremely secured and never gets a connection, it will be pointless to have it in the network as the objective is to record malicious traffic. The main risks that should be considered with configuring the set up are firstly, the honeypot can
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be hijacked and used to attack internal networks and secondly, the honeypots can be hijacked and used to attack external networks. An attacker can hijack it silently and use it to sniff traffic in the corporate network. The attacker can also scan internal networks to have more information about topology, vulnerabilities, etc.. Important measures have been taken to decrease risks and impact, however some risks are always present as the objective is to observe probes to the honeypot.



4.1 Impacts If the above risks are exploited by attackers to a corporate network, the impact would be important. If an attacker takes control of honeypot and attack systems in the internal network, it can cause damage with different ranges of impacts. The impact would be low if the attacker only scans the network or harm a few desktops. Otherwise, if the attacker harm a server that host the web service, email platform, etc. the impact would be high and the image of the corporate company would be affected. An attacker can also take control of the honeypot and attack external networks, consequently the corporate company can be blacklisted on the internet. By sniffing internal traffic, the attacker can also steal critical information like email users and passwords, strategic plans etc. A user can also scan the network to get useful information about the topology; vulnerabilities etc. and this information can be used to perform other attacks from external networks. There are lots of vulnerabilities that can be exploited and make those risks happen. So it is important to follow the appropriate security steps that would have a better control on the inbound and outbound traffic to the honeypot. 4.2 Vulnerabilities of the Honeyd host Honeyd will be generating virtual honeypots and depending on the services we simulate, we can have more or less vulnerabilities. Some vulnerabilities are: firstly, Simulated services that ca allow the attacker to open connections to other systems (eg. SMTP services); secondly, simulated services that allow the attacker to access the local resources of the honeypot (eg. FTP service that allow access to the real file system); finally, scripts that can bring down the system with a denial of service and finally scripts downloaded from public sited that may have backdoors.



5 PERFORMANCE AND TESTING Some tests are carried out to verify the functioning of the honeypot and also make use of networking tools to design a set of techniques that will allow identifying the presence or not of vulnerabilities within the honeypot system. The log file analysis is carried out to ensure that traffics are appropriately recorded for later investigation. Nmap is a free port scanner tool which can be freely downloaded from Nmap website. It is useful for tasks



such as network inventory and monitoring host or service uptime. Nmap uses raw IP packets to determine what hosts are available on the network, what services (applications and version) those hosts are offering and what operating systems they are running. Zenmap is the official Nmap Security Scanner GUI. It is a multi-platform (Linux, Windows, Mac OS X, BSD, etc.) free and open source application which aims to make Nmap easy use while providing advanced features for experienced Nmap users. Frequently used scans can be saved as profiles to make them easy to run repeatedly. A command creator allows interactive creation of Nmap command lines. Scan results can be saved and viewed later. From testing results, it is observed that the vulnerabilities left deliberately on Linux virtual honeypot for exploitation (Fig. 3). Anyone to compromise a network will discover these vulnerabilities through scans and will try to exploit them. Connection attempt details will be recorded in logs by honeyd. Analysing packet logs is the easiest way to get an overview of what kind of traffic the honeypot received. As depicted in Fig. 4, the log file contains information about the source and destination IP addresses, which protocols and ports were being used. If a connection gets established, the log file also contains information about when the connection started, when it ended, and how many bytes were transmitted. The date column, for example, contains a timestamp of when the packet was received by Honeyd. The information after the date column contains information about the internet protocol, usually TCP, UDP or ICMP. However, when receiving network probes, it could also be any other internet protocol. The third column contains the connection types: S stands for start and E stands for end and a “-“ indicates that the packet does not belong to any connection. The next four columns show information about the source IP address, source port, destination IP address and destination port. For some protocols like ICMP, the port columns are empty because these protocols do not use ports. The last two columns contain information associated with a connection or packet. When a connection ends, it contains the number of bytes received and sent by Honeyd, respectively. Tcpdump also records the traffic passing through the Honeyd in separate files. These files are saved on hard drives for later review using tools like wireshark. Wireshark can read tcpdump files and all details on the traffic can be analysed. Fig. 5 shows a Tcpdump file captured and viewed using wireshark.
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Fig. 3. Zenmap scan of Linux Honeypot Fig. 5. Traffic captured using tcpdump and displayed using Wireshark



Zenmap network scanner can also fingerprint the OS simulated by the honeypot and even determine the topology of the scanned network using information resulting from scans like, the traceroute, number of hops to reach the hosts. Fig. 6-7 shows the information gathered by Zenmap. The goal of the above tests is to analyse and detect vulnerabilities that may allow attackers to gain access to the system and then compromise other networks. The only access to the system must be done through virtual machines simulated and exposed by Honeyd. The virtual hosts emulated the vulnerabilities and responded, as planned, to queries by network scanning tools.
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Fig. 4 Log file of information recorded by Honeyd



RECOMMENDATIONS



Honeyd is easy to deploy and maintain, and involve less risks to be taken over and used for illegal purposes, they are easier to fingerprint and do not gather enough information to make an in-depth analysis of the attacker behaviour. However, there is a way to improve the lowinteractivity honeypots keeping its strengths and adding the high-interactivity honeypots strengths. The solution is to combine low and high-interactivity honeypots and redirect the traffic from the low to the high-interactivity honeypots. This process should be completely transparent to the attacker so he does not get suspicious. This will allow the low-interactivity honeypot to be less likely fingerprinted and will log all the attack process for further investigations. This can be done by IPTables filtering.
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traffic should be redirected. An example of the code for traffic re-direction to Proxy or high interaction Honeypot is as follows: add template udp port 53 proxy 141.211.92.141:53 Traffic re-direction is being done through port 53 to computer with IP address 141.211.92.141



6.1 Traffic re-direction to the attacker The port redirection feature of Honeyd can also be used to respond to attack performed on the Honeyd honeypot. Instead of redirecting the traffic to a highinteractivity honeypot, Honeyd can also redirect the traffic to the attacker himself. That means that the attack is performed on the attacker‖s computer by the attacker. Example below show the code for traffic redirection to the attacker add template tcp port 23 proxy $ipsrc:23 Fig. 6. OS fingerprint of the Linux host 10.3.0.1



Any attack performed through the port 23 is redirected to the source of the attack through the same port, i.e. to the attacker.
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Fig. 7. Topology derived by Zenmap scan



Honeyd has this capability to act as a proxy and redirect the traffic targeted to some port to other machines. When a packet is targeted to the Honeyd honeypot, the Honeyd host will open a connection with the highinteractivity honeypot and forward the packet received to it. Then, when it receives the answer from the highinteractivity honeypots, it changes the headers of the packet so that this process is completely transparent for the attacker. This is done through the Honeyd configuration file where you can specify what traffic and where the



CONCLUSION



This paper described honeyd, a low-interaction honeypot and demonstrated its implementation along with a few tests to explain its functionality. The goal was to research on the virtual honeypots, how they can be networked virtually and to write the script to enable the honeypots to emulate vulnerabilities purposely to attract attackers. During the work, comparison was also made between low-interaction and high-interaction honeypots. Each one has its own advantages and disadvantages, however the value of data collected by honeyd is insufficient to make in-depth analysis of attacks, but they still provide valuable information. In the recommendation part of the report, we explain how honeyd can be combined with a high-interaction honeypot using the proxy featu,re. Thefore Honeyd proves to be more secure for implementation as by combining it with real honeypots allow the system to log more valuable data and limiting the risks for the honeypots to be used by attackers. According to this study, Honeypots certainly improve security mechanisms, security breaches and vulnerabilities of a network. More importantly, they are preventive and almost cost free to deploy. Honeypots, since they are constantly evolving and becoming more functional and harder to detect, will undoubtfully be very useful in the future. System administrators can use honeypots along with other network defense devices (firewalls, IDS) to help secure their network. As an enhancement to the study, it is proposed to experiment the deployment using a combination of honeyd and high-interaction honeypot. As for analysis of log files, data mining techniques could be used by storing the information directly in databases like SQL server. This would allow better statements on current threats and
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show related trends towards attacking techniques.
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