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August 4th and 5th in Casper, WY



Director William T. Panos • History of Security Funding • Physical Plant Intent



Bill Mores, School Safety Preparedness Specialist • Operations • Safety Programs



Functions: (Includes but not limited to) • • • • •



Emergency Response Plans Community Collaboration Assistance With Emergency Drills Security Related Grants Legislative Directives • New Tip Line • School Resource Officers • Communications Equipment • Emergency Response Training • Security Vulnerability Assessments



Functions: (Includes but not limited to) • • • • • •



Suicide Prevention School Nurses Anti-Bullying Chemical Storage in Schools Current Tip Line – We Tip Indoor Air Quality, Mold, Playgrounds • Competitive School Safety Grants



Functions: (Includes but not limited to) • Security Vulnerability Assessments



• Security Standards & Guidelines • Facility Assessments • Funding • Deployment of Funds



People – students, staff, visitors  Places – buildings and grounds  Things – records, equipment, positive climate 



BUILDING SECURITY ELEMENTS Deterrence: training, awareness, testing, lighting, signage, fencing, prevention programs Detection: alarm system, video surveillance, duress button, entry control, contraband detector, personnel Delay: locks, doors, glazing Communication: radio, wireless, intercom, PA Response: security personnel, law enforcement



 SFD  SFC  SDFP  DOE  DHS



Security Category



Locking Systems/Hardware Access Control Communication Systems Site and Perimeter Video Surveillance Building Systems Egress and Refuge Total



Total Number of Elements



Number of Existing or New Building Standards



Number of Building Guidelines



10 17 11 10 6 10 9 73



4 8 9 2 2 3 1 29



6 9 2 8 4 7 8 44



Applicability Matrix



Number of Applicable Security Elements Trans. Modular Admin. Schools Buildings Units Buildings



Security Category Locking Systems/Hardware



10



7



8



5



Access Control



17



2



12



8



Communication Systems



11



2



7



4



Site and Perimeter



10



4



9



7



Video Surveillance



6



2



5



5



Building Systems



10



6



10



8



Egress and Refuge



9



2



6



2



73



25



57



39



Total



West Virginia Grant



 



School Access Safety Plan



Illinois Grant



 



School Security Grant Program



New Jersey Recommendations



    



Requiring students and staff to wear visible IDs Visitor management software Raising standards for new architectural designs Improving existing perimeters and entryways



• • • • •



408 School Buildings 124 Modular Buildings 41 Administration Facilities 76 Transportation Buildings 28 Buildings in Design/Construction



Designation



Category Description



D7100



Locking Systems / Hardware



D7200



Access Control



D7300



Communication Systems



D7400



Site and Perimeter



D7500



Video Surveillance



D7600



Building Systems



D7700



Egress and Refuge



Score 5 4 3 2 1



Adequacy Description Excellent Good Fair Poor Failure/Crisis



Level of Functionality 100% present and functional < 100% and ≥ 75% < 75% and ≥ 50% < 50% and ≥ 25% < 25%



AVERAGE SCORE D7100 LOCKING SYSTEMS / HARDWARE



ELEMENT



Education



Trans.



Admin.



Classroom Door Locks



D7101



4.8



NA



NA



Classroom Inside Locks



D7102



2.3



NA



NA



Exterior Door Locks



D7103



4.3



4.2



4.5



Exterior Window Latches



D7104



4.3



4.9



4.8



Door Keying Systems



D7105



4.1



4.2



4.3



Exterior Door Position Switches



D7106



1.4



NA



1.3



Exterior Window Position Switches



D7107



1.0



NA



1.0



Law Enforcement Lock Box



D7108



2.2



1.2



2.2



Exterior Door Perimeter Lockdown



D7109



3.0



NA



2.7



Exterior Door Hinges



D7110



4.1



3.6



4.1



D7200 ACCESS CONTROL



AVERAGE SCORE ELEMENT



Education



Trans.



Admin.



Point of Entry



D7201



4.3



3.5



3.8



Secured Vestibule



D7202



2.7



NA



2.2



Entry Control Systems



D7203



4.1



1.9



3.5



Visitor Management Systems



D7204



1.9



NA



NA



Visitor Management Software



D7205



1.3



NA



NA



Entry Control Other Than Main Entry



D7206



3.5



1.9



3.2



Main Office to Main Entry Visibility



D7207



3.4



NA



NA



Office Visibility to Corridors & Stairs



D7208



1.2



NA



NA



Office Counter Height



D7209



2.2



NA



1.6



Bullet-Resistant Glass at Entry



D7210



1.3



NA



NA



Interior Doors / Gates



D7211



2.3



NA



1.8



Roof Level Accessibility



D7212



4.0



4.7



4.2



Fencing Surrounding Modular Units



D7213



2.2



NA



NA



Upper Level Window Access



D7214



4.4



5.0



4.7



Basement Window Protection



D7215



3.4



5.0



1.8



Roof Hatch/Mech. Space Access



D7216



4.8



5.0



4.6



Elevator Access



D7217



3.0



0.0



2.1



AVERAGE SCORE D7300 COMMUNICATION SYSTEMS



ELEMENT



Education



Trans.



Admin.



Two-way Communications



D7301



3.1



2.1



2.5



Mass Notification Systems



D7302



2.1



1.2



1.4



Exterior Directional Signage



D7303



2.0



NA



1.6



Interior Directional Signage



D7304



1.6



NA



NA



Interior Door Signage



D7305



3.8



NA



2.8



Exterior Door Signage



D7306



1.5



1.7



1.3



Exterior Window Signage



D7307



1.1



NA



1.0



Modular Classroom Signage



D7308



2.4



NA



NA



Law Enforcement Office Location



D7309



1.3



NA



NA



Law Enforcement Office Entry



D7310



1.0



NA



NA



Elevator Alarm / Communication



D7311



4.3



0.0



3.6



AVERAGE SCORE D7400 SITE AND PERIMETER



ELEMENT



Education



Site Landscaping



D7401



4.5



4.8



4.5



Site Vehicle Barricades



D7402



1.9



1.6



1.8



Site Buffer Zone



D7403



2.9



3.3



2.5



Site Perimeter Fencing



D7404



2.8



3.0



1.6



Site Perimeter Features



D7405



3.4



4.2



3.7



Dedicated Security Parking



D7406



1.2



NA



1.0



Traffic Zone Designations



D7407



2.7



NA



NA



Security Signage



D7408



1.6



1.2



1.3



Concealment Within Building Perimeter



D7409



3.9



NA



4.3



Site Lighting



D7410



3.7



3.2



3.7



Trans.



Admin.



AVERAGE SCORE D7500 VIDEO SURVEILLANCE



ELEMENT



Education



Main Entry



D7501



2.6



1.2



1.8



Key Exterior Areas



D7502



2.0



1.3



NA



Key interior Areas



D7503



2.2



NA



1.7



Enclosed Stairwell Areas



D7504



1.3



1.0



1.0



Video Surveillance Recording



D7505



3.5



1.7



2.4



Video System Monitoring



D7506



1.1



1.1



1.0



Trans.



Admin.



AVERAGE SCORE D7600 BUILDING SYSTEMS



ELEMENT



Education



Trans.



Admin.



Access to Utility Systems



D7601



3.7



2.7



3.6



Master Ventilation Switch



D7602



2.8



1.5



2.6



Utility System Master Shut-offs



D7603



4.4



4.7



4.4



Protection of Well Systems



D7604



3.0



5.0



0.0



Interior Lighting Sensors



D7605



1.8



NA



1.1



Battery Backup Systems



D7606



2.6



2.3



3.0



Fresh Air Intake Systems Access



D7607



4.7



4.9



4.9



Fresh Air Intake Systems Height



D7608



3.7



4.3



3.8



Building Intake/Exhaust Systems



D7609



4.9



4.8



5.0



Building Smoke Detectors



D7610



4.8



2.6



4.0



AVERAGE SCORE D7700 EGRESS AND REFUGE



ELEMENT



Education



Classroom Door Construction



D7701



4.8



NA



NA



Lockdown of Special Areas



D7702



4.3



2.9



3.9



Interior Window Coverage



D7703



1.5



NA



NA



Exterior Exit Door Egress Hardware



D7704



4.1



4.8



4.4



Retractable Partitions



D7705



2.3



NA



1.8



Window Egress



D7706



3.1



NA



3.0



Shatter-Resistant Mirrors



D7707



2.9



NA



NA



Interior Areas of Concealment



D7708



4.0



NA



4.0



Interior Lighting



D7709



4.5



NA



4.6



Trans.



Admin.



2014-2015 FUNDS



FUTURE FUNDING



D7103 Exterior Door Locks



D7102 Classroom Door Inside Locks



D7101 Classroom Door Locks



D7302 Mass Notification Systems



D7301 Two-way Communications



D7501 Main entry



D7201 Point of Entry



D7505 Video Surveillance Recording



D7204 Visitor Management Systems



D7410 Site Lighting



D7202 Secured Vestibule



D7401 Site Landscaping



D7105 Door Keying Systems



D7503 Key Interior Areas



D7203 Main Entry Control Systems



D7502 Key Exterior Areas D7402 Site Vehicle Barricades D7701 Classroom Door Construction D7702 Lockdown of Special Areas D7408 Security Signage



Category Locking Systems / Hardware Access Control



Communication Systems Site and Perimeter



Video Surveillance Egress and Refuge



2 19 1



Implementation Cost Schools Admin. Trans. $43,252 NA NA $7,080,350 NA NA $1,172,692 $36,235 $64,225



7 13 16 20 12 9



$13,004,919 $180,218 $6,187,051 $443,292 $4,870,196 $1,301,391



Security Element



Priority



D7105 Door Keying Systems D7201 Point of Entry D7202 Secured Vestibule D7203 Main Entry Control Systems D7204 Visitor Management Systems D7301 Two-way Communications



8 4 6 11 5 3



D7101 Classroom Door Locks D7102 Classroom Door Inside Locks D7103 Exterior Door Locks



D7302 Mass Notification Systems D7401 Site Landscaping D7402 Site Vehicle Barricades D7408 Security Signage D7410 Site Lighting D7501 Main entry



D7502 Key Exterior Areas D7503 Key Interior Areas D7505 Video Surveillance Recording D7701 Classroom Door Construction D7702 Lockdown of Special Areas



15 14 10 17 18



$352,007 $179,954 $942,635 $491,308 $381,520 $4,047,809



$7,854,696 $4,699,339 $1,338,691 $89,034 $406,128



$11,281 $22,087 $110,681 $90,983 NA $374,001



$1,099,998 $5,915 $423,550 $53,321 $296,903 $186,908 NA $279,904 $229,132 NA $49,163



$15,383 $26,169 NA $321,473 NA $564,596



$1,335,215 $3,561 $704,136 $91,656 $456,388 $366,178 $975,299 NA $408,452 NA $103,011



• Current 2015-2016 Funds • Future 2017-2018 Funds • Regional Meetings • Future Preparations



• Project Process • Operation Agreement • Work Order / AIM
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