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Abstract Wireless / mobile communications network technologies have been dramatically advanced in recent years. Mobile ad-hoc network (MANET) is one of the most promising fields for research and developments of wireless network due to its rapid deploy and self-organize capabilities. However, security is still a major impediment to further deployments of the wireless ad hoc networks. Main objective of writing this paper is to address black hole attacks in DSR protocol in adhoc wireless networks.
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1. Introduction The Mobile Ad hoc Network (MANET) is an infrastructure less network, mobile nodes forming the network perform all functionality of the network, with each mobile node acting as a host when requesting/providing information from/to other nodes in the network, and acting as a router when discovering and maintaining routes for other nodes in the network or forwarding packets to the next hop in the network. Ad hoc networking allows the devices to maintain connections to the network as well as easily adding and removing devices to and from the network. The principle behind mobile ad hoc networking is multi-hop relaying, which means messages sent by source to destination are forwarded by the other nodes if destination node is not directly reachable. MANETs have some special characteristic features such as unreliable wireless media (links) used for communication between hosts, open medium, dynamic network topologies and memberships, absence of infrastructure, resource constraint (memory, bandwidth, battery, lifetime, computation power etc.) and trust among node. While these characteristics are essential for the flexibility of MANETs, they introduce specific security concerns that are absent or less severe in wired networks. The wireless channel is accessible to both legitimate network users and malicious attackers. There is no well-defined place where traffic monitoring or access control mechanisms can be deployed. As a result, the boundary that separates the inside network form the outside world becomes blurred. On the other hand, the existing ad-hoc routing protocols such as AODV and DSR typically assume a trusted and cooperative environment. As a result, a malicious attacker can readily become a router and disrupt network operations by intentionally disobeying the protocol specifications.
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2. MANET Vulnerabilities [1] Vulnerability is a weakness in security system. Vulnerabilities cause difficulty in providing security in ad hoc wireless network. Some of the vulnerabilities are given below. Lack of centralized management: In wired networks and infrastructure-based wireless networks, security mechanisms are implemented at certain central points such as routers, base stations and access points to monitor network traffic. Absence of centralized management in MANET will impede trust management for nodes. Resource availability: Resources in ad hoc wireless network such as battery power, bandwidth, memory and computational power are limited. Hence, it is problematic to implement complex cryptographic-based security mechanisms in MANET. Scalability: Due to mobility of nodes, scale of ad hoc network may vary during the course of time. Security mechanisms should be able to handle large network to small networks. Cooperativeness: Routing protocols in MANET assume a trusted and cooperative environment. As a result, a malicious attacker can readily become a router and disrupt network operations by intentionally disobeying the protocol specifications. Dynamic topology: Since these networks are dynamic in nature, a node can join or leave network at any point of time. If no proper authentication mechanism is used, an intruder easily enters into the network and carry out his/her attacks. Limited power supply: Since battery power of the mobile nodes in the MANET is limited, a node may be selfish. A selfish node may refuse to forward data packets for other nodes in order to conserve its own energy. Bandwidth Constraint: variable low capacity links exists as compared to other wireless networks, which are more susceptible to external noise, interference and signal attenuation effects. Adversary inside the network: Mobile nodes within MANET may cause an attack; such type of attack is known as internal attack, which is more dangerous than external attacks. These nodes are called compromised nodes. No predefined Boundary: The wireless channel is accessible to both legitimate network users and malicious attackers. There is no well-defined place where traffic monitoring or access control mechanisms can be deployed. As a result, the boundary that separates the inside network form the outside world becomes blurred. As a result, a malicious attacker can readily become a router and disrupt network operations by intentionally disobeying the protocol specifications. Because of these vulnerabilities, MANET is more prone to malicious attacks.



3. MANET Attacks [2] Attacks on ad hoc wireless networks can be classified into two major categories, namely passive attacks and active attacks. Passive attacks: A passive attack obtains data exchanged in the network without disrupting the operation of the communications. Examples of these attacks are eavesdropping and traffic analysis. They are hard to detect because normal operation of the network is not affected so, it is better to go prevention by using a powerful encryption algorithm so that the adversary cannot interpret the data gathered by snooping. Active attacks: An active attack involves information interruption, modification, or fabrication, thereby disrupting the normal functionality of a MANET. Further active attacks are classified as External attacks and Internal attacks. a) External Attacks : These attacks are caused by the nodes that are present outside the network. These attacks can be prevented by strong encryption algorithms and firewalls. b) Internal Attacks : These attacks are caused by the nodes that are included to form the network. Here the adversary is an authorized node of the network so it is difficult to detect the internal attacks. S.V. Vasantha, IJRIT
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3.1. Network Layer Attacks [2], [3] BlackHole Attack A BlackHole attack is a kind of denial of service attack where a malicious node uses the protocol and advertises itself as having the shortest path or most stable path to the destination node and absorb data packet without forwarding them to the destination. Cooperative Black Hole Attack In a cooperative black hole attack two or more nodes cooperate amongst themselves and when a packet is forwarded to any of these nodes they collude with each other and drop it. Gray Hole Attack In a Gray hole attack, a node that may forward all packets to certain nodes but may drop packets coming from or destined to specific nodes or a node that may behave maliciously for some time but later on it behaves absolutely normally. Due to this uncertainty in behavior of gray hole, these types of attacks are more difficult when compared to black hole attacks. Like black holes, cooperative gray hole attacks may be possible. WormHole Attack In WormHole Attack two malicious nodes at different locations in the network collude to compromise the security of the network. A malicious node at one location forwards packets through a tunnel to another location where these packets are resent into the network. The tunnel between these two colluding malicious nodes is referred to as a WormHole. Byzantine Attack In Byzantine Attack a set of compromised intermediate nodes in collusion or a malicious intermediate node alone carry out attacks such as forwarding packets on non-optimal path creating routing loops and selectively dropping packets which results in disruption in routing services and degradation of network performance. Information Disclosure A malicious authorized node may reveal important information such as structure of the network, location of the nodes, or optimal paths to the authorized nodes to unauthorized nodes in the network. Sleep Deprivation Attack This attack is a kind of Resource consumption attack, where a malicious node consumes limited resources like battery power of other nodes in the network by forwarding unnecessary packets frequently to them. Sybil Attack In this attack for a malicious node, several different fake identities will be created i.e. an attacker can appear to be in multiple locations at the same time. Rushing Attack In this attack a malicious node which receives RouteRequest packet from the source node respond immediately by flooding RouteRequest packet throughout the network before the original RouteRequest packet sent by the source node reaches to other nodes. A node that receive original RouteRequest packet assumes it to be duplicate of the packet already received from the malicious node and discard this packet. The path discovered by the source contains malicious node as an intermediate node. Hence path discovered by the source node is not a secure path.



4. Dynamic Source Routing (DSR) Protocol [4], [5], [6]
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DSR is a reactive on-demand routing protocol, where periodic routing advertisement messages are not used. Hence it conserves battery power of the mobile nodes and reduces the network bandwidth overhead. DSR routing process involves two mechanisms: a) Route Discovery b) Route maintenance a) Route Discovery: This mechanism is initiated by the source node if it wants to send data packets to another mobile node which is not available in the route cache. Hence this protocol is known as source driven routing protocol. It initiates route discovery process by broadcasting Route Request (RREQ) Packet. RREQ packet consists of four fields: source address, destination address, request id and route record list. When the node receives RREQ packet from adjacent node it appends its address to the route record list if either RREQ i.e. source and request id are not found earlier or node’s address is not there in the route record list otherwise it is discarded to avoid loop formations. The amended packet is then broadcast on to the neighboring nodes. If the intermediate node’s route cache contains the path to the destination node then it first appends this path to the route record list of RREQ then copies this list to the Route Reply (RREP) packet in reverse order and sends it to the source node on the reverse path. If the node is the destination then the route record list is copied to the RREP packet in reverse order and sends it to the source node on the reverse path in case of bidirectional links otherwise route discovery process is initiated by the destination node to find the path from destination node to source node. Finally when source receives the path to the destination it stores this path in the route cache for further use. b) Route Maintenance: If mobile node does not receive any response from next hop it means that the link is broken or next hop is not in the range of mobile node then Route Error (RERR) packet is sent to the source. Source node checks its route cache for an alternate path to the destination, if it is not available then it again initiates Route Discovery process to find a new path.



5. BlackHole Attack in DSR Protocol [2], [5], [6] In BlackHole attack a malicious node (i.e. BlackHole) first exploits the Route Discovery process of adhoc ondemand routing protocol like DSR to advertises itself as having the valid shortest path to the destination then it drops the packets sent to it without forwarding to the next hop. BlackHole node claims the freshness of the route reply with the highest sequence number and shortest path using minimum hop count.



S



B



A



D : RREQ : RREP : RREP by BlackHole Node



C



S: Source Node B: BlackHole Node D: Destination Node A, B and C: Intermediate Nodes



Fig. 1: BlackHole Attack in DSR protocol Fig. 1 shows BlackHole attack in DSR protocol, here Source node S wants to send data to the Destination node D initiates route discovery process by broadcasting RREQ packets. Intermediate node A and BlackHole node B receives RREQ packet from source node S. Node B immediately responds with a valid shortest path without checking its route cache before any other node responds. Node A checks its route cache if it has a valid route it responds otherwise broadcast RREQ packets to node C and node D similarly node C. Node D responds with the S.V. Vasantha, IJRIT
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optimal path to the node S. Node S considers node B’s reply as valid shortest path and ignores all other replies. Node S forwards data packets to node B but node B drops all data packets without forwarding to the next hop which creates a BlackHole in the network. So there is a need for the methods to detect and prevent BlackHole attacks.



6. BlackHole Detection/Prevention Techniques in DSR protocol There are various methods for detecting or preventing BlackHole attack in DSR protocol, here are few recent techniques discussed below. In paper [5] authors proposed modified DSR for mitigating BlackHole Impact in MANET. The performance of DSR Protocol in presence of BlackHole attack is improved by modifying the Route Request (RREQ) packet with fictive target address shown in fig. 2. Type



Reserved Unique Request ID Fictive Target Address Source Address Path



Hop Count



Fig. 2: Modified Route Request (RREQ) packet When Source node wants to send data packets to destination node, it requires route from source node to destination node ,if the route is available in its route cache or route reply is sent by an intermediate node, then first data packet should be sent to the destination node on this route and wait for the acknowledgement (ack) of the first data packet. If ack comes within certain time, then this route is safe and succeeding packets are sent on the same route otherwise malicious node identification process will be started. To identify the presence of malicious node a fictive request packet is sent along the suspected route with the destination address as fictive address which is not there in the network. The node which reply to this request is listed as blackhole and it is not included in the routing process. If the route reply is from destination node then the route is considered as safe route. Analysis Packet delivery ratio and throughput can be achieved near to DSR network than blackhole based network. However, End-to-End delay needs to be reduced.



In paper [8] authors proposed a modified DSR algorithm which is based on Prior- Recieve-Reply for protecting the DSR protocol against BlackHole attacks. This technique uses counting method to identify the malicious nodes and eliminate them from routing process. Usually the malicious node reply is the first route reply in RR table with high destination sequence number. So, when the first destination hop count is compared with the source hop count a big difference between them implies that the destination node is a malicious node, then that entry is immediately removed from the RR-Table. The method has three cases: case 1: If source node is a BlackHole node then each intermediate node which receives route request packet from the source node to find the destination will drop the control message and avoid further communication with malicious source node. Case 2: If destination node is a BlackHole node then each intermediate node which receives a control message from malicious destination node towards source node will drop the control message and avoid further communication with malicious node. Case 3: If intermediate node is a BlackHole node and if neighbor of malicious node receives a control message from malicious node then it will drop that control message instead of forwarding it to next hop. This algorithm removes routing table containing malicious node entries so that they are excluded from further routing process. Analysis S.V. Vasantha, IJRIT
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This algorithm has attained worthy improvement in PDR with permissible end-to-end delay. Moreover it does not require any overhead on either the destination node or any intermediate node on DSR Protocol. In paper [9] authors has proposed a Trust based model to mitigate BlackHole attacks in DSR protocol, which is an improvement of the Association based Route selection. This method involves selection of the most reliable and secure route to the destination based on the trust values of the nodes. For every node in the network, a trust value will be calculated and stored that represent the value of the trustiness to each of its neighbor nodes. This trust value will be calculated based on the experiences that the node has with its neighbor nodes. When a node wants to send data packets to the destination node then it broadcasts Route Request packet to all the neighboring nodes. Unlike conventional DSR source node waits till it receives Route Reply packets from all the neighboring nodes then sorts them based on the trust ratings. The source node selects the most trusted and reliable path from replies. Thus the black hole nodes will be identified as unknown and can be avoided in routing process. Analysis This algorithm shows that the throughput and percentage of packet delivery ratio under the threat of increasing malicious nodes performs better than the conventional DSR. It also shows that the average latency which is slightly higher than the conventional DSR due to the trust based routing. In paper [10] authors has proposed a method which will combat against BlackHole in DSR Protocol. In this method each node uses number rules to inference about honesty of reply’s sender. The main objective of this protocol is to check out the set of malicious nodes locally at each node whenever they try to act as a source node. The source node will wait and collects the replies from all neighboring nodes then check the list of replies to find a safe route to the destination node. Analysis The Simulation’s results show that the proposed method provides better security and also better performance in terms of packet delivery than the conventional DSR Protocol in the existence of BlackHoles with minimal additional delay and Overhead.



7. Conclusion MANET’s conventional DSR Protocol requires to be enhanced so that it address problem of BlackHole attack in the network. This paper reviews some of the most recent solutions to the BlackHole attacks on DSR Protocol in mobile adhoc networks. Solutions discussed for detection/prevention of BlackHole Attacks assumes MANET with always having bidirectional links whereas mobile nodes which forms the network is subject to dynamic topology. The broken link in the network may be due to malicious node or node mobility hence node cannot be black listed. Therefore protocol to be designed must consider dynamic topology of the MANET.
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