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1. (a) Mention the three functional areas of IP-Level security?
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IV B.Tech I Semester Examinations,May 2011 INFORMATION SECURITY Common to Information Technology, Computer Science And Systems Engineering Time: 3 hours Max Marks: 80 Answer any FIVE Questions All Questions carry equal marks ?????



[4+12]
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(b) Discuss in detail the basic combinations of security associations?



2. (a) Differentiate between Public key cryptography and Digital signature with relevant examples. (b) Compare version 4 with version 5 of Kerberos.



[8+8]



or



3. (a) What is a bastion host? List the common characteristics of a bastion host?



(b) Explain the concept of reference monitor in detail with a neat sketch? [8+8] 4. Discuss the features of SSL that counters man-in-the-middle attack, IP spoofing, IP hijacking and brute-force attacks to web security? [16]



uW



5. (a) What is PGP? Explain how e-mail security is assured using PGP. (b) Write about S/MIME.



[8+8]



6. (a) List and describe the Security Mechanisms given in X.800 in detail. (b) What is Stack dumping? Explain how to create code for Buffer overflow to exploit any of the platforms. [8+8] 7. (a) Explain the following in relation with Cipher block modes of operation:



nt



i. Cipher Block Chaining (CBC) ii. Cipher Feedback (CFB)



(b) Write about HMAC.



[8+8]



Aj



8. (a) What are the elements that make up the VACM? Discuss (b) Discuss about the password scheme adopted in UNIX? ?????
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(b) Write about S/MIME.



2. (a) List and describe the Security Mechanisms given in X.800 in detail.



(b) What is Stack dumping? Explain how to create code for Buffer overflow to exploit any of the platforms. [8+8]
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3. (a) Mention the three functional areas of IP-Level security?



(b) Discuss in detail the basic combinations of security associations?
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4. Discuss the features of SSL that counters man-in-the-middle attack, IP spoofing, IP hijacking and brute-force attacks to web security? [16]
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5. (a) What is a bastion host? List the common characteristics of a bastion host? (b) Explain the concept of reference monitor in detail with a neat sketch? [8+8] 6. (a) What are the elements that make up the VACM? Discuss (b) Discuss about the password scheme adopted in UNIX?
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7. (a) Explain the following in relation with Cipher block modes of operation:
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i. Cipher Block Chaining (CBC) ii. Cipher Feedback (CFB)



(b) Write about HMAC.



[8+8]
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8. (a) Differentiate between Public key cryptography and Digital signature with relevant examples. (b) Compare version 4 with version 5 of Kerberos. ?????
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(b) What is Stack dumping? Explain how to create code for Buffer overflow to exploit any of the platforms. [8+8] 2. (a) What is PGP? Explain how e-mail security is assured using PGP. (b) Write about S/MIME.
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5. (a) Differentiate between Public key cryptography and Digital signature with relevant examples. (b) Compare version 4 with version 5 of Kerberos.
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6. (a) What is a bastion host? List the common characteristics of a bastion host? (b) Explain the concept of reference monitor in detail with a neat sketch? [8+8] 7. (a) Explain the following in relation with Cipher block modes of operation:
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i. Cipher Block Chaining (CBC) ii. Cipher Feedback (CFB)
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8. Discuss the features of SSL that counters man-in-the-middle attack, IP spoofing, IP hijacking and brute-force attacks to web security? [16] ?????
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(b) What is Stack dumping? Explain how to create code for Buffer overflow to exploit any of the platforms. [8+8] 2. (a) What are the elements that make up the VACM? Discuss (b) Discuss about the password scheme adopted in UNIX?
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(b) Explain the concept of reference monitor in detail with a neat sketch? [8+8] 7. Discuss the features of SSL that counters man-in-the-middle attack, IP spoofing, IP hijacking and brute-force attacks to web security? [16]
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8. (a) What is PGP? Explain how e-mail security is assured using PGP. (b) Write about S/MIME.
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